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An Elixir SDK aiming for high parity with the official claude-agent-sdk-python while treating the Claude Code CLI as the authoritative runtime contract. Build AI-powered applications with Claude using a production-ready interface for the Claude Code CLI, featuring streaming responses, lifecycle hooks, permission controls, and in-process tool execution via MCP.
Note: This SDK does not bundle the Claude Code CLI. You must install it separately (see Prerequisites).

Documentation Menu
	README.md - installation, quick start, and ownership boundaries
	guides/getting-started.md - first query and streaming flows
	guides/configuration.md - runtime config and defaults
	guides/model-configuration.md - Claude model selection and effort controls
	guides/agents.md - agent and orchestration patterns
	guides/testing.md - local validation workflow
	guides/provider_behavior_manifest.md - evidence for Claude-native feature
translation


What You Can Build
	AI coding assistants with real-time streaming output
	Automated code review pipelines with custom permission policies
	Multi-agent workflows with specialized personas
	Tool-augmented applications using the Model Context Protocol (MCP)
	Interactive chat interfaces with typewriter-style output


Runtime Architecture
	Common CLI query/streaming flows run on the shared cli_subprocess_core
runtime: CliSubprocessCore.Session, CliSubprocessCore.RawSession, and
CliSubprocessCore.Command.
	ClaudeAgentSDK.Client remains SDK-local only for the advanced Claude
control family: hooks, permission callbacks, SDK MCP routing, and control
request/response state.
	ClaudeAgentSDK.Client now runs its control lane through
CliSubprocessCore.ProtocolSession; custom transport injection has been
removed. Use Options.execution_surface for SSH/local routing.

ASM Boundary
If you enter Claude through agent_session_manager, the normalized ASM kernel
still stops at provider selection, lane selection, event projection, and
session/run orchestration.
The optional ASM seam for Claude lives under
ASM.Extensions.ProviderSDK.Claude. That extension may:
	derive ClaudeAgentSDK.Options from ASM-style config
	start ClaudeAgentSDK.Client from ASM session defaults or ASM-style config

If claude_agent_sdk is present in the dependency graph, ASM activates that
namespace automatically in ASM.Extensions.ProviderSDK.available_extensions/0
and ASM.Extensions.ProviderSDK.capability_report/0. Client apps do not need
to register it manually.
Common fields such as cwd, model, max_turns, and transport timeouts may
be derived from ASM config. Claude-native controls such as permission modes,
hooks, MCP, settings, agents, tool lists, and system prompt channels must stay
in this SDK or be passed through an explicit Claude-native override bag.
It does not move the control family into ASM. Once you cross that seam, the
real control APIs remain here:
	ClaudeAgentSDK.Client.set_permission_mode/2
	ClaudeAgentSDK.Client.set_model/2
	ClaudeAgentSDK.Client.interrupt/1
	ClaudeAgentSDK.Client.rewind_files/2
	ClaudeAgentSDK.ControlProtocol.Protocol

SDK-direct live verification lives in
examples/promotion_path/sdk_direct_claude.exs. It uses the Claude SDK API
without importing ASM, passes keyword execution_surface input, and
demonstrates Claude-native tool suppression as SDK-owned behavior:
mix run examples/promotion_path/sdk_direct_claude.exs \
  --model haiku \
  --prompt "Reply with exactly: claude sdk direct ok"

Provider-native feature evidence is tracked in
guides/provider_behavior_manifest.md. Add or update that manifest before
translating any new Claude-specific CLI flag, control-client behavior, hook,
MCP, permission, or settings feature.
Packaging Boundary
Phase 4 finalizes the Claude release boundary:
	cli_subprocess_core remains the required lower dependency for the common
Claude query and streaming lane
	claude_agent_sdk remains the source of truth for Claude-native control
features such as hooks, permission callbacks, SDK MCP routing, and control
protocol state
	ASM may bridge into that richer family only through
ASM.Extensions.ProviderSDK.Claude; that seam does not move the control
family into ASM or the shared core
	the operator publication order is the two Ground Plane leaves, Execution
Plane 0.1.0, cli_subprocess_core 0.2.0, claude_agent_sdk 0.18.0, then
agent_session_manager; this SDK does not import Execution Plane directly

Schema Boundary
Zoi is now the canonical boundary-schema layer for new dynamic boundary work
inside claude_agent_sdk.
	cli_subprocess_core owns the shared common-lane event and payload shapes.
	claude_agent_sdk owns Claude-local control-protocol envelopes, permission
update payloads, and Claude-native message-frame adaptation.
	public structs such as %ClaudeAgentSDK.Message{},
%ClaudeAgentSDK.Permission.Update{}, and
%ClaudeAgentSDK.Permission.RuleValue{} remain the ergonomic caller-facing
layer.
	forward-compatible wire surfaces use Zoi.map(..., unrecognized_keys: :preserve)
plus projection instead of direct Zoi.struct/3.
	closed local payloads still use schema validation, but unknown-field
preservation is only enabled where the wire surface can legitimately expand.

Centralized Model Selection
claude_agent_sdk no longer owns active model defaulting or fallback policy.
That authority lives in cli_subprocess_core.
Authoritative core surface:
	CliSubprocessCore.ModelRegistry.resolve/3
	CliSubprocessCore.ModelRegistry.validate/2
	CliSubprocessCore.ModelRegistry.default_model/2
	CliSubprocessCore.ModelRegistry.build_arg_payload/3
	CliSubprocessCore.ModelInput.normalize/3

Claude-side behavior:
	ClaudeAgentSDK.Options.new/1 routes mixed raw-versus-payload input through
CliSubprocessCore.ModelInput.normalize/3, then ensures model_payload and
model are aligned from the shared core contract
	ClaudeAgentSDK.Model.default_model/0 reads the shared core default instead
of carrying a local fallback
	effort gating runs against the resolved model, not mutable app config
	provider CLI rendering only formats arguments from resolved values
	repo-local env defaults remain fallback inputs only when model_payload was
not supplied explicitly

Do not treat repo-local config snapshots as authoritative model policy. The
shared core registry is the source of truth.
Claude Ollama Backend
claude_agent_sdk now supports an explicit Claude :ollama backend through
the same core-owned payload path.
Example:
options =
  ClaudeAgentSDK.Options.new(
    provider_backend: :ollama,
    anthropic_base_url: "http://localhost:11434",
    external_model_overrides: %{"haiku" => "llama3.2"},
    model: "haiku"
  )
The SDK still runs the normal claude binary. The core payload resolves the
actual transport model and injects the Anthropic-compatible Ollama env.

Installation
Claude Agent SDK 0.18 requires Elixir 1.19 or later.
Add to your mix.exs:
def deps do
  [
    {:claude_agent_sdk, "~> 0.18.0"}
  ]
end
Then fetch dependencies:
mix deps.get

Prerequisites
Install the Claude Code CLI (requires Node.js):
npm install -g @anthropic-ai/claude-code

Verify installation:
claude --version

CLI Compatibility
	Minimum supported Claude CLI version: 2.1.0
	Recommended Claude CLI version: 2.1.207
	Parity baseline: Python SDK v0.2.116 / TypeScript SDK v0.3.207 (CLI 2.1.207), including the 2.1.203–2.1.207 protocol frames — terminal_reason (Message.dead_turn?/1), background_tasks_changed (Message.live_background_tasks/1), command_lifecycle (Message.command_terminal?/1), typed interrupt receipts with still_queued, system/init capabilities (Message.capability?/2), peer-message origin (Message.peer_origin/1), and AgentToolCompletedOutput (Message.agent_tool_completed/1).
	Compatibility policy: this SDK follows the Python SDK where practical, but the Claude CLI wire protocol is authoritative. CLI-native frames such as :rate_limit_event are surfaced here even if the current Python SDK skips unknown message types for forward compatibility.


Quick Start
1. Authenticate
Choose one method:
# Option A: Environment variable (recommended for CI/CD)
export ANTHROPIC_API_KEY="sk-ant-api03-..."

# Option B: OAuth token
export CLAUDE_AGENT_OAUTH_TOKEN="sk-ant-oat01-..."

# Option C: Interactive login
claude login

2. Run Your First Query
alias ClaudeAgentSDK.{ContentExtractor, Options}

# Simple query with streaming collection
ClaudeAgentSDK.query("Write a function that calculates factorial in Elixir")
|> Enum.each(fn msg ->
  case msg.type do
    :assistant -> IO.puts(ContentExtractor.extract_text(msg) || "")
    :result -> IO.puts("Done! Cost: $#{msg.data.total_cost_usd}")
    _ -> :ok
  end
end)
3. Real-Time Streaming
alias ClaudeAgentSDK.Streaming

{:ok, session} = Streaming.start_session()

Streaming.send_message(session, "Explain GenServers in one paragraph")
|> Stream.each(fn
  %{type: :text_delta, text: chunk} -> IO.write(chunk)
  %{type: :message_stop} -> IO.puts("")
  _ -> :ok
end)
|> Stream.run()

Streaming.close_session(session)
If session initialization or message send fails, the stream now emits an immediate
%{type: :error, error: reason} event instead of waiting for the 5-minute stream timeout.

Authentication
The SDK supports three authentication methods, checked in this order:
	Method	Environment Variable	Best For
	OAuth Token	CLAUDE_AGENT_OAUTH_TOKEN	Production / CI
	API Key	ANTHROPIC_API_KEY	Development
	CLI Login	(uses claude login session)	Local development

These methods are standalone compatibility paths for direct SDK use. Governed
launch callers must pass Options.governed_authority with the materialized
command, cwd, environment, auth/config roots, target reference, credential
lease reference, command reference, and redaction reference. In governed mode,
ambient env values, native login state, provider backend overrides, token-store
defaults, and explicit CLI paths are rejected instead of being used as fallback
authentication.
AuthManager.get_token/1 does not project raw credentials for governed
authority. It reports {:error, :governed_token_unavailable} so upper layers
carry only authority and lease references.
Cloud Providers
AWS Bedrock:
export CLAUDE_AGENT_USE_BEDROCK=1
export AWS_ACCESS_KEY_ID=...
export AWS_SECRET_ACCESS_KEY=...
export AWS_REGION=us-west-2

Google Vertex AI:
export CLAUDE_AGENT_USE_VERTEX=1
export GOOGLE_APPLICATION_CREDENTIALS=/path/to/key.json
export GOOGLE_CLOUD_PROJECT=your-project-id

Token Setup (Local Development)
For persistent authentication without re-login:
mix claude.setup_token

AuthManager keeps running if token storage save/clear fails and returns {:error, reason}.
Handle clear_auth/0 accordingly in your app code:
case ClaudeAgentSDK.AuthManager.clear_auth() do
  :ok -> :ok
  {:error, reason} -> IO.puts("Failed to clear auth: #{inspect(reason)}")
end
Check authentication status:
alias ClaudeAgentSDK.AuthChecker
diagnosis = AuthChecker.diagnose()
# => %{authenticated: true, auth_method: "Anthropic API", ...}

Core Concepts
Choosing the Right API
	API	Use Case	When to Use
	query/2	Simple queries	Batch processing, scripts
	Streaming	Typewriter UX	Chat interfaces, real-time output
	Client	Full control	Multi-turn agents, tools, hooks

Query API
The simplest way to interact with Claude:
# Basic query
messages = ClaudeAgentSDK.query("What is recursion?") |> Enum.to_list()

# With options
opts = %ClaudeAgentSDK.Options{
  model: "sonnet",
  max_turns: 5,
  output_format: :stream_json
}
messages = ClaudeAgentSDK.query("Explain OTP", opts) |> Enum.to_list()

# Streamed input prompts (unidirectional)
prompts = [
  %{"type" => "user", "message" => %{"role" => "user", "content" => "Hello"}},
  %{"type" => "user", "message" => %{"role" => "user", "content" => "How are you?"}}
]

ClaudeAgentSDK.query(prompts, opts) |> Enum.to_list()

# Execution-surface routing
opts = %ClaudeAgentSDK.Options{
  execution_surface: [
    surface_kind: :ssh_exec,
    transport_options: [
      destination: "claude.example",
      ssh_user: "sdk",
      port: 22
    ]
  ]
}

ClaudeAgentSDK.query("Hello", opts) |> Enum.to_list()

# Continue a conversation
ClaudeAgentSDK.continue("Can you give an example?") |> Enum.to_list()

# Resume a specific session
ClaudeAgentSDK.resume("session-id", "What about supervision trees?") |> Enum.to_list()
Streaming API
For real-time, character-by-character output:
alias ClaudeAgentSDK.{Options, Streaming}

{:ok, session} = Streaming.start_session(%Options{model: "haiku"})

# Send messages and stream responses
Streaming.send_message(session, "Write a haiku about Elixir")
|> Enum.each(fn
  %{type: :text_delta, text: t} -> IO.write(t)
  %{type: :tool_use_start, name: n} -> IO.puts("\nUsing tool: #{n}")
  %{type: :message_stop} -> IO.puts("\n---")
  _ -> :ok
end)

# Multi-turn conversation (context preserved)
Streaming.send_message(session, "Now write one about Phoenix")
|> Enum.to_list()

Streaming.close_session(session)
Subagent Streaming: When Claude spawns subagents via the Agent tool, events include a parent_tool_use_id field to identify the source. Main agent events have nil, subagent events have the Agent tool call ID. Streaming events also preserve uuid, session_id, and raw_event metadata when the CLI provides them. See the Streaming Guide for details.
Hooks System
Intercept and control agent behavior at key lifecycle points:
alias ClaudeAgentSDK.{Client, Options}
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

# Block dangerous commands
check_bash = fn input, _id, _ctx ->
  case input do
    %{"tool_name" => "Bash", "tool_input" => %{"command" => cmd}} ->
      if String.contains?(cmd, "rm -rf") do
        Output.deny("Dangerous command blocked")
      else
        Output.allow()
      end
    _ -> %{}
  end
end

opts = %Options{
  hooks: %{
    pre_tool_use: [Matcher.new("Bash", [check_bash])]
  }
}

{:ok, client} = Client.start_link(opts)
Available Hook Events (all 12 Python SDK events supported):
	pre_tool_use / post_tool_use / post_tool_use_failure - Tool execution lifecycle
	user_prompt_submit - Before sending user messages
	stop / subagent_stop / subagent_start - Agent lifecycle
	notification - CLI notifications
	permission_request - Permission dialog interception
	session_start / session_end - Session lifecycle
	pre_compact - Before context compaction

See the Hooks Guide for comprehensive documentation.
Supervision
Hook and permission callbacks run in async tasks. For production, add the SDK
task supervisor so callback processes are supervised:
children = [
  ClaudeAgentSDK.TaskSupervisor,
  {ClaudeAgentSDK.Client, options}
]
If you use a custom supervisor name, configure the SDK to match:
children = [
  {ClaudeAgentSDK.TaskSupervisor, name: MyApp.ClaudeTaskSupervisor}
]

config :claude_agent_sdk, task_supervisor: MyApp.ClaudeTaskSupervisor
If an explicitly configured supervisor is missing at runtime, the SDK logs a warning and
falls back to Task.start/1. With default settings, missing
ClaudeAgentSDK.TaskSupervisor falls back silently for backward compatibility.
For stricter behavior in dev/test:
config :claude_agent_sdk, task_supervisor_strict: true
In strict mode, ClaudeAgentSDK.TaskSupervisor.start_child/2 returns
{:error, {:task_supervisor_unavailable, supervisor}} instead of spawning
an unsupervised fallback task.
Permission System
Fine-grained control over tool execution:
alias ClaudeAgentSDK.{Options, Permission.Result}

permission_callback = fn ctx ->
  case ctx.tool_name do
    "Write" ->
      # Redirect system file writes to safe location
      if String.starts_with?(ctx.tool_input["file_path"], "/etc/") do
        safe_path = "/tmp/sandbox/" <> Path.basename(ctx.tool_input["file_path"])
        Result.allow(updated_input: %{ctx.tool_input | "file_path" => safe_path})
      else
        Result.allow()
      end
    _ ->
      Result.allow()
  end
end

opts = %Options{
  can_use_tool: permission_callback,
  permission_mode: :default  # :default | :accept_edits | :plan | :bypass_permissions | :auto | :dont_ask
}
Note: can_use_tool is mutually exclusive with permission_prompt_tool. The SDK routes can_use_tool through the control client (including string prompts), auto-enables include_partial_messages, and sets permission_prompt_tool to \"stdio\" internally so the CLI can emit permission callbacks. Use :default, :plan, or the CLI's :auto mode for built-in tool permissions. Hook-based fallback only applies when the CLI does not emit can_use_tool, and that fallback ignores updated_permissions. :delegate is no longer forwarded because current Claude CLI builds reject it.
CLI transcript history now matches the official SDK surface:
# Claude CLI transcript history
sessions = ClaudeAgentSDK.list_sessions(directory: "/path/to/project")
messages = ClaudeAgentSDK.get_session_messages("550e8400-e29b-41d4-a716-446655440000",
  directory: "/path/to/project"
)

# SDK-managed SessionStore history
{:ok, saved_sessions} = ClaudeAgentSDK.list_saved_sessions(storage_dir: "/custom/path")

# Official SessionStore adapter surface
store = ClaudeAgentSDK.SessionStore.InMemory.new!()
session_id = "550e8400-e29b-41d4-a716-446655440000"
project_key = ClaudeAgentSDK.project_key_for_directory("/path/to/project")

:ok =
  ClaudeAgentSDK.SessionStore.Adapter.append(store, %{project_key: project_key, session_id: session_id}, [
    %{"type" => "user", "uuid" => "u1", "sessionId" => session_id, "message" => %{"content" => "hello"}}
  ])

sessions = ClaudeAgentSDK.list_sessions_from_store(store, directory: "/path/to/project")
messages = ClaudeAgentSDK.get_session_messages_from_store(session_id, store,
  directory: "/path/to/project"
)
Stream a single client response until the final result:
Client.receive_response_stream(client)
|> Enum.to_list()
MCP Tools (In-Process)
Define custom tools that Claude can call directly in your application:
defmodule MyTools do
  use ClaudeAgentSDK.Tool

  deftool :calculate, "Perform a calculation", %{
    type: "object",
    properties: %{
      expression: %{type: "string", description: "Math expression to evaluate"}
    },
    required: ["expression"]
  } do
    def execute(%{"expression" => expr}) do
      # Your logic here
      result = eval_expression(expr)
      {:ok, %{"content" => [%{"type" => "text", "text" => "Result: #{result}"}]}}
    end
  end
end

# Create an MCP server with your tools
server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "calculator",
  version: "1.0.0",
  tools: [MyTools.Calculate]
)

# Without :supervisor, the SDK keeps the registry under its internal
# SDK MCP supervisor so the server survives creator process exits.

# Optional: start tool registry under your DynamicSupervisor
{:ok, sup} = DynamicSupervisor.start_link(strategy: :one_for_one)

server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "calculator",
  version: "1.0.0",
  tools: [MyTools.Calculate],
  supervisor: sup
)

opts = %ClaudeAgentSDK.Options{
  mcp_servers: %{"calc" => server},
  allowed_tools: ["mcp__calc__calculate"]
}
Note: MCP server routing only supports initialize, tools/list, tools/call, and notifications/initialized. Calls to resources/list or prompts/list return JSON-RPC method-not-found errors to match the Python SDK.
If version is omitted, it defaults to "1.0.0".

Configuration Options
Key options for ClaudeAgentSDK.Options:
	Option	Type	Description
	model	string	"sonnet" (default/recommended, Sonnet 5), "sonnet[1m]", "opus" (Opus 4.8), "opus[1m]", "fable" (Fable 5), "haiku" (Haiku 4.5), or any custom model id (see guides/model-configuration.md)
	effort	atom	:low, :medium, :high, :xhigh, :max — controls reasoning effort; :xhigh is Opus-only; invalid values raise ArgumentError (not supported for Haiku)
	thinking	map	%{type: :adaptive}, %{type: :enabled, budget_tokens: N}, %{type: :disabled}
	skills	:all / list	Enables Claude skills and defaults setting sources to user/project when set
	task_budget	map	%{total: n} passed as an SDK task budget
	session_store	adapter	Mirrors transcript frames through the SessionStore adapter contract
	load_timeout_ms	integer	Bound for SessionStore resume materialization loads
	max_turns	integer	Maximum conversation turns
	system_prompt	string/map	Custom text, %{type: :file, path: path}, or preset maps with dynamic-section exclusion
	output_format	atom/map	:text, :json, :stream_json, or JSON schema (SDK enforces stream-json for transport; JSON schema still passed)
	allowed_tools	list	Tools Claude can use
	permission_mode	atom	:default, :accept_edits, :plan, :bypass_permissions, :auto, :dont_ask
	hooks	map	Lifecycle hook callbacks
	mcp_servers	map or string	MCP server configurations (or JSON/path alias for mcp_config)
	cwd	string	Working directory for file operations
	timeout_ms	integer	Command timeout (default: 75 minutes)
	transport_error_mode	atom	:result (default) or :raise for strict transport/decode failures
	max_buffer_size	integer	Maximum JSON buffer size (default: 1MB, overflow yields CLIJSONDecodeError)

CLI path override: set path_to_claude_code_executable or executable in Options (Python cli_path equivalent).
On SSH-backed execution_surface values, Claude is resolved on the remote host.
If the binary is installed outside the remote non-login PATH, pass an
explicit executable or path_to_claude_code_executable for that target.
Runtime Application Config
All tunable constants (timeouts, buffer sizes, auth paths, CLI flags, env var
names, concurrency limits) are centralized in Config.* sub-modules and can
be overridden per-environment:
# config/config.exs
config :claude_agent_sdk, ClaudeAgentSDK.Config.Timeouts,
  query_total_ms: 5_400_000,           # total query timeout (default: 75 min)
  tool_execution_ms: 60_000            # per-tool timeout (default: 30 s)

config :claude_agent_sdk, ClaudeAgentSDK.Config.Buffers,
  max_stdout_buffer_bytes: 2_097_152   # stdout buffer (default: 1 MB)

config :claude_agent_sdk, ClaudeAgentSDK.Config.Orchestration,
  max_concurrent: 10,                  # parallel query limit (default: 5)
  max_retries: 5                       # retry attempts (default: 3)

# Legacy flat keys still work:
config :claude_agent_sdk,
  cli_stream_module: ClaudeAgentSDK.Query.CLIStream,
  task_supervisor_strict: false
See the Configuration Internals guide for
the complete reference of every tunable, its default, and override examples.
config :claude_agent_sdk, :process_module is still read as a fallback for query streaming,
but it is deprecated and logs a warning once per legacy module.
SessionStore now hydrates on-disk cache in a handle_continue/2 step. Startup is faster,
but list/search can be briefly incomplete immediately after boot while warmup finishes.
CliSubprocessCore.RawSession and Streaming.Session support startup_mode: :lazy
to defer subprocess startup to handle_continue/2. Deterministic startup
validation still happens before start_link returns, so missing cwd/command
style failures surface immediately. Once preflight passes, lazy mode can still
surface subprocess launch failures as a process exit after init.
Query-side transport errors normalize equivalent reasons to stable atoms where possible:
{:command_not_found, "claude"} is treated as :cli_not_found.
SDK Logging
The SDK uses its own log level filter (default: :warning) to keep output quiet in dev. Configure via application env:
config :claude_agent_sdk, log_level: :warning  # :debug | :info | :warning | :error | :off
Option Presets
alias ClaudeAgentSDK.OptionBuilder

# Environment-based presets
OptionBuilder.build_development_options()  # Permissive, verbose
OptionBuilder.build_production_options()   # Restrictive, safe
OptionBuilder.for_environment()            # Auto-detect from Mix.env()

# Use-case presets
OptionBuilder.build_analysis_options()     # Read-only code analysis
OptionBuilder.build_chat_options()         # Simple chat, no tools
OptionBuilder.quick()                      # Fast one-off queries

# Effort and thinking helpers
OptionBuilder.with_opus()
|> OptionBuilder.with_effort(:max)
|> OptionBuilder.with_thinking(%{type: :adaptive})

Examples
The examples/ directory contains runnable demonstrations.
Mix Task Example (Start Here)
If you want to integrate Claude into your own Mix project, see the mix_task_chat example — a complete working app with Mix tasks:
cd examples/mix_task_chat
mix deps.get
mix chat "Hello, Claude!"           # Streaming response
mix chat --interactive              # Multi-turn conversation
mix ask -q "What is 2+2?"           # Script-friendly output

Script Examples
# Run all examples
bash examples/run_all.sh

# Run a specific example
mix run examples/basic_example.exs
mix run examples/streaming_tools/quick_demo.exs
mix run examples/hooks/basic_bash_blocking.exs

Key Examples:
	mix_task_chat/ - Full Mix task integration (streaming + interactive chat)
	basic_example.exs - Minimal SDK usage
	streaming_tools/quick_demo.exs - Real-time streaming
	hooks/complete_workflow.exs - Full hooks integration
	sdk_mcp_tools_live.exs - Custom MCP tools
	max_effort_opus_live.exs - Opus :max effort (not in run_all.sh)
	advanced_features/agents_live.exs - Multi-agent workflows
	advanced_features/subagent_spawning_live.exs - Parallel subagent coordination
	advanced_features/web_tools_live.exs - WebSearch and WebFetch

Full Application Examples
Complete Mix applications demonstrating production-ready SDK integration patterns:
	Example	Description	Key Features
	phoenix_chat/	Real-time chat with Phoenix LiveView	LiveView, Channels, streaming responses, session management
	document_generation/	AI-powered Excel document generation	elixlsx, natural language parsing, Mix tasks
	research_agent/	Multi-agent research coordination	Agent tool, subagent tracking via hooks, parallel execution
	skill_invocation/	Skill tool usage and tracking	Skill definitions, hook-based tracking, GenServer state
	email_agent/	AI-powered email assistant	SQLite storage, rule-based processing, natural language queries

# Run Phoenix Chat
cd examples/phoenix_chat && mix deps.get && mix phx.server
# Visit http://localhost:4000

# Run Document Generation
cd examples/document_generation && mix deps.get && mix generate.demo

# Run Research Agent
cd examples/research_agent && mix deps.get && mix research "quantum computing"

# Run Skill Invocation demo
cd examples/skill_invocation && mix deps.get && mix run -e "SkillInvocation.demo()"

# Run Email Agent
cd examples/email_agent && mix deps.get && mix email.assistant "find emails from last week"


Guides
	Guide	Description
	Getting Started	Installation, authentication, and first query
	Streaming	Real-time streaming and typewriter effects
	Hooks	Lifecycle hooks for tool control
	MCP Tools	In-process tool definitions with MCP
	Permissions	Fine-grained permission controls
	Configuration	Complete options reference
	Agents	Custom agent personas
	Sessions	Session management and persistence
	Runtime Control	SDK-local runtime control features
	Testing	Mock system and testing patterns
	Error Handling	Error types and recovery
	Provider Behavior Manifest	Evidence for Claude-native feature translation

Upgrading
For breaking changes and migration notes, see CHANGELOG.md.
0.12.0 breaking changes:
	Transport.Port removed. The built-in common transport lane now runs through
CliSubprocessCore.Command, CliSubprocessCore.RawSession, and
CliSubprocessCore.Session.
	Custom transport injection removed from Client, Query, and common CLI lanes.
Use Options.execution_surface for SSH/local routing instead.
	Transport error tuple shape updated: low-level failures now use {:error, {:transport, reason}} instead of bare {:error, reason}.
	String prompts now delivered via stdin (--input-format stream-json) instead of CLI arg (-- prompt).

0.11.0 breaking changes:
	--print flag removed from all modules. All queries now use --output-format stream-json exclusively.
	--agents CLI flag removed. Agents are now sent via the initialize control request. Use Options.agents_for_initialize/1.
	AgentsFile module deleted. Remove any agents_temp_file_max_age_seconds config.
	Client state is now a defstruct. Four deprecated fields removed: current_model, pending_model_change, current_permission_mode, pending_inbound_count.
	All 12 hook events are now supported (6 new: post_tool_use_failure, notification, subagent_start, permission_request, session_start, session_end).

0.10.0 fix (resume turn persistence):
	resume/3 no longer uses --print --resume (one-shot mode that dropped intermediate turns). It now uses --resume with --input-format stream-json, preserving the full conversation history across resume calls.
	Current model defaults and aliases are owned by cli_subprocess_core; the native Claude default is sonnet (Claude Sonnet 5). Aliases: opus → Claude Opus 4.8, fable → Claude Fable 5, haiku → Claude Haiku 4.5. A model id newer than the registry passes through to --model verbatim unless allow_unknown_model: false.

0.9.0 breaking change (streaming):
	Stream event wrappers now require uuid and session_id. Missing keys raise and terminate the streaming client.
	If you emit or mock stream_event wrappers, include both fields (custom transports, fixtures, tests).

That strict requirement applies to the common CLI streaming parser. The
SDK-local control lane still accepts incomplete stream_event wrappers and
surfaces missing metadata as nil, which keeps control-client transports
forward-compatible without weakening the core streaming contract.
Additional Resources:
	CHANGELOG.md - Version history and release notes
	HexDocs - API documentation
	Claude Code SDK - Upstream documentation


License
MIT License - see LICENSE for details.

  Built with Elixir and Claude
Model Selection Contract
/home/home/p/g/n/claude_agent_sdk no longer owns active model-selection policy. Model catalog visibility, defaulting, validation, and failure semantics are owned by /home/home/p/g/n/cli_subprocess_core through CliSubprocessCore.ModelRegistry.resolve/3, CliSubprocessCore.ModelRegistry.validate/2, and CliSubprocessCore.ModelRegistry.default_model/2.
The Claude SDK now treats model values as resolved payload data and limits its responsibility to option shaping and command rendering.
Session History And Intervention
The Claude runtime lane now publishes an honest session-control contract for orchestration layers.
	ClaudeAgentSDK.Runtime.CLI.capabilities/0 includes :session_history, :session_resume,
:session_pause, and :session_intervene
	ClaudeAgentSDK.Runtime.CLI.list_provider_sessions/1 standardizes transcript-history entries for
upper layers without flattening the richer native Claude session model

This is meant for recovery and operator-control flows, not blind retries. The caller should resume
the same session when possible and only replay work when a real continuation handle is unavailable.


  

    Getting Started with Claude Agent SDK for Elixir

Welcome to the Claude Agent SDK for Elixir! This guide will walk you through setting up your environment, making your first query, and understanding the core patterns you will use throughout your development.
The Claude Agent SDK provides a production-ready Elixir interface to Claude Code, enabling you to build AI-powered tools and automate coding workflows with Claude's capabilities.

Table of Contents
	Prerequisites
	Installation
	Your First Query
	Understanding the Response Stream
	Common Patterns
	Next Steps


Prerequisites
Before you begin, ensure you have the following installed and configured.
1. Elixir and Erlang
The SDK requires Elixir 1.19 or later. Check your version:
elixir --version

If you need to install or upgrade Elixir, visit elixir-lang.org/install or use a version manager like asdf:
asdf install elixir 1.19.0
asdf global elixir 1.19.0

2. Claude Code CLI
The SDK communicates with Claude through the Claude Code CLI. Install it globally via npm:
npm install -g @anthropic-ai/claude-code

Verify the installation:
claude --version

Use Claude CLI 2.1.0 or newer. 2.1.207 is the recommended version for this SDK release.
3. Authentication
You need valid credentials to use Claude. Choose one of these authentication methods:
Option A: Interactive Login (Recommended for Development)
Run the login command and follow the prompts:
claude login

This opens a browser for OAuth authentication and stores your credentials locally.
Option B: API Key (Recommended for Production)
Set the ANTHROPIC_API_KEY environment variable:
export ANTHROPIC_API_KEY="sk-ant-api03-..."

Add this to your shell profile (.bashrc, .zshrc, etc.) for persistence.
Option C: OAuth Token (Programmatic Access)
Set the CLAUDE_AGENT_OAUTH_TOKEN environment variable:
export CLAUDE_AGENT_OAUTH_TOKEN="your-oauth-token"

Option D: SDK Token Setup Task (Interactive)
You can also generate and persist an OAuth token with the SDK task:
mix claude.setup_token

To clear stored auth:
case ClaudeAgentSDK.AuthManager.clear_auth() do
  :ok -> IO.puts("Auth cleared")
  {:error, reason} -> IO.puts("Failed to clear auth: #{inspect(reason)}")
end
Verify Your Setup
Run a quick test to ensure everything is working:
claude -p "Say hello"

If you see a response from Claude, you are ready to proceed.

Installation
Add claude_agent_sdk to your Mix dependencies in mix.exs:
defp deps do
  [
    {:claude_agent_sdk, "~> 0.18.0"}
  ]
end
Then fetch the dependency:
mix deps.get

Compile the Project
mix compile

The SDK is now ready to use in your application.

Your First Query
Let us create a simple example that sends a prompt to Claude and displays the response.
Minimal Example
Create a file called hello_claude.exs:
# hello_claude.exs

# Simple query using defaults
ClaudeAgentSDK.query("Say hello in exactly five words.")
|> Enum.each(fn message ->
  case message.type do
    :assistant ->
      IO.puts("Claude says: #{message.data.message["content"]}")

    :result ->
      IO.puts("\nCost: $#{message.data.total_cost_usd}")
      IO.puts("Turns: #{message.data.num_turns}")

    _ ->
      :ok
  end
end)
Run it:
mix run hello_claude.exs

You should see output similar to:
Claude says: Hello there, nice to meet!

Cost: $0.00025
Turns: 1
Using Options
For more control, use the Options struct:
# hello_with_options.exs

alias ClaudeAgentSDK.Options

# Configure the query
options = %Options{
  model: "haiku",           # Use Claude Haiku for fast responses
  max_turns: 3,             # Limit conversation turns
  system_prompt: "You are a friendly assistant who speaks concisely."
}

# Run the query
ClaudeAgentSDK.query("What is Elixir best known for?", options)
|> Enum.each(fn message ->
  case message.type do
    :assistant ->
      IO.puts(message.data.message["content"])

    :result ->
      IO.puts("\n---")
      IO.puts("Duration: #{message.data.duration_ms}ms")

    _ ->
      :ok
  end
end)
Query already defaults to the shared core-backed subprocess lane. To route it
over SSH, configure Options.execution_surface:
ssh_options = %Options{
  execution_surface: [
    surface_kind: :ssh_exec,
    transport_options: [
      destination: "claude.example",
      ssh_user: "sdk",
      port: 22
    ]
  ]
}

ClaudeAgentSDK.query("Hello", ssh_options) |> Enum.to_list()
Using the OptionBuilder
For common configurations, use the pre-built option presets:
alias ClaudeAgentSDK.{OptionBuilder, ContentExtractor}

# Use Haiku model preset
options = OptionBuilder.with_haiku()

# Query and extract text
response = ClaudeAgentSDK.query("Explain pattern matching in one sentence.", options)
|> Enum.to_list()

# Extract just the text content
text = response
|> Enum.filter(&(&1.type == :assistant))
|> Enum.map(&ContentExtractor.extract_text/1)
|> Enum.reject(&(&1 in [nil, ""]))
|> Enum.join("\n")

IO.puts(text)

Understanding the Response Stream
The ClaudeAgentSDK.query/2 function returns a lazy stream of messages. This design provides:
	Memory efficiency: Messages are processed one at a time
	Real-time output: Display responses as they arrive
	Flexibility: Filter, transform, or collect as needed

Message Types
Each message in the stream has a type field indicating what it represents:
	Type	Description	Key Data Fields
	:system	Session initialization	session_id, model, cwd, tools
	:user	User input echo	message, session_id
	:assistant	Claude's response	message (with content), session_id
	:result	Final summary	total_cost_usd, duration_ms, num_turns
	:stream_event	Streaming event	event, uuid, session_id, parent_tool_use_id
	:rate_limit_event	Rate limit state change	rate_limit_info, uuid, session_id

Note: :stream_event messages expose the raw CLI event in data.event. For parsed streaming events (with :text_delta, :message_start, etc.), use the Streaming API. Parsed events include uuid, session_id, parent_tool_use_id, and raw_event.
Note: :rate_limit_event is emitted separately from assistant messages. It reflects CLI rate-limit status changes such as allowed_warning or rejected; it is not the same as message.data.error on an assistant message. This SDK exposes the event because the CLI emits it, even though the current Python SDK filters unknown message types for forward compatibility.
Note: CLI JSON frames are capped by max_buffer_size (default 1MB). If a frame exceeds the limit, the stream terminates with a CLIJSONDecodeError result.
Example: Processing Each Message Type
alias ClaudeAgentSDK.Options

options = %Options{model: "haiku", max_turns: 1}

ClaudeAgentSDK.query("Write a haiku about coding.", options)
|> Enum.each(fn message ->
  case message.type do
    :system ->
      IO.puts("[Session started: #{message.data.session_id}]")
      IO.puts("[Model: #{message.data.model}]")

    :user ->
      IO.puts("\n> #{message.data.message}")

    :assistant ->
      IO.puts("\nClaude:")
      IO.puts(message.data.message["content"])

    :result ->
      IO.puts("\n---")
      IO.puts("Completed in #{message.data.duration_ms}ms")
      IO.puts("Cost: $#{Float.round(message.data.total_cost_usd, 6)}")

    _ ->
      :ok
  end
end)
Result Subtypes
The :result message includes a subtype field indicating how the session ended:
	Subtype	Description
	:success	Normal completion
	:error_max_turns	Max turns limit reached
	:error_during_execution	Error occurred during execution

Check for errors:
result = Enum.find(messages, &(&1.type == :result))

case result.subtype do
  :success ->
    IO.puts("Query completed successfully!")

  :error_max_turns ->
    IO.puts("Warning: Reached maximum turns limit")

  :error_during_execution ->
    IO.puts("Error: #{result.data.error}")
end

Common Patterns
These patterns will help you write clean, maintainable code with the SDK.
Pattern 1: Extract Text from Response
The most common need is extracting the text content from Claude's response:
alias ClaudeAgentSDK.{OptionBuilder, ContentExtractor}

def get_claude_response(prompt) do
  OptionBuilder.with_haiku()
  |> then(&ClaudeAgentSDK.query(prompt, &1))
  |> Enum.to_list()
  |> Enum.filter(&(&1.type == :assistant))
  |> Enum.map(&ContentExtractor.extract_text/1)
  |> Enum.reject(&(&1 in [nil, ""]))
  |> Enum.join("\n")
end

# Usage
response = get_claude_response("What is OTP?")
IO.puts(response)
Pattern 2: Handle Errors Gracefully
Always handle potential errors in your queries:
alias ClaudeAgentSDK.{Options, Message}

def safe_query(prompt, options \\ %Options{}) do
  try do
    messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

    # Check for errors in assistant messages
    error = Enum.find_value(messages, fn
      %Message{type: :assistant, data: %{error: err}} when not is_nil(err) -> err
      _ -> nil
    end)

    if error do
      {:error, error}
    else
      # Check result subtype
      result = Enum.find(messages, &(&1.type == :result))

      case result do
        %{subtype: :success} ->
          {:ok, messages}

        %{subtype: :error_during_execution, data: %{error: err}} ->
          {:error, err}

        %{subtype: :error_max_turns} ->
          {:error, :max_turns_reached}

        _ ->
          {:ok, messages}
      end
    end
  rescue
    e -> {:error, Exception.message(e)}
  end
end

# Usage
case safe_query("Hello, Claude!") do
  {:ok, messages} ->
    IO.puts("Success!")

  {:error, reason} ->
    IO.puts("Failed: #{inspect(reason)}")
end
Pattern 3: Collect Session Metadata
Extract useful metadata from the response:
alias ClaudeAgentSDK.Session

def query_with_metadata(prompt, options) do
  messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

  %{
    session_id: Session.extract_session_id(messages),
    model: Session.extract_model(messages),
    cost: Session.calculate_cost(messages),
    turns: Session.count_turns(messages),
    messages: messages
  }
end
Pattern 4: Resume Conversations
Continue a previous conversation using the session ID:
alias ClaudeAgentSDK.{Options, Session}

# First query
options = %Options{model: "haiku", max_turns: 5}
messages1 = ClaudeAgentSDK.query("My name is Alice.", options) |> Enum.to_list()

# Extract session ID
session_id = Session.extract_session_id(messages1)
IO.puts("Session: #{session_id}")

# Resume with follow-up
messages2 = ClaudeAgentSDK.resume(session_id, "What is my name?", options)
|> Enum.to_list()

# Claude remembers: "Your name is Alice."
Pattern 5: Stream with Typewriter Effect
Display responses in real-time as Claude generates them:
alias ClaudeAgentSDK.{Options, Streaming}

options = %Options{model: "haiku", max_turns: 1}

{:ok, session} = Streaming.start_session(options)

try do
  Streaming.send_message(session, "Tell me a short joke.")
  |> Enum.each(fn event ->
    case event do
      %{type: :text_delta, text: chunk} ->
        IO.write(chunk)

      %{type: :message_stop} ->
        IO.puts("\n")

      %{type: :error, error: reason} ->
        IO.puts("\nError: #{inspect(reason)}")

      _ ->
        :ok
    end
  end)
after
  Streaming.close_session(session)
end

Next Steps
Now that you have the basics, explore these areas to deepen your knowledge:
Guides and Documentation
	Hooks Guide - Learn to intercept and control tool execution with hooks
	Testing Guide - Set up deterministic tests with the mock system
	Configuration Guide - Complete options and configuration reference

Examples
The examples/ directory contains runnable demonstrations of all SDK features:
# Run a single example
mix run examples/basic_example.exs

# Run all examples
bash examples/run_all.sh

Key examples to explore:
	Example	Description
	basic_example.exs	Minimal query pattern
	session_features_example.exs	Session persistence and resume
	sdk_mcp_tools_live.exs	Define in-process tools with deftool
	streaming_tools/quick_demo.exs	Real-time streaming
	hooks/basic_bash_blocking.exs	Security hooks for tool control

Advanced Features
Once comfortable with the basics, explore:
	SDK MCP Tools - Define custom tools that Claude can invoke:
defmodule MyTools do
  use ClaudeAgentSDK.Tool

  deftool :add, "Add two numbers", %{
    type: "object",
    properties: %{a: %{type: "number"}, b: %{type: "number"}},
    required: ["a", "b"]
  } do
    def execute(%{"a" => a, "b" => b}) do
      {:ok, %{"content" => [%{"type" => "text", "text" => "#{a + b}"}]}}
    end
  end
end

	Hooks - Intercept and control Claude's actions:
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

hooks = %{
  pre_tool_use: [
    Matcher.new("Bash", [fn input, _id, _ctx ->
      # Block dangerous commands
      if String.contains?(input["tool_input"]["command"], "rm -rf") do
        Output.deny("Dangerous command blocked")
      else
        Output.allow()
      end
    end])
  ]
}

options = %Options{hooks: hooks}

	Permissions - Fine-grained tool access control:
alias ClaudeAgentSDK.Permission.Result

callback = fn context ->
  case context.tool_name do
    "Write" -> Result.allow()
    "Bash" -> Result.deny("Bash disabled")
    _ -> Result.allow()
  end
end

options = %Options{
  can_use_tool: callback,
  permission_mode: :default
}
can_use_tool routes query/2 through the control client (string or streaming prompts), enables include_partial_messages, and is mutually exclusive with permission_prompt_tool (the SDK sets it to "stdio" internally). Use :default for built-in tool permissions.


Getting Help
	GitHub Issues: github.com/nshkrdotcom/claude_agent_sdk/issues
	Claude Code Documentation: docs.anthropic.com/claude-code/sdk


Summary
You have learned how to:
	Set up your environment with Elixir, Claude CLI, and authentication
	Install the Claude Agent SDK via Mix
	Make basic queries and understand the response stream
	Use common patterns for text extraction, error handling, and streaming
	Find resources for continued learning

The Claude Agent SDK opens up powerful possibilities for AI-assisted development. Start with simple queries, then gradually explore hooks, tools, and advanced patterns as your needs grow.
Happy coding with Claude!


  

    Streaming Guide

This guide covers streaming in the Claude Agent SDK for Elixir, from simple queries to advanced real-time streaming with multi-turn conversations.
Table of Contents
	Overview
	Simple Query Streaming with query/2
	Streaming API
	Event Types	Subagent Events (parent_tool_use_id)


	Real-Time Typewriter Effect
	Multi-Turn Conversations
	Error Handling in Streams
	Best Practices


Overview
The Claude Agent SDK provides two streaming approaches:
	Simple Streaming via query/2 - Returns a lazy Elixir stream of parsed messages as they arrive from the CLI.

	Bidirectional Streaming API - Provides persistent sessions with real-time character-by-character updates. Best for chat interfaces and interactive applications.


Runtime Split
	The common CLI streaming/session lane now runs on cli_subprocess_core through ClaudeAgentSDK.Runtime.CLI.
	ClaudeAgentSDK.Streaming.Session stays SDK-local as the public session process and preserves the existing stream/subscriber contract.
	The advanced control client family still lives in ClaudeAgentSDK.Client for hooks, permission callbacks, and SDK MCP features.
	Both lanes share the same core-backed subprocess lane. Use Options.execution_surface to route work over local or SSH execution surfaces.

Schema Ownership
	Zoi is the canonical validation layer for new streaming ingress work.
	ClaudeAgentSDK.Schema.Message validates raw message frames and streaming
event families before they are projected into %ClaudeAgentSDK.Message{} or
public streaming maps.
	raw_event remains attached to parsed streaming events so forward-compatible
fields survive even when the public event projection stays intentionally
small.
	the common CLI streaming parser keeps the stricter stream_event wrapper
contract (uuid and session_id required), while the SDK-local control lane
may surface missing wrapper metadata as nil.
	0.18.0 skips non-JSON stdout chatter before decode, preserves mirror-error
system messages, and flushes SessionStore mirror batches before yielding the
final result.

Key Differences
	Feature	query/2	Streaming API
	Real-time text	Message-level	Yes (character-level)
	Multi-turn	Via resume/3	Native session support
	Event granularity	Message-level	Token-level
	Resource usage	Lower	Session process
	Use case	Scripts, batch	Chat UIs, interactive


Context Usage
The control client exposes Claude's context-usage request:
{:ok, client} = ClaudeAgentSDK.Client.start_link(%ClaudeAgentSDK.Options{})
:ok = ClaudeAgentSDK.Client.send_message(client, "Summarize this project")

{:ok, usage} = ClaudeAgentSDK.Client.get_context_usage(client)
IO.inspect(usage["totalTokens"] || usage[:totalTokens])
Use this from long-lived clients when a UI or orchestrator needs the current
context budget without ending the session.
Simple Query Streaming with query/2
The ClaudeAgentSDK.query/2 function returns a lazy stream of Message structs. This is the simplest way to interact with Claude, and it yields messages as the CLI emits them.
Basic Usage
alias ClaudeAgentSDK.{Options, ContentExtractor}

# Simple query with default options
ClaudeAgentSDK.query("Write a haiku about Elixir")
|> Enum.each(fn message ->
  case message.type do
    :system ->
      IO.puts("Session started: #{message.data.session_id}")

    :assistant ->
      text = ContentExtractor.extract_text(message)
      if is_binary(text) and text != "", do: IO.puts("Claude: #{text}")

    :result ->
      IO.puts("Cost: $#{message.data.total_cost_usd}")

    _ ->
      :ok
  end
end)
With Options
options = %Options{
  model: "haiku",
  max_turns: 5,
  system_prompt: "You are a helpful coding assistant.",
  output_format: :stream_json
}

messages = ClaudeAgentSDK.query("Explain pattern matching", options)
  |> Enum.to_list()

# Extract just the text responses
text = messages
  |> Enum.filter(&(&1.type == :assistant))
  |> Enum.map(&ContentExtractor.extract_text/1)
  |> Enum.reject(&(&1 in [nil, ""]))
  |> Enum.join("\n")

IO.puts(text)
Using OptionBuilder Presets
alias ClaudeAgentSDK.OptionBuilder

# Quick preset with Haiku model
options = OptionBuilder.with_haiku()

# Development preset (verbose, permissive)
options = OptionBuilder.build_development_options()

# Production preset (restrictive, safe)
options = OptionBuilder.build_production_options()

ClaudeAgentSDK.query("Hello!", options) |> Enum.to_list()
Collecting Results
# Collect all messages
messages = ClaudeAgentSDK.query("Hello") |> Enum.to_list()

# Find specific message types
init_message = Enum.find(messages, &(&1.type == :system and &1.subtype == :init))
result = Enum.find(messages, &(&1.type == :result))

# Extract session ID for later resumption
session_id = init_message.data.session_id

# Check for successful completion
success? = match?(%{type: :result, subtype: :success}, result)
Streaming Input (Enumerable Prompts)
You can stream a sequence of user messages into a single query by passing an Enumerable prompt:
prompts = [
  %{"type" => "user", "message" => %{"role" => "user", "content" => "Hello"}},
  %{"type" => "user", "message" => %{"role" => "user", "content" => "How are you?"}}
]

ClaudeAgentSDK.query(prompts, %Options{})
|> Enum.to_list()
If the internal input-stream worker crashes (or EOF signaling fails), the query
now emits an explicit :error_during_execution result message instead of waiting indefinitely.
Execution Surface Routing
Query flows already use the shared core runtime by default. Route them over SSH
or other core-owned surfaces with Options.execution_surface:
opts = %Options{
  execution_surface: [
    surface_kind: :ssh_exec,
    transport_options: [
      destination: "claude.example",
      ssh_user: "sdk",
      port: 22
    ]
  ]
}

ClaudeAgentSDK.query("Hello", opts)
|> Enum.to_list()
Custom transport injection has been removed from Query, Client, and the
common CLI lane. Add new transport families in cli_subprocess_core, then
select them through execution_surface.
Query Streaming Module Configuration
For advanced use cases, you can override the query streaming module globally:
config :claude_agent_sdk,
  cli_stream_module: ClaudeAgentSDK.Query.CLIStream
process_module remains as a deprecated fallback key for backward compatibility, but new
config should use cli_stream_module.

Streaming API
The Streaming API provides persistent sessions with real-time character-level updates. This is ideal for building chat interfaces.
When no control-only features are required, Streaming.start_session/1 uses the
common Claude provider profile and shared core session runtime. If hooks,
permission callbacks, or SDK MCP servers are configured, the facade switches to
the SDK-local control client family instead.
Starting a Session
alias ClaudeAgentSDK.{Streaming, Options}

options = %Options{
  model: "haiku",
  max_turns: 10,
  allowed_tools: []
}

{:ok, session} = Streaming.start_session(options)
Sending Messages
# Send a message and receive stream of events
Streaming.send_message(session, "Hello! What can you do?")
|> Enum.each(fn event ->
  case event do
    %{type: :text_delta, text: text} ->
      IO.write(text)

    %{type: :message_stop} ->
      IO.puts("")  # Newline after response

    _ ->
      :ok
  end
end)
Closing Sessions
Always close sessions when done to release resources:
# Close session
Streaming.close_session(session)

# Or use try/after pattern
{:ok, session} = Streaming.start_session(options)

try do
  Streaming.send_message(session, "Hello")
  |> Enum.to_list()
after
  Streaming.close_session(session)
end
Getting Session ID
{:ok, session_id} = Streaming.get_session_id(session)
IO.puts("Session ID: #{session_id}")

Event Types
The Streaming API emits various event types for fine-grained control.
Each event map also includes streaming metadata: uuid, session_id, parent_tool_use_id, and raw_event (the raw CLI event map with string keys). Stream event wrappers require both uuid and session_id (missing keys raise) to match Python SDK behavior.
Beyond stream events, CLI 2.1.203+ sessions also emit lifecycle message
frames: system/background_tasks_changed (the full live background-task set
on every membership change; Message.live_background_tasks/1) and, for
uuid-stamped inbound messages, top-level command_lifecycle frames
(Message.command_terminal?/1). Result frames carry terminal_reason
(Message.dead_turn?/1). See the Runtime Control guide for details.
Text Streaming Events
# Text delta - partial text as it's generated
%{type: :text_delta, text: "Hello", accumulated: "Hello"}

# Message stop - response complete
%{type: :message_stop, final_text: "Hello, how can I help?"}
Message Lifecycle Events
# Message start - new response beginning
%{type: :message_start, model: "haiku", role: "assistant", usage: %{}}

# Content block lifecycle
%{type: :text_block_start}
%{type: :content_block_stop, final_text: "Complete text"}

# Message delta with metadata
%{type: :message_delta, stop_reason: "end_turn", stop_sequence: nil}
Tool Events
When Claude uses tools, you receive lifecycle events:
# Tool use start
%{type: :tool_use_start, name: "Bash", id: "tool_123"}

# Tool input being streamed
%{type: :tool_input_delta, json: "{\"command\": \"ls\"}"}

# Content block stop fires when the tool-use block is complete
%{type: :content_block_stop, final_text: ""}
Thinking Events (Extended Thinking)
# Thinking start
%{type: :thinking_start}

# Thinking content
%{type: :thinking_delta, thinking: "Let me analyze this..."}
Error Events
# Stream error
%{type: :error, error: :timeout}
%{type: :error, error: :connection_closed}
%{type: :error, error: {:api_error, "Rate limit exceeded"}}
If the CLI emits a JSON frame larger than max_buffer_size (default 1MB), the stream terminates with a CLIJSONDecodeError.
Subagent Events (parent_tool_use_id)
When Claude uses the Agent tool to spawn subagents, streaming events include a parent_tool_use_id field that identifies which Agent tool call produced the event. This is critical for building hierarchical UIs that route subagent output to the correct panel.
# Main agent events have parent_tool_use_id: nil
%{type: :text_delta, text: "Let me search...", parent_tool_use_id: nil}

# Subagent events have parent_tool_use_id set to the Agent tool call ID
%{type: :text_delta, text: "Found 3 files", parent_tool_use_id: "toolu_01ABC123"}
%{type: :message_stop, parent_tool_use_id: "toolu_01ABC123"}
Use cases:
	Route main agent output to the primary chat panel
	Display subagent output in nested/collapsible panels
	Track which subagent produced which response
	Build hierarchical streaming UIs for multi-agent workflows

Example: Routing by source
Streaming.send_message(session, "Use the Agent tool to find .ex files")
|> Enum.each(fn event ->
  label = case event.parent_tool_use_id do
    nil -> "[MAIN]"
    id -> "[SUB:#{String.slice(id, 0, 8)}]"
  end

  case event do
    %{type: :text_delta, text: text} ->
      IO.puts("#{label} #{text}")
    %{type: :message_stop} ->
      IO.puts("#{label} Complete")
    _ ->
      :ok
  end
end)
See examples/streaming_tools/subagent_streaming.exs for a complete working example.
Complete Event Handling Pattern
Streaming.send_message(session, prompt)
|> Enum.reduce_while(%{text: "", tools: [], error: nil}, fn event, acc ->
  case event do
    %{type: :text_delta, text: chunk} ->
      IO.write(chunk)
      {:cont, %{acc | text: acc.text <> chunk}}

    %{type: :tool_use_start, name: name, id: id} ->
      IO.puts("\n[Using tool: #{name}]")
      {:cont, %{acc | tools: [{name, id} | acc.tools]}}

    %{type: :content_block_stop} ->
      IO.puts("[Content block complete]")
      {:cont, acc}

    %{type: :message_stop} ->
      IO.puts("")
      {:halt, acc}

    %{type: :error, error: reason} ->
      {:halt, %{acc | error: reason}}

    _ ->
      {:cont, acc}
  end
end)

Real-Time Typewriter Effect
Creating a typewriter effect for chat interfaces:
Basic Typewriter
alias ClaudeAgentSDK.{Streaming, Options}

defmodule Typewriter do
  def chat(prompt) do
    options = %Options{model: "haiku", max_turns: 1, allowed_tools: []}

    {:ok, session} = Streaming.start_session(options)

    try do
      IO.write("Claude: ")

      Streaming.send_message(session, prompt)
      |> Enum.each(fn
        %{type: :text_delta, text: text} ->
          IO.write(text)
          # Optional: add delay for visible effect
          Process.sleep(10)

        %{type: :message_stop} ->
          IO.puts("\n")

        _ ->
          :ok
      end)
    after
      Streaming.close_session(session)
    end
  end
end

Typewriter.chat("Tell me a short story")
With Character Count and Progress
defmodule TypewriterWithStats do
  def stream_response(session, prompt) do
    IO.write("Claude: ")

    result = Streaming.send_message(session, prompt)
    |> Enum.reduce(%{chars: 0, words: 0}, fn event, acc ->
      case event do
        %{type: :text_delta, text: text} ->
          IO.write(text)
          words = text |> String.split() |> length()
          %{acc | chars: acc.chars + String.length(text), words: acc.words + words}

        %{type: :message_stop} ->
          IO.puts("")
          acc

        _ ->
          acc
      end
    end)

    IO.puts("Stats: #{result.chars} characters, #{result.words} words")
    result
  end
end
LiveView Integration Pattern
For Phoenix LiveView applications:
defmodule MyAppWeb.ChatLive do
  use Phoenix.LiveView

  alias ClaudeAgentSDK.{Streaming, Options}

  def mount(_params, _session, socket) do
    {:ok, assign(socket, messages: [], streaming: false, current_text: "")}
  end

  def handle_event("send_message", %{"message" => text}, socket) do
    # Start streaming in background task
    parent = self()

    Task.start(fn ->
      options = %Options{model: "haiku", max_turns: 1}
      {:ok, session} = Streaming.start_session(options)

      try do
        Streaming.send_message(session, text)
        |> Enum.each(fn event ->
          send(parent, {:stream_event, event})
        end)
      after
        Streaming.close_session(session)
      end
    end)

    {:noreply, assign(socket, streaming: true, current_text: "")}
  end

  def handle_info({:stream_event, event}, socket) do
    case event do
      %{type: :text_delta, text: chunk} ->
        new_text = socket.assigns.current_text <> chunk
        {:noreply, assign(socket, current_text: new_text)}

      %{type: :message_stop} ->
        messages = socket.assigns.messages ++ [socket.assigns.current_text]
        {:noreply, assign(socket, messages: messages, streaming: false, current_text: "")}

      _ ->
        {:noreply, socket}
    end
  end
end

Multi-Turn Conversations
The Streaming API maintains context across messages within a session.
Basic Multi-Turn
alias ClaudeAgentSDK.{Streaming, Options}

options = %Options{model: "haiku", max_turns: 5}
{:ok, session} = Streaming.start_session(options)

try do
  # First message
  IO.puts("You: My name is Alice")
  IO.write("Claude: ")
  Streaming.send_message(session, "My name is Alice")
  |> Enum.each(fn
    %{type: :text_delta, text: t} -> IO.write(t)
    %{type: :message_stop} -> IO.puts("\n")
    _ -> :ok
  end)

  # Follow-up - Claude remembers context
  IO.puts("You: What's my name?")
  IO.write("Claude: ")
  Streaming.send_message(session, "What's my name?")
  |> Enum.each(fn
    %{type: :text_delta, text: t} -> IO.write(t)
    %{type: :message_stop} -> IO.puts("\n")
    _ -> :ok
  end)
after
  Streaming.close_session(session)
end
Interactive Chat Loop
defmodule InteractiveChat do
  alias ClaudeAgentSDK.{Streaming, Options}

  def start do
    options = %Options{
      model: "haiku",
      max_turns: 50,
      system_prompt: "You are a helpful assistant. Be concise."
    }

    {:ok, session} = Streaming.start_session(options)
    IO.puts("Chat started. Type 'quit' to exit.\n")
    chat_loop(session)
  end

  defp chat_loop(session) do
    IO.write("You: ")
    input = IO.gets("") |> String.trim()

    case input do
      "quit" ->
        Streaming.close_session(session)
        IO.puts("Goodbye!")

      "" ->
        chat_loop(session)

      message ->
        IO.write("Claude: ")

        Streaming.send_message(session, message)
        |> Enum.each(fn
          %{type: :text_delta, text: text} -> IO.write(text)
          %{type: :message_stop} -> IO.puts("\n")
          %{type: :error, error: reason} -> IO.puts("\n[Error: #{inspect(reason)}]")
          _ -> :ok
        end)

        chat_loop(session)
    end
  end
end

InteractiveChat.start()
Resuming Sessions with query/2
For non-streaming session resumption:
alias ClaudeAgentSDK.{Options, Session}

# Initial query
messages = ClaudeAgentSDK.query("My name is Bob", options) |> Enum.to_list()
session_id = Session.extract_session_id(messages)

# Later: resume the conversation
resumed = ClaudeAgentSDK.resume(session_id, "What's my name?", options)
  |> Enum.to_list()

Error Handling in Streams
Control-client streaming surfaces startup/send failures immediately as stream
events (%{type: :error, error: reason}), so callers no longer need to wait for
the generic 5-minute stream timeout to detect initialization failures.
Handling Stream Errors
alias ClaudeAgentSDK.{Streaming, Options}

{:ok, session} = Streaming.start_session(%Options{})

result = Streaming.send_message(session, prompt)
|> Enum.reduce_while({:ok, ""}, fn event, {status, text} ->
  case event do
    %{type: :text_delta, text: chunk} ->
      {:cont, {status, text <> chunk}}

    %{type: :message_stop} ->
      {:halt, {:ok, text}}

    %{type: :error, error: reason} ->
      {:halt, {:error, reason}}

    _ ->
      {:cont, {status, text}}
  end
end)

case result do
  {:ok, response} ->
    IO.puts("Response: #{response}")

  {:error, :timeout} ->
    IO.puts("Request timed out")

  {:error, :connection_closed} ->
    IO.puts("Connection was closed")

  {:error, :not_connected} ->
    IO.puts("Transport not connected")

  {:error, reason} ->
    IO.puts("Error: #{inspect(reason)}")
end
Detecting Assistant Errors
# In aggregated message mode
messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

# Check for assistant errors
assistant_error = Enum.find_value(messages, fn
  %{type: :assistant, data: %{error: err}} when not is_nil(err) -> err
  _ -> nil
end)

case assistant_error do
  nil -> :ok
  :rate_limit -> IO.puts("Rate limited, please retry")
  :authentication_failed -> IO.puts("Authentication issue")
  error -> IO.puts("Error: #{inspect(error)}")
end
Assistant errors and rate-limit events are separate signals:
	Assistant errors appear on :assistant messages in message.data.error
	CLI rate-limit status changes appear as :rate_limit_event messages in the stream
	This is intentionally CLI-faithful behavior; the current Python SDK skips unknown message types for forward compatibility

Enum.each(messages, fn
  %{type: :rate_limit_event, data: %{rate_limit_info: info}} ->
    IO.puts("Rate limit status: #{info.status}")

  _ ->
    :ok
end)
Handling Connection Issues
defmodule ResilientChat do
  alias ClaudeAgentSDK.{Streaming, Options}

  @max_retries 3

  def send_with_retry(session, message, retries \\ 0) do
    result = collect_response(session, message)

    case result do
      {:ok, text} ->
        {:ok, text}

      {:error, reason} when reason in [:connection_closed, :not_connected] and retries < @max_retries ->
        IO.puts("[Retrying... attempt #{retries + 1}]")
        Process.sleep(1000 * (retries + 1))  # Exponential backoff
        send_with_retry(session, message, retries + 1)

      {:error, reason} ->
        {:error, reason}
    end
  end

  defp collect_response(session, message) do
    Streaming.send_message(session, message)
    |> Enum.reduce_while({:ok, ""}, fn event, {_, text} ->
      case event do
        %{type: :text_delta, text: chunk} ->
          {:cont, {:ok, text <> chunk}}
        %{type: :message_stop} ->
          {:halt, {:ok, text}}
        %{type: :error, error: reason} ->
          {:halt, {:error, reason}}
        _ ->
          {:cont, {:ok, text}}
      end
    end)
  end
end
Timeout Handling
alias ClaudeAgentSDK.Options

# Set custom timeout in options
options = %Options{
  model: "haiku",
  timeout_ms: 120_000  # 2 minutes
}

# Or use Task.yield for client-side timeout
task = Task.async(fn ->
  Streaming.send_message(session, prompt) |> Enum.to_list()
end)

case Task.yield(task, 30_000) || Task.shutdown(task) do
  {:ok, events} ->
    process_events(events)

  nil ->
    IO.puts("Request timed out after 30 seconds")
end

Best Practices
1. Always Close Sessions
# Use try/after pattern
{:ok, session} = Streaming.start_session(options)

try do
  Streaming.send_message(session, prompt)
  |> Enum.to_list()
after
  Streaming.close_session(session)
end
2. Use Appropriate Streaming Mode
# For simple queries without real-time needs
messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

# For chat UIs needing real-time updates
{:ok, session} = Streaming.start_session(options)
Streaming.send_message(session, prompt) |> ...
3. Handle All Event Types
# Be explicit about handling events
Streaming.send_message(session, prompt)
|> Enum.each(fn
  %{type: :text_delta, text: t} -> handle_text(t)
  %{type: :tool_use_start, name: n} -> handle_tool_start(n)
  %{type: :message_stop} -> handle_complete()
  %{type: :error, error: e} -> handle_error(e)
  event -> Logger.debug("Unhandled event: #{inspect(event)}")
end)
4. Limit Memory Usage with Large Streams
# Process events without collecting all in memory
Streaming.send_message(session, prompt)
|> Stream.filter(&match?(%{type: :text_delta}, &1))
|> Stream.map(& &1.text)
|> Enum.reduce("", &(&2 <> &1))
5. Use Appropriate Options for Your Use Case
# For quick responses
options = %Options{
  model: "haiku",
  max_turns: 1,
  allowed_tools: []  # Disable tools for faster response
}

# For complex tasks
options = %Options{
  model: "sonnet",
  max_turns: 10,
  permission_mode: :accept_edits,
  timeout_ms: 300_000  # 5 minutes
}
6. Monitor Session State
# Get session ID for logging/debugging
{:ok, session_id} = Streaming.get_session_id(session)
Logger.info("Starting chat in session #{session_id}")
7. Consider Using OptionBuilder
alias ClaudeAgentSDK.OptionBuilder

# Environment-appropriate defaults
options = OptionBuilder.for_environment()

# Add specific overrides
options = OptionBuilder.merge(:development, %{max_turns: 10})
8. Handle Partial Message Mode
# Enable partial messages for streaming events
options = %Options{
  include_partial_messages: true,
  preferred_transport: :auto
}

# Now you'll receive text_delta events
9. Use Streaming with Hooks
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

callback = fn input, _id, _ctx ->
  IO.puts("[Tool: #{input["tool_name"]}]")
  Output.allow()
end

options = %Options{
  hooks: %{
    pre_tool_use: [Matcher.new("*", [callback])]
  }
}

{:ok, session} = Streaming.start_session(options)
10. Subscriber Lifecycle Monitoring
Client and Streaming.Session automatically monitor subscriber processes and prune dead subscribers. You do not need to manually unsubscribe when a subscriber process terminates — the SDK handles cleanup via Process.monitor/1. This prevents message sends to terminated processes in production.
11. Clean Shutdown Pattern
defmodule ChatManager do
  use GenServer

  def start_link(opts) do
    GenServer.start_link(__MODULE__, opts, name: __MODULE__)
  end

  def init(_opts) do
    Process.flag(:trap_exit, true)
    {:ok, %{session: nil}}
  end

  def terminate(_reason, %{session: session}) when not is_nil(session) do
    Streaming.close_session(session)
  end
  def terminate(_reason, _state), do: :ok
end

Summary
The Claude Agent SDK provides flexible streaming options:
	query/2 for simple, aggregated responses
	Streaming API for real-time, interactive applications

Key patterns:
	Use Streaming.start_session/1 for persistent sessions
	Handle events with pattern matching for clean code
	Always close sessions in after blocks
	Use Enum.reduce_while/3 for early termination on errors
	Consider include_partial_messages: true for streaming events

For more examples, see the examples/streaming_tools/ directory in the SDK source.


  

    Sessions Guide

This guide covers session management in the Claude Agent SDK for Elixir, including how to extract session IDs, continue conversations, persist sessions to disk, and search saved sessions.
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Understanding Sessions in Claude
A session in Claude represents a conversation context that preserves message history across multiple turns. Each session has a unique identifier (UUID) that allows you to:
	Continue a conversation where you left off
	Resume a specific conversation by its ID
	Fork a session to explore alternative conversation paths
	Persist and retrieve conversation history

Sessions are managed by the Claude CLI and are separate from your application's state. The SDK provides utilities to:
	Extract session IDs from query responses
	Continue or resume sessions
	Store session data persistently with SessionStore

Runtime Split
	Query history and transcript helpers remain unchanged at the public SDK surface.
	Common streaming sessions now run through ClaudeAgentSDK.Runtime.CLI on the shared cli_subprocess_core session API.
	The advanced control client family stays SDK-local in ClaudeAgentSDK.Client for hooks, permission callbacks, and SDK MCP routing.
	Both paths share the same core-backed subprocess lane. Select local vs SSH execution with Options.execution_surface.

Key Concepts
	Term	Description
	Session ID	A UUID that uniquely identifies a conversation
	Continue	Resume the most recent conversation
	Resume	Resume a specific conversation by session ID
	Fork	Create a new session branching from an existing one


Session IDs and Extraction
Every query to Claude returns messages that contain a session ID. The ClaudeAgentSDK.Session module provides utilities to extract this and other metadata.
Extracting Session ID
alias ClaudeAgentSDK.Session

# Make a query
messages = ClaudeAgentSDK.query("Write a hello world function")
|> Enum.to_list()

# Extract the session ID
session_id = Session.extract_session_id(messages)
# => "550e8400-e29b-41d4-a716-446655440000"
The session ID is contained in the :system type message that is emitted at the start of each query.
Other Session Utilities
The Session module provides additional helper functions:
alias ClaudeAgentSDK.Session

messages = ClaudeAgentSDK.query("Analyze this code") |> Enum.to_list()

# Extract session ID
session_id = Session.extract_session_id(messages)

# Calculate total cost
cost = Session.calculate_cost(messages)
# => 0.025

# Count conversation turns (assistant messages)
turns = Session.count_turns(messages)
# => 3

# Extract the model used
model = Session.extract_model(messages)
# => "sonnet"

# Get a summary (first 200 chars of first assistant response)
summary = Session.get_summary(messages)
# => "I'll help you analyze this code. First, let me..."

Continuing Conversations
Use ClaudeAgentSDK.continue/2 to continue the most recent conversation. This is useful when you want to build on the last interaction without specifying a session ID.
Basic Continue
# First query
ClaudeAgentSDK.query("My name is Alice")
|> Enum.to_list()

# Continue the conversation (uses most recent session)
ClaudeAgentSDK.continue("What is my name?")
|> Enum.to_list()
# Claude will remember the context and respond "Alice"
Continue Without Additional Prompt
You can continue without providing a new prompt to have Claude continue where it left off:
# Start a task
ClaudeAgentSDK.query("Write a Fibonacci function in Elixir")
|> Enum.to_list()

# Continue without additional prompt
ClaudeAgentSDK.continue()
|> Enum.to_list()
Continue With Options
alias ClaudeAgentSDK.Options

options = %Options{
  max_turns: 3,
  allowed_tools: ["Read", "Edit"]
}

ClaudeAgentSDK.continue("Now add error handling", options)
|> Enum.to_list()

Resuming by Session ID
Use ClaudeAgentSDK.resume/3 to resume a specific conversation by its session ID. This is essential for building applications that manage multiple concurrent conversations.
v0.10.0 fix: Prior versions used --print --resume (one-shot mode) which
dropped intermediate turns from the session history. Resume now uses
--input-format stream-json so all prior turns are preserved.

Basic Resume
# Initial query - save the session ID
messages = ClaudeAgentSDK.query("Help me design a database schema")
|> Enum.to_list()

session_id = ClaudeAgentSDK.Session.extract_session_id(messages)
# => "550e8400-e29b-41d4-a716-446655440000"

# ... later, resume the same conversation
ClaudeAgentSDK.resume(session_id, "Now add indexes for common queries")
|> Enum.to_list()
Resume Without Additional Prompt
# Resume to continue where the session left off
ClaudeAgentSDK.resume(session_id)
|> Enum.to_list()
Resume With Options
alias ClaudeAgentSDK.Options

# Resume with specific options
options = %Options{
  model: "opus",
  max_turns: 5,
  permission_mode: :accept_edits
}

ClaudeAgentSDK.resume(session_id, "Add validation logic", options)
|> Enum.to_list()
Managing Multiple Sessions
defmodule ConversationManager do
  @moduledoc """
  Manages multiple concurrent Claude conversations.
  """

  alias ClaudeAgentSDK.Session

  def start_conversation(user_id, initial_prompt) do
    messages = ClaudeAgentSDK.query(initial_prompt) |> Enum.to_list()
    session_id = Session.extract_session_id(messages)

    # Store the mapping in your application state
    store_session(user_id, session_id)

    {session_id, messages}
  end

  def continue_conversation(user_id, prompt) do
    session_id = get_session(user_id)

    ClaudeAgentSDK.resume(session_id, prompt)
    |> Enum.to_list()
  end

  # Implement store_session/2 and get_session/1 using your preferred storage
  defp store_session(user_id, session_id), do: :ok
  defp get_session(user_id), do: "session-id"
end

Fork Session (Creating Branches)
The fork_session option creates a new session that branches from an existing one. This is useful for:
	Exploring alternative conversation paths
	Creating "what if" scenarios
	Preserving original conversation while experimenting

Using Fork Session
alias ClaudeAgentSDK.Options

# Get the original session ID
messages = ClaudeAgentSDK.query("Design a REST API for users")
|> Enum.to_list()

original_session_id = ClaudeAgentSDK.Session.extract_session_id(messages)

# Fork the session - creates a NEW session with the same context
fork_options = %Options{
  fork_session: true,
  max_turns: 5
}

forked_messages = ClaudeAgentSDK.resume(
  original_session_id,
  "Actually, let's use GraphQL instead",
  fork_options
)
|> Enum.to_list()

# The forked messages have a NEW session ID
forked_session_id = ClaudeAgentSDK.Session.extract_session_id(forked_messages)

# original_session_id != forked_session_id
# Both sessions now exist independently
Fork Session Workflow
defmodule ExperimentalWorkflow do
  alias ClaudeAgentSDK.{Options, Session}

  def explore_alternatives(session_id, alternatives) do
    base_options = %Options{fork_session: true, max_turns: 3}

    # Create a forked session for each alternative
    Enum.map(alternatives, fn alternative_prompt ->
      messages = ClaudeAgentSDK.resume(session_id, alternative_prompt, base_options)
      |> Enum.to_list()

      %{
        prompt: alternative_prompt,
        session_id: Session.extract_session_id(messages),
        response: Session.get_summary(messages)
      }
    end)
  end
end

# Usage
alternatives = [
  "Use PostgreSQL for the database",
  "Use MongoDB for the database",
  "Use a hybrid approach with both SQL and NoSQL"
]

results = ExperimentalWorkflow.explore_alternatives(original_session_id, alternatives)
# Each alternative now has its own session that can be continued independently

SessionStore GenServer
The ClaudeAgentSDK.SessionStore is a GenServer that provides persistent storage for session data. It enables:
	Saving complete session message history
	Tagging sessions for organization
	Searching sessions by various criteria
	Automatic cleanup of old sessions

Starting SessionStore
# Start with default storage directory (~/.claude_sdk/sessions)
{:ok, _pid} = ClaudeAgentSDK.SessionStore.start_link()

# Start with custom storage directory
{:ok, _pid} = ClaudeAgentSDK.SessionStore.start_link(
  storage_dir: "/path/to/sessions"
)

# Handle already started case (useful in scripts)
case ClaudeAgentSDK.SessionStore.start_link(storage_dir: storage_dir) do
  {:ok, pid} -> {:ok, pid}
  {:error, {:already_started, pid}} -> {:ok, pid}
end
Adding to Supervision Tree
For production applications, add SessionStore to your supervision tree:
defmodule MyApp.Application do
  use Application

  def start(_type, _args) do
    children = [
      {ClaudeAgentSDK.SessionStore, storage_dir: session_storage_path()}
    ]

    opts = [strategy: :one_for_one, name: MyApp.Supervisor]
    Supervisor.start_link(children, opts)
  end

  defp session_storage_path do
    Application.get_env(:my_app, :session_storage_dir, "priv/sessions")
  end
end
Configuration
Configure the storage directory in your config:
# config/config.exs
config :claude_agent_sdk,
  session_storage_dir: "/var/lib/myapp/claude_sessions"

Saving and Loading Sessions
Saving a Session
alias ClaudeAgentSDK.{Session, SessionStore}

# Make a query
messages = ClaudeAgentSDK.query("Build a user authentication module")
|> Enum.to_list()

# Extract the session ID
session_id = Session.extract_session_id(messages)

# Save with tags and description
:ok = SessionStore.save_session(session_id, messages,
  tags: ["auth", "security", "important"],
  description: "User authentication implementation"
)
Loading a Session
alias ClaudeAgentSDK.SessionStore

# Load a saved session
case SessionStore.load_session(session_id) do
  {:ok, session_data} ->
    # session_data contains:
    # - :session_id - The session ID
    # - :messages - List of Message structs
    # - :metadata - Session metadata

    IO.puts("Loaded #{length(session_data.messages)} messages")
    IO.puts("Tags: #{inspect(session_data.metadata["tags"])}")

  {:error, :not_found} ->
    IO.puts("Session not found")
end
SessionStore preserves unknown message types/subtypes as strings to stay forward-compatible with new CLI message variants.
Complete Save/Load Workflow
alias ClaudeAgentSDK.{Options, Session, SessionStore}

defmodule PersistentWorkflow do
  def run_and_save(prompt, tags \\ []) do
    options = %Options{max_turns: 5, model: "sonnet"}

    # Run the query
    messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()
    session_id = Session.extract_session_id(messages)

    # Save for later
    :ok = SessionStore.save_session(session_id, messages,
      tags: tags,
      description: String.slice(prompt, 0, 100)
    )

    session_id
  end

  def resume_saved(session_id, prompt) do
    case SessionStore.load_session(session_id) do
      {:ok, _session_data} ->
        # Session exists, resume it
        ClaudeAgentSDK.resume(session_id, prompt)
        |> Enum.to_list()

      {:error, :not_found} ->
        {:error, "Session not found: #{session_id}"}
    end
  end
end

Session Metadata and Tagging
Session metadata provides organization and searchability for your saved sessions.
Metadata Structure
@type session_metadata :: %{
  session_id: String.t(),
  created_at: DateTime.t(),
  updated_at: DateTime.t(),
  message_count: non_neg_integer(),
  total_cost: float(),
  tags: [String.t()],
  description: String.t() | nil,
  model: String.t() | nil
}
Tagging Strategies
alias ClaudeAgentSDK.SessionStore

# Organize by project
SessionStore.save_session(session_id, messages,
  tags: ["project:myapp", "feature:auth"],
  description: "Authentication implementation"
)

# Organize by priority/status
SessionStore.save_session(session_id, messages,
  tags: ["priority:high", "status:in-progress"],
  description: "Critical bug fix"
)

# Organize by type
SessionStore.save_session(session_id, messages,
  tags: ["type:code-review", "team:backend"],
  description: "API endpoint review"
)
Listing All Sessions
alias ClaudeAgentSDK.SessionStore

# Get all sessions (sorted by updated_at, newest first)
sessions = SessionStore.list_sessions()

Enum.each(sessions, fn meta ->
  # Handle both atom and string keys for compatibility
  session_id = meta[:session_id] || meta["session_id"]
  tags = meta[:tags] || meta["tags"] || []
  description = meta[:description] || meta["description"]
  cost = meta[:total_cost] || meta["total_cost"] || 0

  IO.puts("#{session_id}")
  IO.puts("  Tags: #{inspect(tags)}")
  IO.puts("  Description: #{description}")
  IO.puts("  Cost: $#{cost}")
  IO.puts("")
end)
Using the Main Module Helper
# ClaudeAgentSDK.list_saved_sessions/1 auto-starts SessionStore
case ClaudeAgentSDK.list_saved_sessions(storage_dir: "/custom/path") do
  {:ok, sessions} ->
    IO.puts("Found #{length(sessions)} sessions")

  {:error, reason} ->
    IO.puts("Error: #{inspect(reason)}")
end

Searching Saved Sessions
The SessionStore provides flexible search capabilities.
Search by Tags
alias ClaudeAgentSDK.SessionStore

# Find sessions with any of the specified tags
security_sessions = SessionStore.search(tags: ["security", "auth"])

# Process results
Enum.each(security_sessions, fn session ->
  IO.puts("Found: #{session[:session_id] || session["session_id"]}")
end)
Search by Date Range
alias ClaudeAgentSDK.SessionStore

# Sessions created after a specific date
recent = SessionStore.search(after: ~D[2025-01-01])

# Sessions created before a date
older = SessionStore.search(before: ~D[2025-06-01])

# Sessions within a date range
range = SessionStore.search(
  after: ~D[2025-01-01],
  before: ~D[2025-03-31]
)
Search by Cost
alias ClaudeAgentSDK.SessionStore

# Find expensive sessions (useful for cost analysis)
expensive = SessionStore.search(min_cost: 0.50)

# Find cheap sessions
cheap = SessionStore.search(max_cost: 0.01)

# Cost range
moderate = SessionStore.search(min_cost: 0.10, max_cost: 0.50)
Combined Search Criteria
alias ClaudeAgentSDK.SessionStore

# Complex search: recent, important, and expensive
results = SessionStore.search(
  tags: ["important", "production"],
  after: ~D[2025-10-01],
  min_cost: 0.25
)

IO.puts("Found #{length(results)} matching sessions")
Search Example with Full Processing
defmodule SessionAnalyzer do
  alias ClaudeAgentSDK.SessionStore

  def analyze_costs_by_tag(tag) do
    sessions = SessionStore.search(tags: [tag])

    total_cost = Enum.reduce(sessions, 0.0, fn session, acc ->
      cost = session[:total_cost] || session["total_cost"] || 0
      acc + cost
    end)

    avg_cost = if length(sessions) > 0 do
      total_cost / length(sessions)
    else
      0.0
    end

    %{
      tag: tag,
      session_count: length(sessions),
      total_cost: Float.round(total_cost, 4),
      average_cost: Float.round(avg_cost, 4)
    }
  end

  def find_expensive_sessions(threshold \\ 0.50) do
    SessionStore.search(min_cost: threshold)
    |> Enum.map(fn session ->
      %{
        session_id: session[:session_id] || session["session_id"],
        cost: session[:total_cost] || session["total_cost"],
        description: session[:description] || session["description"]
      }
    end)
    |> Enum.sort_by(& &1.cost, :desc)
  end
end

Best Practices
1. Always Extract and Store Session IDs
# Good: Always capture the session ID for potential future use
defmodule ChatHandler do
  alias ClaudeAgentSDK.Session

  def handle_query(user_id, prompt) do
    messages = ClaudeAgentSDK.query(prompt) |> Enum.to_list()
    session_id = Session.extract_session_id(messages)

    # Store the session_id for this user
    cache_session(user_id, session_id)

    messages
  end
end
2. Use Meaningful Tags
# Good: Use structured, searchable tags
SessionStore.save_session(session_id, messages,
  tags: [
    "project:api-v2",
    "type:implementation",
    "priority:high",
    "sprint:23"
  ],
  description: "REST API v2 user endpoints"
)

# Avoid: Generic or inconsistent tags
# tags: ["stuff", "work", "code"]
3. Handle Session Store Startup Gracefully
defmodule SessionHelper do
  def ensure_store_started(opts \\ []) do
    case Process.whereis(ClaudeAgentSDK.SessionStore) do
      nil ->
        case ClaudeAgentSDK.SessionStore.start_link(opts) do
          {:ok, pid} -> {:ok, pid}
          {:error, {:already_started, pid}} -> {:ok, pid}
          error -> error
        end
      pid ->
        {:ok, pid}
    end
  end
end
4. Clean Up Old Sessions Periodically
# SessionStore automatically cleans up sessions older than 30 days
# But you can trigger manual cleanup:

# Delete sessions older than 14 days
deleted_count = ClaudeAgentSDK.SessionStore.cleanup_old_sessions(max_age_days: 14)
IO.puts("Cleaned up #{deleted_count} old sessions")
5. Use Fork Session for Experiments
# When exploring alternatives, fork instead of modifying the original
defmodule ExperimentRunner do
  alias ClaudeAgentSDK.{Options, Session}

  def try_variation(original_session_id, variation_prompt) do
    options = %Options{
      fork_session: true,  # Creates new session
      max_turns: 3
    }

    messages = ClaudeAgentSDK.resume(original_session_id, variation_prompt, options)
    |> Enum.to_list()

    # Original session remains unchanged
    # New session can be continued independently
    Session.extract_session_id(messages)
  end
end
6. Implement Proper Error Handling
defmodule RobustSessionManager do
  alias ClaudeAgentSDK.{Session, SessionStore}

  def safe_resume(session_id, prompt, options \\ nil) do
    # First check if session exists in our store
    case SessionStore.load_session(session_id) do
      {:ok, _data} ->
        try do
          messages = ClaudeAgentSDK.resume(session_id, prompt, options)
          |> Enum.to_list()
          {:ok, messages}
        rescue
          e -> {:error, {:resume_failed, e}}
        end

      {:error, :not_found} ->
        {:error, :session_not_found}
    end
  end

  def safe_save(session_id, messages, opts) do
    if session_id && length(messages) > 0 do
      SessionStore.save_session(session_id, messages, opts)
    else
      {:error, :invalid_session_data}
    end
  end
end
7. Use Sessions for Multi-Step Workflows
defmodule DocumentationWorkflow do
  alias ClaudeAgentSDK.{Options, Session, SessionStore}

  def generate_docs(module_path) do
    options = %Options{
      max_turns: 10,
      allowed_tools: ["Read", "Glob", "Grep"]
    }

    # Step 1: Analyze the code
    step1 = ClaudeAgentSDK.query(
      "Analyze the code in #{module_path} and identify public functions",
      options
    ) |> Enum.to_list()

    session_id = Session.extract_session_id(step1)

    # Step 2: Generate documentation (continues same session)
    step2 = ClaudeAgentSDK.resume(
      session_id,
      "Now generate @moduledoc and @doc for each function",
      options
    ) |> Enum.to_list()

    # Step 3: Review and finalize
    step3 = ClaudeAgentSDK.resume(
      session_id,
      "Review the documentation for completeness and add examples",
      options
    ) |> Enum.to_list()

    # Save the complete workflow
    all_messages = step1 ++ step2 ++ step3
    SessionStore.save_session(session_id, all_messages,
      tags: ["documentation", "automated"],
      description: "Auto-generated docs for #{module_path}"
    )

    {:ok, session_id, all_messages}
  end
end

Reading CLI Session History
The top-level ClaudeAgentSDK.list_sessions/1 and
ClaudeAgentSDK.get_session_messages/2 functions now mirror the official Agent SDK
session-history surface. They read Claude Code's on-disk JSONL transcripts under
~/.claude/projects/<sanitized-cwd>/<uuid>.jsonl (respecting CLAUDE_CONFIG_DIR).
This is separate from SessionStore and returns CLI transcript history rather than
SDK-managed session storage.
Listing Sessions
alias ClaudeAgentSDK

# List sessions for a real project path (worktrees included by default)
sessions = ClaudeAgentSDK.list_sessions(directory: "/path/to/project")

Enum.each(sessions, fn session ->
  IO.puts("#{session.session_id}: #{session.summary}")
  IO.puts("  cwd: #{inspect(session.cwd)} branch: #{inspect(session.git_branch)}")
end)

# Limit results
recent = ClaudeAgentSDK.list_sessions(directory: "/path/to/project", limit: 5)

# List all transcript sessions across every project
all_sessions = ClaudeAgentSDK.list_sessions()

# Disable worktree scanning for an exact project directory
exact_project_only =
  ClaudeAgentSDK.list_sessions(directory: "/path/to/project", include_worktrees: false)
When include_worktrees: true, the SDK probes git worktree list --porcelain
with a bounded timeout before scanning sibling transcript directories. If git is
unavailable, the directory is not in a repo, or the probe times out, the SDK
falls back to the main project transcript directory instead of blocking session
history reads.
# Optional: tighten the git worktree probe budget
config :claude_agent_sdk, ClaudeAgentSDK.Config.Timeouts,
  session_git_worktree_ms: 2_000
Reading Session Messages
alias ClaudeAgentSDK

messages =
  ClaudeAgentSDK.get_session_messages(
    "550e8400-e29b-41d4-a716-446655440000",
    directory: "/path/to/project"
  )

Enum.each(messages, fn msg ->
  IO.puts("[#{msg.type}] #{get_in(msg.message, ["content"])}")
end)

# With pagination
page = ClaudeAgentSDK.get_session_messages(session_id, directory: "/path/to/project", limit: 10, offset: 20)
Messages are reconstructed from the canonical parentUuid chain. Meta, sidechain,
progress, and other non-user/assistant transcript entries are walked through when
needed but filtered from the returned %ClaudeAgentSDK.Session.SessionMessage{} list.
Custom Projects Directory
# Point to a non-default location
ClaudeAgentSDK.list_sessions(projects_dir: "/custom/path/to/projects")
Session Mutations and Subagents
0.18.0 adds the official session metadata and mutation helpers for local CLI
transcripts:
info = ClaudeAgentSDK.get_session_info(session_id, directory: "/path/to/project")

:ok = ClaudeAgentSDK.rename_session(session_id, "Release review", directory: "/path/to/project")
:ok = ClaudeAgentSDK.tag_session(session_id, "release", directory: "/path/to/project")

subagents = ClaudeAgentSDK.list_subagents(session_id, directory: "/path/to/project")
sub_messages =
  ClaudeAgentSDK.get_subagent_messages(session_id, hd(subagents), directory: "/path/to/project")

fork = ClaudeAgentSDK.fork_session(session_id, directory: "/path/to/project", title: "Release fork")
:ok = ClaudeAgentSDK.delete_session(session_id, directory: "/path/to/project")
delete_session/2 removes the main transcript and cascades to the subagent
transcript directory. fork_session/2 rewrites session/message IDs rather than
copying bytes, so the fork can be resumed as an independent conversation.
SessionStore Adapter Surface
The older ClaudeAgentSDK.SessionStore JSON GenServer remains available for
SDK-managed save/load/search workflows. 0.18.0 also adds the official
adapter-style SessionStore contract used by the Python SDK for live transcript
mirroring, remote-store resume materialization, import, and store-backed
session helpers.
alias ClaudeAgentSDK.SessionStore
alias ClaudeAgentSDK.SessionStore.{Adapter, InMemory}

store = InMemory.new!()
session_id = "550e8400-e29b-41d4-a716-446655440000"
project_key = SessionStore.project_key_for_directory("/path/to/project")

:ok =
  Adapter.append(store, %{project_key: project_key, session_id: session_id}, [
    %{
      "type" => "user",
      "uuid" => "u1",
      "timestamp" => "2026-04-23T00:00:00Z",
      "sessionId" => session_id,
      "message" => %{"role" => "user", "content" => "hello"}
    }
  ])

sessions = ClaudeAgentSDK.list_sessions_from_store(store, directory: "/path/to/project")
messages = ClaudeAgentSDK.get_session_messages_from_store(session_id, store,
  directory: "/path/to/project"
)
Adapters are duck-typed. Struct adapters implement append(store, key, entries)
and load(store, key). Optional methods are probed before use:
list_sessions/2, list_session_summaries/2, delete/2, and
list_subkeys/2.
Core helper modules:
	ClaudeAgentSDK.SessionStore.Key defines %{project_key, session_id, subpath}.
	ClaudeAgentSDK.SessionStore.InMemory is the reference adapter and conformance target.
	ClaudeAgentSDK.SessionStore.Summary.fold_session_summary/3 maintains summary sidecars.
	ClaudeAgentSDK.SessionStore.MirrorBatcher handles transcript_mirror frames and emits mirror_error system messages on dropped batches.
	ClaudeAgentSDK.SessionStore.Resume.materialize/1 writes a temporary CLAUDE_CONFIG_DIR for store-backed resume.
	ClaudeAgentSDK.import_session_to_store/3 replays local JSONL transcripts, including subagents, into an adapter.

External S3/Redis/Postgres adapters are intentionally not shipped in 0.18.0;
the public contract and conformance harness are stable so those can live as
separate reference examples.

Summary
The Claude Agent SDK provides comprehensive session management through:
	Feature	Module/Function	Purpose
	Session ID extraction	Session.extract_session_id/1	Get session ID from messages
	Continue conversation	ClaudeAgentSDK.continue/2	Resume most recent session
	Resume by ID	ClaudeAgentSDK.resume/3	Resume specific session
	Fork session	Options.fork_session: true	Branch from existing session
	Persistent storage	SessionStore	Save/load sessions to disk
	Tagging	SessionStore.save_session/3	Organize with tags
	Search	SessionStore.search/1	Find sessions by criteria
	Cleanup	SessionStore.cleanup_old_sessions/1	Remove old sessions
	CLI history	ClaudeAgentSDK.list_sessions/1	Read CLI transcript metadata
	CLI messages	ClaudeAgentSDK.get_session_messages/2	Read canonical transcript messages
	Store adapter	SessionStore.Adapter	Mirror/load opaque transcript entries
	Store helpers	ClaudeAgentSDK.*_from_store	Read/mutate adapter-backed sessions

Sessions enable building sophisticated conversational applications with context persistence, multi-step workflows, and proper conversation management.
Runtime-Neutral Session Control
When Claude is hosted under a broader orchestrator, prefer the runtime surface below over custom
history parsing:
	ClaudeAgentSDK.Runtime.CLI.capabilities/0
	ClaudeAgentSDK.Runtime.CLI.list_provider_sessions/1

Those APIs let higher layers discover whether session history, resume, pause, and intervention are
really available, then project transcript-history entries into a stable list form for recovery
workflows.


  

    Hooks Guide

Hooks are callback functions that allow you to intercept and control Claude Agent SDK execution at specific lifecycle events. They provide a powerful mechanism for implementing security policies, audit logging, context injection, and custom execution logic.
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What Are Hooks and Why Use Them
Hooks are functions invoked by the Claude Code CLI at specific moments during agent execution. They enable you to:
	Intercept tool calls before and after execution
	Implement security policies to block dangerous operations
	Add contextual information automatically to conversations
	Create audit trails of all agent activity
	Control execution flow based on runtime conditions
	Monitor and observe agent behavior

Basic Hook Configuration
alias ClaudeAgentSDK.{Client, Options}
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

# Define a hook callback
def my_hook(input, tool_use_id, context) do
  IO.puts("Tool #{input["tool_name"]} called")
  Output.allow()
end

# Configure hooks in options
options = %Options{
  hooks: %{
    pre_tool_use: [
      Matcher.new("Bash", [&my_hook/3])
    ]
  },
  model: "haiku",
  max_turns: 5
}

# Start client with hooks
{:ok, client} = Client.start_link(options)
When hooks are configured, the SDK automatically uses the control protocol transport which enables bidirectional communication with the CLI for hook callbacks.

Hook Events
The SDK supports all 12 hook event types from the Python SDK, each triggered at specific moments:
	Event	Description	Common Use Cases
	:pre_tool_use	Before a tool executes	Security validation, permission checks
	:post_tool_use	After a tool executes	Audit logging, result processing
	:post_tool_use_failure	After a tool execution fails	Error tracking, retry logic
	:user_prompt_submit	When user submits a prompt	Context injection, preprocessing
	:stop	When the agent finishes	Finalization, reporting
	:subagent_start	When a subagent is spawned	Subagent tracking, resource limits
	:subagent_stop	When a subagent finishes	Subagent result processing
	:pre_compact	Before context compaction	Preserve important context
	:notification	CLI notification received	Alert routing, logging
	:permission_request	Permission dialog triggered	Programmatic permission responses
	:session_start	Session begins	Initialization, context setup
	:session_end	Session ends	Cleanup, final reporting

Event Configuration Examples
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

hooks = %{
  # Security check before tool execution
  pre_tool_use: [
    Matcher.new("Bash", [&check_bash_command/3]),
    Matcher.new("Write|Edit", [&check_file_access/3])
  ],

  # Audit logging after tool execution
  post_tool_use: [
    Matcher.new("*", [&log_tool_result/3])
  ],

  # Context injection on prompt submit
  user_prompt_submit: [
    Matcher.new(nil, [&add_project_context/3])
  ]
}
Converting Between Event Formats
The SDK provides utilities for converting between Elixir atoms and CLI string formats:
alias ClaudeAgentSDK.Hooks

# Atom to string
Hooks.event_to_string(:pre_tool_use)   # => "PreToolUse"
Hooks.event_to_string(:post_tool_use)  # => "PostToolUse"
Hooks.event_to_string(:user_prompt_submit)  # => "UserPromptSubmit"

# String to atom
Hooks.string_to_event("PreToolUse")    # => :pre_tool_use
Hooks.string_to_event("PostToolUse")   # => :post_tool_use

# Get all valid events
Hooks.all_valid_events()
# => [:pre_tool_use, :post_tool_use, :post_tool_use_failure, :user_prompt_submit,
#     :stop, :subagent_start, :subagent_stop, :pre_compact, :notification,
#     :permission_request, :session_start, :session_end]

Matcher Configuration
Matchers determine which hooks run for which tools. The Matcher module supports several matching patterns:
Exact Tool Matching
Match a specific tool by name:
alias ClaudeAgentSDK.Hooks.Matcher

# Only matches the Bash tool
Matcher.new("Bash", [&check_bash/3])

# Only matches the Write tool
Matcher.new("Write", [&check_write/3])
Multi-Tool Matcher Expressions
Match multiple tools using matcher expressions:
# Match Write OR Edit tools
Matcher.new("Write|Edit", [&check_file_modification/3])

# Match Read OR Glob OR Grep tools (file reading operations)
Matcher.new("Read|Glob|Grep", [&audit_file_access/3])
Wildcard Matching
Match all tools using "*" or nil:
# Match all tools (both syntaxes are equivalent)
Matcher.new("*", [&log_all_tools/3])
Matcher.new(nil, [&log_all_tools/3])
Multiple Callbacks Per Matcher
A single matcher can invoke multiple callbacks in sequence:
# Both callbacks run for every Bash command
Matcher.new("Bash", [
  &security_check/3,   # First: security validation
  &audit_log/3         # Second: logging
])
Matcher Timeout Configuration
Set a per-matcher timeout for callback execution:
# Timeout after 5 seconds (minimum is 1000ms; sent to CLI as seconds)
Matcher.new("Bash", [&slow_check/3], timeout_ms: 5000)

# Timeout after 30 seconds for expensive operations
Matcher.new("*", [&expensive_analysis/3], timeout_ms: 30_000)
The SDK converts timeout_ms to seconds in the control initialization payload to match the CLI's expected units.
Complete Matcher Examples
alias ClaudeAgentSDK.Hooks.Matcher

hooks = %{
  pre_tool_use: [
    # High-priority security check on Bash with short timeout
    Matcher.new("Bash", [&block_dangerous_commands/3], timeout_ms: 2000),

    # File operation validation
    Matcher.new("Write|Edit", [&validate_file_path/3, &check_file_size/3]),

    # General logging for all tools
    Matcher.new("*", [&log_tool_invocation/3])
  ],

  post_tool_use: [
    # Audit all tool completions
    Matcher.new("*", [&audit_tool_completion/3])
  ]
}

Hook Callback Signature and Parameters
Every hook callback must follow this signature:
@spec callback(input :: map(), tool_use_id :: String.t() | nil, context :: map()) :: Output.t()
Parameters
input - Hook Input Data
The input map varies by event type but always includes:
%{
  "hook_event_name" => "PreToolUse",   # String event name
  "session_id" => "abc123",            # Session identifier
  "transcript_path" => "/path/to/...", # Path to conversation transcript
  "cwd" => "/current/working/dir"      # Current working directory
}
Event-specific fields:
	Event	Additional Fields
	:pre_tool_use	tool_name, tool_input
	:post_tool_use	tool_name, tool_input, tool_response
	:post_tool_use_failure	tool_name, tool_input, error
	:user_prompt_submit	prompt
	:stop	stop_hook_active, reason
	:subagent_start	agent_id, agent_type, agent_transcript_path
	:subagent_stop	stop_hook_active, agent_id, agent_type
	:pre_compact	trigger, custom_instructions
	:notification	message, title, notification_type, is_interrupt
	:permission_request	tool_name, tool_input, permission_suggestions, permission_mode
	:session_start	source
	:session_end	reason

tool_use_id - Tool Invocation ID
For tool-related hooks (:pre_tool_use, :post_tool_use), this is a unique identifier for the specific tool invocation. For other events, it may be nil.
context - Execution Context
Contains runtime context information:
%{
  signal: %AbortSignal{}  # Optional abort signal for cooperative cancellation
}
Example Callback Implementations
defmodule MyHooks do
  alias ClaudeAgentSDK.Hooks.Output

  # PreToolUse: Check tool before execution
  def check_bash(input, tool_use_id, _context) do
    case input do
      %{"tool_name" => "Bash", "tool_input" => %{"command" => command}} ->
        IO.puts("Checking command: #{command}")
        IO.puts("Tool use ID: #{tool_use_id}")

        if String.contains?(command, "rm -rf") do
          Output.deny("Dangerous command blocked")
        else
          Output.allow()
        end

      _ ->
        # Not a Bash command, pass through
        %{}
    end
  end

  # PostToolUse: Log results after execution
  def log_result(input, tool_use_id, _context) do
    tool_name = input["tool_name"]
    response = input["tool_response"]
    is_error = get_in(response, ["is_error"]) || false

    status = if is_error, do: "FAILED", else: "SUCCESS"
    IO.puts("[AUDIT] #{tool_name} (#{tool_use_id}): #{status}")

    # Don't modify behavior, just log
    %{}
  end

  # UserPromptSubmit: Add context before processing
  def add_context(_input, _tool_use_id, _context) do
    context = """
    Current time: #{DateTime.utc_now()}
    Environment: #{System.get_env("MIX_ENV", "dev")}
    """

    Output.add_context("UserPromptSubmit", context)
  end
end

Output Module
The ClaudeAgentSDK.Hooks.Output module provides helper functions for constructing hook responses.
Permission Decisions (PreToolUse)
Output.allow/0 and Output.allow/1
Allow the tool to execute:
alias ClaudeAgentSDK.Hooks.Output

# Simple allow
Output.allow()

# Allow with reason
Output.allow("Security check passed")

# Returns:
# %{
#   hookSpecificOutput: %{
#     hookEventName: "PreToolUse",
#     permissionDecision: "allow",
#     permissionDecisionReason: "Security check passed"
#   }
# }
Output.deny/1
Block the tool from executing:
Output.deny("Dangerous command detected")

# Returns:
# %{
#   hookSpecificOutput: %{
#     hookEventName: "PreToolUse",
#     permissionDecision: "deny",
#     permissionDecisionReason: "Dangerous command detected"
#   }
# }
Output.ask/1
Prompt the user for confirmation:
Output.ask("This will delete 100 files. Continue?")

# Returns:
# %{
#   hookSpecificOutput: %{
#     hookEventName: "PreToolUse",
#     permissionDecision: "ask",
#     permissionDecisionReason: "This will delete 100 files. Continue?"
#   }
# }
Output.defer/1
Postpone a tool use instead of allowing or denying it. The deferred tool
surfaces on the result message's deferred_tool_use so the caller can inspect
and resume it:
Output.defer("Needs human review before running")
# hookSpecificOutput.permissionDecision == "defer"
Tool Output & Session Helpers
	Output.with_updated_tool_output/2 — replace any tool's output before it
reaches the model (updatedToolOutput). The MCP-only
Output.with_updated_mcp_output/2 (updatedMCPToolOutput) remains for
back-compat.
	Output.with_reload_skills/1 — request a skill re-scan from a SessionStart
hook (reloadSkills: true).
	Output.with_session_title/2 — set the session title from a SessionStart
hook (sessionTitle).

Enabling include_hook_events: true in Options makes the CLI emit hook
lifecycle frames as HookEventMessage messages (hook_started / hook_response)
on the stream, in addition to invoking your registered callbacks. The
MessageDisplay hook event lets a hook transform or hide assistant text as it is
displayed.
Context Injection
Output.add_context/2
Add contextual information for Claude:
# For UserPromptSubmit
Output.add_context("UserPromptSubmit", "Current user: admin")

# For PostToolUse
Output.add_context("PostToolUse", "Command completed in 2.3 seconds")

# For SessionStart
Output.add_context("SessionStart", "Active issues: #123, #456")
Execution Control
Output.stop/1
Stop agent execution entirely:
Output.stop("Critical error: resource limit exceeded")

# Returns:
# %{continue: false, stopReason: "Critical error: resource limit exceeded"}
Output.continue/0
Explicitly continue execution:
Output.continue()

# Returns:
# %{continue: true}
Output.block/1
Block with feedback to Claude:
Output.block("Tool execution failed validation")

# Returns:
# %{decision: "block", reason: "Tool execution failed validation"}
Output Modifiers
Chain modifiers to add additional information:
Output.with_system_message/2
Add a user-visible message (not shown to Claude):
Output.deny("Command blocked")
|> Output.with_system_message("Security policy violation detected")
Output.with_reason/2
Add a Claude-visible explanation:
Output.deny("Path not allowed")
|> Output.with_reason("File path must be within /allowed directory")
Output.suppress_output/1
Hide the output from the transcript:
Output.allow()
|> Output.suppress_output()
Output.with_additional_context/2
Add additional context to hook-specific output:
Output.allow("Approved")
|> Output.with_additional_context("Command took 2.3 seconds")
Output.with_updated_mcp_output/2
Set updated MCP tool output in PostToolUse hooks:
Output.continue()
|> Output.with_updated_mcp_output(%{"content" => [%{"type" => "text", "text" => "filtered"}]})
Output.permission_decision/1
Create a PermissionRequest hook output with a permission decision. Accepts a Permission.Result struct or a raw decision map:
alias ClaudeAgentSDK.Permission.Result

# From a Permission.Result struct
Output.permission_decision(Result.allow())
Output.permission_decision(Result.deny("Not allowed"))

# Raw map passthrough
Output.permission_decision(%{"type" => "allow"})
Output.permission_allow/0 and Output.permission_deny/1
Shorthand helpers for PermissionRequest hooks:
# Allow the tool
Output.permission_allow()

# Deny with reason
Output.permission_deny("Tool not permitted in this context")
Output.async/1
Mark the hook output as asynchronous (Python SDK parity):
Output.allow()
|> Output.async()

# Returns:
# %{
#   hookSpecificOutput: %{...},
#   async: true
# }
Output.with_async_timeout/2
Set a timeout for asynchronous hook processing:
Output.allow()
|> Output.async()
|> Output.with_async_timeout(5000)

# Returns:
# %{
#   hookSpecificOutput: %{...},
#   async: true,
#   asyncTimeout: 5000
# }
Complete Output Examples
alias ClaudeAgentSDK.Hooks.Output

# Security denial with full context
Output.deny("Dangerous command blocked")
|> Output.with_system_message("Security policy violation")
|> Output.with_reason("Command matches blocked pattern: rm -rf")

# Allow with logging suppression
Output.allow("Approved by policy")
|> Output.suppress_output()

# Context injection with system message
Output.add_context("UserPromptSubmit", "Project: my-app, Branch: main")
|> Output.with_system_message("Context injected")

Security Hook Examples
Blocking Dangerous Bash Commands
defmodule SecurityHooks do
  alias ClaudeAgentSDK.Hooks.Output

  @dangerous_patterns [
    "rm -rf",
    "dd if=",
    "mkfs",
    "> /dev/",
    "chmod 777",
    "sudo",
    ":(){:|:&};:"  # Fork bomb
  ]

  def check_bash_command(input, _tool_use_id, _context) do
    case input do
      %{"tool_name" => "Bash", "tool_input" => %{"command" => command}} ->
        if dangerous_command?(command) do
          Output.deny("Dangerous command blocked: #{summarize(command)}")
          |> Output.with_system_message("Security policy violation")
          |> Output.with_reason("Command matches blocked pattern")
        else
          Output.allow("Security check passed")
        end

      _ ->
        %{}  # Not a Bash command
    end
  end

  defp dangerous_command?(command) do
    Enum.any?(@dangerous_patterns, &String.contains?(command, &1))
  end

  defp summarize(command) do
    if String.length(command) > 50 do
      String.slice(command, 0, 47) <> "..."
    else
      command
    end
  end
end

# Usage
hooks = %{
  pre_tool_use: [
    Matcher.new("Bash", [&SecurityHooks.check_bash_command/3])
  ]
}
File Access Control
defmodule FileSecurityHooks do
  alias ClaudeAgentSDK.Hooks.Output

  @forbidden_files [".env", "secrets.yml", "credentials.json", ".ssh/"]
  @allowed_directories ["/tmp/sandbox", "/home/user/project"]

  def check_file_access(input, _tool_use_id, _context) do
    case input do
      %{"tool_name" => tool, "tool_input" => %{"file_path" => path}}
      when tool in ["Write", "Edit", "Read"] ->
        cond do
          forbidden_file?(path) ->
            Output.deny("Cannot access sensitive file: #{Path.basename(path)}")
            |> Output.with_system_message("Access denied: sensitive file")

          not in_allowed_directory?(path) ->
            Output.deny("File path outside allowed directories")
            |> Output.with_reason("Must operate within: #{inspect(@allowed_directories)}")

          true ->
            Output.allow("File access permitted")
        end

      _ ->
        %{}
    end
  end

  defp forbidden_file?(path) do
    Enum.any?(@forbidden_files, fn pattern ->
      String.contains?(path, pattern)
    end)
  end

  defp in_allowed_directory?(path) do
    Enum.any?(@allowed_directories, fn dir ->
      String.starts_with?(Path.expand(path), Path.expand(dir))
    end)
  end
end

# Usage
hooks = %{
  pre_tool_use: [
    Matcher.new("Write|Edit|Read", [&FileSecurityHooks.check_file_access/3])
  ]
}
Rate Limiting
defmodule RateLimitHooks do
  alias ClaudeAgentSDK.Hooks.Output

  @max_calls_per_minute 10
  @ets_table :rate_limit_hooks

  def init_table do
    :ets.new(@ets_table, [:named_table, :public, :set])
  end

  def check_rate_limit(input, _tool_use_id, _context) do
    tool_name = input["tool_name"]
    current_minute = div(System.system_time(:second), 60)
    key = {tool_name, current_minute}

    count = case :ets.lookup(@ets_table, key) do
      [{^key, n}] -> n
      _ -> 0
    end

    if count >= @max_calls_per_minute do
      Output.deny("Rate limit exceeded for #{tool_name}")
      |> Output.with_system_message("Please wait before using this tool again")
    else
      :ets.insert(@ets_table, {key, count + 1})
      Output.allow()
    end
  end
end

# Usage
RateLimitHooks.init_table()
hooks = %{
  pre_tool_use: [
    Matcher.new("*", [&RateLimitHooks.check_rate_limit/3])
  ]
}

Audit Logging Examples
Comprehensive Tool Audit Trail
defmodule AuditHooks do
  alias ClaudeAgentSDK.Hooks.Output

  @log_file "/var/log/claude_audit.log"

  def log_tool_invocation(input, tool_use_id, _context) do
    entry = %{
      timestamp: DateTime.utc_now() |> DateTime.to_iso8601(),
      event: "tool_invocation",
      tool: input["tool_name"],
      tool_use_id: tool_use_id,
      session_id: input["session_id"],
      input: input["tool_input"]
    }

    write_log(entry)

    # Don't modify behavior
    %{}
  end

  def log_tool_completion(input, tool_use_id, _context) do
    response = input["tool_response"]
    is_error = get_in(response, ["is_error"]) || false

    entry = %{
      timestamp: DateTime.utc_now() |> DateTime.to_iso8601(),
      event: "tool_completion",
      tool: input["tool_name"],
      tool_use_id: tool_use_id,
      session_id: input["session_id"],
      status: if(is_error, do: "error", else: "success")
    }

    write_log(entry)

    # Don't modify behavior
    %{}
  end

  defp write_log(entry) do
    json = Jason.encode!(entry)
    File.write!(@log_file, json <> "\n", [:append])
  end
end

# Usage
hooks = %{
  pre_tool_use: [
    Matcher.new("*", [&AuditHooks.log_tool_invocation/3])
  ],
  post_tool_use: [
    Matcher.new("*", [&AuditHooks.log_tool_completion/3])
  ]
}
Conversation Lifecycle Logging
defmodule SessionAuditHooks do
  def log_stop(input, _tool_use_id, _context) do
    session_id = input["session_id"]
    IO.puts("[AUDIT] Session #{session_id} ended at #{DateTime.utc_now()}")
    %{}
  end

  def log_prompt_submit(input, _tool_use_id, _context) do
    prompt = input["prompt"] || ""
    truncated = String.slice(prompt, 0, 100)
    IO.puts("[AUDIT] Prompt submitted: #{truncated}...")
    %{}
  end
end

# Usage
hooks = %{
  user_prompt_submit: [
    Matcher.new(nil, [&SessionAuditHooks.log_prompt_submit/3])
  ],
  stop: [
    Matcher.new(nil, [&SessionAuditHooks.log_stop/3])
  ]
}
ETS-Based Metrics Collection
defmodule MetricsHooks do
  @table :claude_metrics

  def init do
    :ets.new(@table, [:named_table, :public, :set])
  end

  def track_tool_use(input, _tool_use_id, _context) do
    tool = input["tool_name"]
    :ets.update_counter(@table, {:tool_count, tool}, {2, 1}, {{:tool_count, tool}, 0})
    :ets.update_counter(@table, :total_tools, {2, 1}, {:total_tools, 0})
    %{}
  end

  def track_tool_error(input, _tool_use_id, _context) do
    response = input["tool_response"]
    is_error = get_in(response, ["is_error"]) || false

    if is_error do
      tool = input["tool_name"]
      :ets.update_counter(@table, {:error_count, tool}, {2, 1}, {{:error_count, tool}, 0})
    end

    %{}
  end

  def get_metrics do
    %{
      total_tools: get_counter(:total_tools),
      tool_counts: get_all_tool_counts(),
      error_counts: get_all_error_counts()
    }
  end

  defp get_counter(key) do
    case :ets.lookup(@table, key) do
      [{^key, n}] -> n
      _ -> 0
    end
  end

  defp get_all_tool_counts do
    :ets.match(@table, {{:tool_count, :"$1"}, :"$2"})
    |> Enum.map(fn [tool, count] -> {tool, count} end)
    |> Map.new()
  end

  defp get_all_error_counts do
    :ets.match(@table, {{:error_count, :"$1"}, :"$2"})
    |> Enum.map(fn [tool, count] -> {tool, count} end)
    |> Map.new()
  end
end

# Usage
MetricsHooks.init()
hooks = %{
  pre_tool_use: [Matcher.new("*", [&MetricsHooks.track_tool_use/3])],
  post_tool_use: [Matcher.new("*", [&MetricsHooks.track_tool_error/3])]
}

# Later: get metrics
MetricsHooks.get_metrics()
# => %{total_tools: 42, tool_counts: %{"Bash" => 15, "Read" => 27}, error_counts: %{"Bash" => 2}}

Context Injection Examples
Project Information Injection
defmodule ContextHooks do
  alias ClaudeAgentSDK.Hooks.Output

  def add_project_context(_input, _tool_use_id, _context) do
    git_branch = get_git_branch()
    environment = System.get_env("MIX_ENV", "dev")

    context = """
    ## Project Context (Auto-Injected)

    - **Timestamp:** #{DateTime.utc_now() |> DateTime.to_iso8601()}
    - **Environment:** #{environment}
    - **Git Branch:** #{git_branch}
    - **Working Directory:** #{File.cwd!()}
    """

    Output.add_context("UserPromptSubmit", context)
  end

  defp get_git_branch do
    case System.cmd("git", ["branch", "--show-current"], stderr_to_stdout: true) do
      {branch, 0} -> String.trim(branch)
      _ -> "unknown"
    end
  end
end

# Usage
hooks = %{
  user_prompt_submit: [
    Matcher.new(nil, [&ContextHooks.add_project_context/3])
  ]
}
Database Context Injection
defmodule DatabaseContextHooks do
  alias ClaudeAgentSDK.Hooks.Output

  def add_database_schema(_input, _tool_use_id, _context) do
    # In a real app, query your database for schema info
    schema_info = """
    ## Database Schema Context

    ### Users Table
    - id: integer (primary key)
    - email: string (unique)
    - name: string
    - created_at: datetime

    ### Posts Table
    - id: integer (primary key)
    - user_id: integer (foreign key -> users.id)
    - title: string
    - content: text
    - published_at: datetime
    """

    Output.add_context("UserPromptSubmit", schema_info)
  end
end
Dynamic Tool Result Enhancement
defmodule ResultEnhancementHooks do
  alias ClaudeAgentSDK.Hooks.Output

  def enhance_bash_result(input, _tool_use_id, _context) do
    case input do
      %{"tool_name" => "Bash", "tool_response" => response} ->
        duration = calculate_duration()

        context = """
        [Hook Note] Command execution took #{duration}ms.
        Exit code: #{get_exit_code(response)}
        """

        Output.add_context("PostToolUse", context)

      _ ->
        %{}
    end
  end

  defp calculate_duration do
    # In practice, measure actual duration
    :rand.uniform(1000)
  end

  defp get_exit_code(response) do
    get_in(response, ["exit_code"]) || 0
  end
end

# Usage
hooks = %{
  post_tool_use: [
    Matcher.new("Bash", [&ResultEnhancementHooks.enhance_bash_result/3])
  ]
}

Combining Hooks with Streaming
When using hooks with the streaming API, the SDK automatically uses the control client transport. Here is a complete example:
defmodule StreamingWithHooks do
  alias ClaudeAgentSDK.{Client, ContentExtractor, Message, Options}
  alias ClaudeAgentSDK.Hooks.{Matcher, Output}

  def run do
    # Define hooks
    hooks = %{
      pre_tool_use: [
        Matcher.new("Bash", [&check_bash/3]),
        Matcher.new("*", [&log_tool/3])
      ],
      post_tool_use: [
        Matcher.new("*", [&log_result/3])
      ],
      user_prompt_submit: [
        Matcher.new(nil, [&add_context/3])
      ]
    }

    # Configure options with hooks
    options = %Options{
      tools: ["Bash", "Read"],
      allowed_tools: ["Bash", "Read"],
      hooks: hooks,
      model: "haiku",
      max_turns: 3,
      permission_mode: :default
    }

    # Start client
    {:ok, client} = Client.start_link(options)

    # Stream messages asynchronously
    task = Task.async(fn ->
      Client.stream_messages(client)
      |> Enum.reduce_while([], fn message, acc ->
        case message do
          %Message{type: :assistant} = msg ->
            text = ContentExtractor.extract_text(msg)
            if text && text != "", do: IO.write(text)
            {:cont, [message | acc]}

          %Message{type: :result} ->
            {:halt, Enum.reverse([message | acc])}

          _ ->
            {:cont, [message | acc]}
        end
      end)
    end)

    # Send message and wait for response
    Process.sleep(50)
    :ok = Client.send_message(client, "Run: echo 'Hello from streaming with hooks!'")
    messages = Task.await(task, 120_000)

    # Cleanup
    Client.stop(client)

    messages
  end

  # Hook callbacks
  def check_bash(input, _id, _ctx) do
    case input do
      %{"tool_name" => "Bash", "tool_input" => %{"command" => cmd}} ->
        if String.contains?(cmd, "rm -rf") do
          Output.deny("Blocked dangerous command")
        else
          Output.allow()
        end
      _ -> %{}
    end
  end

  def log_tool(input, id, _ctx) do
    IO.puts("\n[Hook] Tool invoked: #{input["tool_name"]} (#{id})")
    %{}
  end

  def log_result(input, id, _ctx) do
    IO.puts("[Hook] Tool completed: #{input["tool_name"]} (#{id})")
    %{}
  end

  def add_context(_input, _id, _ctx) do
    Output.add_context("UserPromptSubmit", "Environment: #{Mix.env()}")
  end
end

# Run the example
StreamingWithHooks.run()
Using with Streaming.start_session
You can also use hooks with the Streaming module:
alias ClaudeAgentSDK.{Streaming, Options}
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

hooks = %{
  pre_tool_use: [Matcher.new("*", [&my_hook/3])]
}

options = %Options{
  hooks: hooks,
  model: "haiku",
  max_turns: 2
}

# Hooks are automatically active in the session
{:ok, session} = Streaming.start_session(options)

Streaming.send_message(session, "Hello!")
|> Enum.each(fn
  %{type: :text_delta, text: text} -> IO.write(text)
  %{type: :message_stop} -> IO.puts("")
  _ -> :ok
end)

Streaming.close_session(session)

Best Practices
1. Keep Hooks Fast
Hooks are executed synchronously and can impact response latency. Keep expensive operations to a minimum:
# Good: Fast, synchronous check
def fast_check(input, _id, _ctx) do
  if input["tool_name"] == "Bash" and dangerous?(input) do
    Output.deny("Blocked")
  else
    Output.allow()
  end
end

# Bad: Slow HTTP call in hook
def slow_check(input, _id, _ctx) do
  # This blocks the entire agent!
  HTTPoison.post!("https://api.example.com/check", input)
  Output.allow()
end
For slow operations, consider:
	Using ETS for fast lookups
	Pre-loading data at startup
	Using async logging (write to queue, process separately)

2. Use Appropriate Matcher Specificity
Match only the tools you need to handle:
# Good: Only processes Bash commands
Matcher.new("Bash", [&check_bash/3])

# Wasteful: Runs for every tool but only handles Bash
Matcher.new("*", [fn input, _, _ ->
  if input["tool_name"] == "Bash" do
    # ...
  else
    %{}
  end
end])
3. Handle All Cases Gracefully
Always return a valid output, even for unexpected input:
def robust_hook(input, _id, _ctx) do
  case input do
    %{"tool_name" => "Bash", "tool_input" => %{"command" => command}}
    when is_binary(command) ->
      # Handle the expected case
      check_command(command)

    %{"tool_name" => "Bash"} ->
      # Missing or malformed tool_input
      Output.deny("Invalid Bash input")

    _ ->
      # Not our tool, pass through
      %{}
  end
end
4. Supervise Callback Tasks
Hook callbacks run in async tasks. For production, add the SDK task supervisor
so callback processes are supervised and crash handling works as expected:
children = [
  ClaudeAgentSDK.TaskSupervisor,
  {ClaudeAgentSDK.Client, options}
]
If you use a custom supervisor name, configure the SDK to match:
children = [
  {ClaudeAgentSDK.TaskSupervisor, name: MyApp.ClaudeTaskSupervisor}
]

config :claude_agent_sdk, task_supervisor: MyApp.ClaudeTaskSupervisor
If an explicitly configured supervisor is missing at runtime, the SDK logs a warning and
falls back to Task.start/1. With default settings, missing
ClaudeAgentSDK.TaskSupervisor falls back silently for backward compatibility.
For stricter behavior in dev/test:
config :claude_agent_sdk, task_supervisor_strict: true
In strict mode, ClaudeAgentSDK.TaskSupervisor.start_child/2 returns
{:error, {:task_supervisor_unavailable, supervisor}} instead of creating
an unsupervised fallback task.
SDK MCP tools/call requests are dispatched asynchronously, so long-running tool
execution no longer blocks the main Client callback path.
5. Use ETS for Stateful Hooks
When hooks need to maintain state (counters, caches, etc.), use ETS:
defmodule StatefulHooks do
  @table :hook_state

  def init do
    :ets.new(@table, [:named_table, :public, :set])
  end

  def counting_hook(input, _id, _ctx) do
    tool = input["tool_name"]
    :ets.update_counter(@table, {:count, tool}, {2, 1}, {{:count, tool}, 0})
    %{}
  end

  def get_counts do
    :ets.match(@table, {{:count, :"$1"}, :"$2"})
    |> Map.new(fn [k, v] -> {k, v} end)
  end
end
6. Layer Security Hooks
Apply multiple layers of security validation:
hooks = %{
  pre_tool_use: [
    # Layer 1: Audit logging (always runs)
    Matcher.new("*", [&audit_log/3]),

    # Layer 2: Rate limiting
    Matcher.new("*", [&check_rate_limit/3]),

    # Layer 3: Tool-specific security
    Matcher.new("Bash", [&check_bash_security/3]),
    Matcher.new("Write|Edit", [&check_file_security/3])
  ]
}
7. Test Hooks in Isolation
Test hook logic separately from the SDK:
defmodule SecurityHooksTest do
  use ExUnit.Case

  alias MyApp.SecurityHooks
  alias ClaudeAgentSDK.Hooks.Output

  test "blocks rm -rf commands" do
    input = %{
      "tool_name" => "Bash",
      "tool_input" => %{"command" => "rm -rf /"}
    }

    result = SecurityHooks.check_bash(input, "test-id", %{})

    assert result.hookSpecificOutput.permissionDecision == "deny"
  end

  test "allows safe commands" do
    input = %{
      "tool_name" => "Bash",
      "tool_input" => %{"command" => "echo hello"}
    }

    result = SecurityHooks.check_bash(input, "test-id", %{})

    assert result.hookSpecificOutput.permissionDecision == "allow"
  end
end
8. Clean Up Resources
Always clean up ETS tables and other resources:
# In your application supervision tree or test setup
def start_hooks do
  :ets.new(:my_hook_table, [:named_table, :public, :set])
end

def stop_hooks do
  if :ets.whereis(:my_hook_table) != :undefined do
    :ets.delete(:my_hook_table)
  end
end
9. Validate Hook Configuration
Use the SDK's validation before using hooks:
alias ClaudeAgentSDK.Hooks

hooks = %{
  pre_tool_use: [Matcher.new("Bash", [&my_hook/3])]
}

case Hooks.validate_config(hooks) do
  :ok ->
    # Configuration is valid
    {:ok, client} = Client.start_link(%Options{hooks: hooks})

  {:error, reason} ->
    IO.puts("Invalid hook configuration: #{reason}")
end
10. Document Your Hooks
Keep hooks well-documented for maintainability:
defmodule MyApp.SecurityHooks do
  @moduledoc """
  Security hooks for Claude Agent SDK.

  ## Hooks

  - `check_bash_command/3` - Blocks dangerous Bash commands
  - `check_file_access/3` - Enforces file access policies

  ## Configuration

  Set `@allowed_directories` to control file access.
  Set `@dangerous_patterns` to add blocked command patterns.
  """

  @doc """
  PreToolUse hook that validates Bash commands.

  Blocks commands matching patterns in `@dangerous_patterns`.

  ## Examples

      iex> check_bash_command(%{"tool_name" => "Bash", "tool_input" => %{"command" => "rm -rf /"}}, nil, %{})
      %{hookSpecificOutput: %{permissionDecision: "deny", ...}}
  """
  def check_bash_command(input, tool_use_id, context) do
    # ...
  end
end

Summary
Hooks provide a powerful mechanism for controlling Claude Agent SDK behavior:
	Use Case	Hook Event	Key Functions
	Security validation	:pre_tool_use	Output.allow/0, Output.deny/1
	Audit logging	:pre_tool_use, :post_tool_use	Return %{}
	Error tracking	:post_tool_use_failure	Return %{}
	Context injection	:user_prompt_submit, :session_start, :pre_compact	Output.add_context/2, Output.with_additional_context/2
	Permission automation	:permission_request	Output.permission_allow/0, Output.permission_deny/1
	Notification routing	:notification	Return %{}
	Agent lifecycle	:subagent_start, :subagent_stop	Return %{}
	Session lifecycle	:session_start, :session_end	Output.add_context/2
	Rate limiting	:pre_tool_use	ETS counters + Output.deny/1
	Execution control	Any	Output.stop/1, Output.continue/0

Key modules:
	ClaudeAgentSDK.Hooks - Event types and validation
	ClaudeAgentSDK.Hooks.Matcher - Tool pattern matching
	ClaudeAgentSDK.Hooks.Output - Response builders

For more examples, see the examples/hooks/ directory in the SDK source.
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What is MCP (Model Context Protocol)
MCP (Model Context Protocol) is an open protocol that enables integration between LLM applications and external tools/data sources. It uses JSON-RPC 2.0 for communication and provides a standardized way to extend Claude's capabilities with custom tools.
Core Concepts
	Term	Description
	MCP Server	A provider of tools, resources, or prompts
	Tool	A function/capability that Claude can invoke
	Resource	Data or context that Claude can access
	Host	The LLM application (Claude Agent SDK)
	Client	The MCP client that connects host to server

Protocol Notes (Python Parity)
	SDK MCP routing implements initialize, tools/list, tools/call, and notifications/initialized.
	resources/list and prompts/list return JSON-RPC method-not-found errors (matching the Python SDK).
	Tool names are kept as strings end-to-end; the registry normalizes tool names to strings to avoid atom leakage.

Why Use MCP?
	Standardized Protocol: Works across different LLM applications
	In-Process Execution: SDK MCP tools run without subprocess overhead
	Type Safety: JSON Schema validation for tool inputs
	Lifecycle Hooks: Integrate with the SDK's hook system for validation/logging
	Security: Fine-grained permission control over tool execution


MCP Server Types
The Claude Agent SDK supports two types of MCP servers:
1. SDK MCP Servers (In-Process)
Run directly within your Elixir application with no subprocess overhead.
# Define tools inline and execute them in your BEAM VM
server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "my-tools",
  version: "1.0.0",
  tools: [MyTools.Calculator, MyTools.DateHelper]
)
Benefits:
	Zero subprocess overhead
	Direct access to your application state
	Native Elixir error handling
	Hot code reloading support

2. External MCP Servers (Subprocess)
Traditional MCP servers running as separate processes via stdio transport.
# Use existing MCP server packages
external_server = %{
  type: :stdio,
  command: "npx",
  args: ["-y", "@modelcontextprotocol/server-filesystem", "/path/to/files"]
}
Benefits:
	Use existing MCP server ecosystem
	Language-agnostic (Node.js, Python, etc.)
	Process isolation

Comparison
	Feature	SDK MCP	External MCP
	Overhead	Minimal	Subprocess spawn
	State Access	Direct	IPC required
	Language	Elixir only	Any
	Hot Reload	Yes	No
	Error Handling	Native	JSON-RPC
	Existing Ecosystem	Build your own	NPM packages


Creating Tools with deftool Macro
The deftool macro provides a clean DSL for defining MCP tools.
Basic Syntax
defmodule MyTools do
  use ClaudeAgentSDK.Tool

  deftool :tool_name, "Tool description", %{schema} do
    def execute(input) do
      # Your implementation
      {:ok, %{"content" => [%{"type" => "text", "text" => "result"}]}}
    end
  end
end
Complete Example
defmodule Calculator do
  use ClaudeAgentSDK.Tool

  deftool :add, "Add two numbers together", %{
    type: "object",
    properties: %{
      a: %{type: "number", description: "First number to add"},
      b: %{type: "number", description: "Second number to add"}
    },
    required: ["a", "b"]
  } do
    def execute(%{"a" => a, "b" => b}) do
      result = a + b
      {:ok, %{"content" => [%{"type" => "text", "text" => "#{a} + #{b} = #{result}"}]}}
    end
  end

  deftool :multiply, "Multiply two numbers", %{
    type: "object",
    properties: %{
      a: %{type: "number", description: "First number"},
      b: %{type: "number", description: "Second number"}
    },
    required: ["a", "b"]
  } do
    def execute(%{"a" => a, "b" => b}) do
      result = a * b
      {:ok, %{"content" => [%{"type" => "text", "text" => "#{a} * #{b} = #{result}"}]}}
    end
  end

  deftool :factorial, "Calculate factorial of a number", %{
    type: "object",
    properties: %{
      n: %{type: "integer", description: "Non-negative integer", minimum: 0, maximum: 20}
    },
    required: ["n"]
  } do
    def execute(%{"n" => n}) when n >= 0 do
      result = factorial_calc(n)
      {:ok, %{"content" => [%{"type" => "text", "text" => "#{n}! = #{result}"}]}}
    end

    def execute(%{"n" => n}) do
      {:error, "Invalid input: #{n} must be non-negative"}
    end

    defp factorial_calc(0), do: 1
    defp factorial_calc(n), do: n * factorial_calc(n - 1)
  end
end
Tool Annotations
The deftool macro accepts a 5th argument with options, including :annotations for MCP tool annotations. Annotations are metadata hints for the client about tool behavior:
deftool :read_file, "Read a file from disk", %{
  type: "object",
  properties: %{
    path: %{type: "string", description: "File path to read"}
  },
  required: ["path"]
},
  annotations: %{
    readOnlyHint: true,
    destructiveHint: false,
    idempotentHint: true,
    openWorldHint: false,
    title: "Read File"
  } do
  def execute(%{"path" => path}) do
    case File.read(path) do
      {:ok, content} ->
        {:ok, %{"content" => [%{"type" => "text", "text" => content}]}}
      {:error, reason} ->
        {:error, "Failed to read #{path}: #{inspect(reason)}"}
    end
  end
end
Standard annotation fields:
	Annotation	Type	Description
	title	string	Human-readable display name
	readOnlyHint	boolean	Tool does not modify state
	destructiveHint	boolean	Tool may perform destructive operations
	idempotentHint	boolean	Repeated calls produce the same result
	openWorldHint	boolean	Tool interacts with external entities

Annotations are included in tools/list responses and help clients make informed decisions about tool execution.
What deftool Generates
The macro creates a nested module for each tool:
# deftool :add, ... generates:
defmodule Calculator.Add do
  @name :add
  @description "Add two numbers together"
  @schema %{...}

  def name, do: @name
  def description, do: @description
  def schema, do: @schema

  # Your execute/1 implementation
  def execute(%{"a" => a, "b" => b}), do: ...
end

Tool Schema (JSON Schema Format)
Tool schemas follow JSON Schema draft-07 format with some MCP-specific conventions.
Simple Schema Helper
For common tool patterns, use the simple_schema/1 helper to reduce boilerplate:
alias ClaudeAgentSDK.Tool

# List of atoms - all string properties, all required
Tool.simple_schema([:name, :path])
# => %{type: "object", properties: %{name: %{type: "string"}, path: %{type: "string"}}, required: ["name", "path"]}

# Keyword list with types
Tool.simple_schema(name: :string, count: :number, enabled: :boolean)

# With descriptions
Tool.simple_schema(
  name: {:string, "User's full name"},
  age: {:number, "Age in years"}
)

# Optional fields
Tool.simple_schema(
  name: :string,
  email: {:string, optional: true}
)

# Explicit JSON Schema fragments with descriptions
Tool.simple_schema(
  query: %{type: :string, description: "Search query"},
  limit: %{type: :integer, description: "Maximum result count"}
)
Supported types: :string, :number, :integer, :boolean, :array, :object
0.18.0 accepts explicit schema maps in simple_schema/1, which is the
Elixir equivalent of Python's Annotated[...] parameter descriptions.
Example in deftool:
defmodule Calculator do
  use ClaudeAgentSDK.Tool
  alias ClaudeAgentSDK.Tool

  deftool :add,
          "Add two numbers",
          Tool.simple_schema(
            a: {:number, "First number"},
            b: {:number, "Second number"}
          ) do
    def execute(%{"a" => a, "b" => b}) do
      {:ok, %{"content" => [%{"type" => "text", "text" => "#{a} + #{b} = #{a + b}"}]}}
    end
  end
end
Schema Structure
%{
  type: "object",           # Always "object" for tool inputs
  properties: %{            # Define each input parameter
    param_name: %{
      type: "string",       # Type: string, number, integer, boolean, array, object
      description: "...",   # Human-readable description (shown to Claude)
      enum: ["a", "b"],     # Optional: allowed values
      default: "value"      # Optional: default value
    }
  },
  required: ["param_name"]  # List of required parameters
}
Common Property Types
String
%{
  type: "string",
  description: "A text value",
  minLength: 1,
  maxLength: 1000,
  enum: ["alpha", "beta", "gamma"]
}
Number / Integer
%{
  type: "number",        # or "integer"
  description: "A numeric value",
  minimum: 0,
  maximum: 100,
  exclusiveMinimum: 0,
  exclusiveMaximum: 100
}
Boolean
%{
  type: "boolean",
  description: "True or false",
  default: false
}
Array
%{
  type: "array",
  description: "List of items",
  items: %{type: "string"},  # Type of array elements
  minItems: 1,
  maxItems: 10,
  uniqueItems: true
}
Enum
%{
  type: "string",
  description: "One of the allowed values",
  enum: ["option1", "option2", "option3"]
}
Nested Object
%{
  type: "object",
  properties: %{
    config: %{
      type: "object",
      properties: %{
        enabled: %{type: "boolean"},
        timeout: %{type: "integer"}
      }
    }
  }
}
Complete Schema Example
deftool :search_files, "Search for files matching criteria", %{
  type: "object",
  properties: %{
    directory: %{
      type: "string",
      description: "Directory to search in"
    },
    pattern: %{
      type: "string",
      description: "Glob pattern to match files",
      default: "*"
    },
    recursive: %{
      type: "boolean",
      description: "Search recursively",
      default: true
    },
    file_types: %{
      type: "array",
      description: "File extensions to include",
      items: %{type: "string"},
      default: []
    },
    max_results: %{
      type: "integer",
      description: "Maximum number of results",
      minimum: 1,
      maximum: 1000,
      default: 100
    }
  },
  required: ["directory"]
} do
  def execute(input) do
    # Implementation
  end
end

Tool Execution and Return Values
Success Return Format
Tools must return a tuple with content blocks:
{:ok, %{
  "content" => [
    %{"type" => "text", "text" => "Your result here"}
  ]
}}
Multiple Content Blocks
{:ok, %{
  "content" => [
    %{"type" => "text", "text" => "Primary result"},
    %{"type" => "text", "text" => "Additional information"}
  ]
}}
Error Return Format
For handled errors:
{:error, "Error description"}
For errors that should be visible to Claude:
{:ok, %{
  "content" => [
    %{"type" => "text", "text" => "Error: Invalid input"}
  ],
  "is_error" => true
}}
Return Value Examples
Simple Text Result
def execute(%{"query" => query}) do
  result = perform_search(query)
  {:ok, %{"content" => [%{"type" => "text", "text" => result}]}}
end
JSON Result
def execute(%{"id" => id}) do
  data = fetch_data(id)
  json = Jason.encode!(data, pretty: true)
  {:ok, %{"content" => [%{"type" => "text", "text" => json}]}}
end
Structured Result with Metadata
def execute(input) do
  {result, metadata} = process(input)

  content = """
  ## Result
  #{result}

  ## Metadata
  - Duration: #{metadata.duration_ms}ms
  - Items processed: #{metadata.count}
  """

  {:ok, %{"content" => [%{"type" => "text", "text" => content}]}}
end
Resource Results and Size Hints
0.18.0 forwards resource-style MCP content blocks and Anthropic result-size
metadata:
deftool :read_doc,
        "Read a document",
        Tool.simple_schema(path: %{type: :string, description: "Document path"}),
        max_result_size_chars: 20_000 do
  def execute(%{"path" => path}) do
    {:ok,
     %{
       "content" => [
         %{"type" => "resource_link", "uri" => "file://" <> path, "name" => Path.basename(path)},
         %{"type" => "resource", "resource" => %{"uri" => "file://" <> path, "text" => File.read!(path)}}
       ]
     }}
  end
end
The SDK advertises max_result_size_chars as
_meta["anthropic/maxResultSizeChars"]. Tool results preserve isError and
is_error so adapters can surface tool failures without losing MCP shape.
Error Handling
def execute(%{"file_path" => path}) do
  case File.read(path) do
    {:ok, content} ->
      {:ok, %{"content" => [%{"type" => "text", "text" => content}]}}

    {:error, :enoent} ->
      {:error, "File not found: #{path}"}

    {:error, :eacces} ->
      {:ok, %{
        "content" => [%{"type" => "text", "text" => "Permission denied: #{path}"}],
        "is_error" => true
      }}

    {:error, reason} ->
      {:error, "Failed to read file: #{inspect(reason)}"}
  end
end

Creating SDK MCP Servers
Use ClaudeAgentSDK.create_sdk_mcp_server/1 to create in-process MCP servers.
Basic Usage
server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "my-tools",
  version: "1.0.0",
  tools: [MyTools.Add, MyTools.Multiply]
)
Server Configuration
	Option	Type	Required	Description
	name	String	Yes	Unique server identifier
	version	String	No	Server version (defaults to 1.0.0)
	tools	List	Yes	List of tool modules
	supervisor	pid/name	No	DynamicSupervisor to start the registry under; omitted uses the SDK's internal SDK MCP supervisor

Server Structure
The returned server map contains:
%{
  type: :sdk,                    # Identifies as SDK MCP server
  name: "my-tools",              # Server name
  version: "1.0.0",              # Server version
  registry_pid: #PID<0.123.0>    # Tool registry process
}
Without :supervisor, the returned registry_pid runs under the SDK's internal
SDK MCP supervisor and stays alive independently of the creating process.
Direct registry calls use string tool names:
{:ok, result} =
  ClaudeAgentSDK.Tool.Registry.execute_tool(server.registry_pid, "add", %{"a" => 1, "b" => 2})
Using with Options
defmodule MathServer do
  def create do
    ClaudeAgentSDK.create_sdk_mcp_server(
      name: "math",
      version: "1.0.0",
      tools: [Calculator.Add, Calculator.Multiply, Calculator.Factorial]
    )
  end
end

# In your query
server = MathServer.create()

options = %ClaudeAgentSDK.Options{
  mcp_servers: %{"math" => server},
  allowed_tools: ["mcp__math__add", "mcp__math__multiply", "mcp__math__factorial"],
  permission_mode: :bypass_permissions
}

ClaudeAgentSDK.query("What is 15 + 27, then multiply by 3?", options)
|> Enum.to_list()
You can also pass a JSON string or file path via mcp_servers (alias for mcp_config):
options = %Options{mcp_servers: "/path/to/mcp.json"}
Complete Example
defmodule MyApp.Tools.DateTime do
  use ClaudeAgentSDK.Tool

  deftool :current_time, "Get current time in specified timezone", %{
    type: "object",
    properties: %{
      timezone: %{
        type: "string",
        description: "Timezone (e.g., 'UTC', 'America/New_York')",
        default: "UTC"
      },
      format: %{
        type: "string",
        description: "Output format",
        enum: ["iso8601", "human", "unix"],
        default: "iso8601"
      }
    },
    required: []
  } do
    def execute(%{"timezone" => tz, "format" => format}) do
      now = DateTime.utc_now()

      result = case format do
        "iso8601" -> DateTime.to_iso8601(now)
        "human" -> Calendar.strftime(now, "%B %d, %Y at %H:%M:%S")
        "unix" -> DateTime.to_unix(now) |> to_string()
      end

      {:ok, %{"content" => [%{"type" => "text", "text" => "Current time (#{tz}): #{result}"}]}}
    end

    def execute(input) do
      execute(Map.merge(%{"timezone" => "UTC", "format" => "iso8601"}, input))
    end
  end
end

defmodule MyApp.ToolServer do
  alias MyApp.Tools.DateTime

  def start do
    ClaudeAgentSDK.create_sdk_mcp_server(
      name: "datetime",
      version: "1.0.0",
      tools: [DateTime.CurrentTime]
    )
  end
end

# Usage
server = MyApp.ToolServer.start()

options = %ClaudeAgentSDK.Options{
  mcp_servers: %{"datetime" => server},
  allowed_tools: ["mcp__datetime__current_time"]
}

ClaudeAgentSDK.query("What time is it?", options)

Tool Naming Convention
MCP tools follow a strict naming convention: mcp__<server>__<tool>
Format
mcp__<server_name>__<tool_name>
     ^           ^
     |           |
     |           +-- Double underscore separator
     +-- Prefix for MCP tools
Examples
	Server Name	Tool Name	Full Tool Name
	calculator	add	mcp__calculator__add
	math-tools	multiply	mcp__math-tools__multiply
	my_server	do_something	mcp__my_server__do_something

Using Tool Names
In allowed_tools
options = %Options{
  mcp_servers: %{"calc" => server},
  allowed_tools: [
    "mcp__calc__add",
    "mcp__calc__multiply",
    "mcp__calc__divide"
  ]
}
In Hooks
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

hooks = %{
  pre_tool_use: [
    # Match specific MCP tool
    Matcher.new("mcp__calc__add", [&log_add/3]),

    # Match known tools from a server with an explicit alternation string
    Matcher.new("mcp__calc__add|mcp__calc__multiply", [&audit_calc/3]),

    # Match all MCP tools
    Matcher.new("*", [&log_mcp_usage/3])
  ]
}
Tool Name in Hook Input
def my_hook(input, _tool_use_id, _context) do
  case input["tool_name"] do
    "mcp__calc__add" -> handle_add(input)
    "mcp__calc__multiply" -> handle_multiply(input)
    _ -> Output.allow()
  end
end

Using External MCP Servers
External MCP servers run as separate processes and communicate via stdio transport.
Basic Configuration
external_server = %{
  type: :stdio,
  command: "npx",
  args: ["-y", "@modelcontextprotocol/server-filesystem", "/path/to/files"]
}

options = %ClaudeAgentSDK.Options{
  mcp_servers: %{"filesystem" => external_server}
}
Server Configuration Fields
	Field	Type	Required	Description
	type	:stdio	Yes	Transport type (currently only stdio)
	command	String	Yes	Command to execute
	args	List	No	Command arguments
	env	Map	No	Environment variables

Common External Servers
Filesystem Server
%{
  type: :stdio,
  command: "npx",
  args: ["-y", "@modelcontextprotocol/server-filesystem", "/home/user/projects"]
}
GitHub Server
%{
  type: :stdio,
  command: "npx",
  args: ["-y", "@modelcontextprotocol/server-github"],
  env: %{"GITHUB_TOKEN" => System.get_env("GITHUB_TOKEN")}
}
Custom Server
%{
  type: :stdio,
  command: "python",
  args: ["-m", "my_mcp_server"],
  env: %{"CONFIG_PATH" => "/etc/my_server/config.json"}
}
Combining SDK and External Servers
# SDK MCP server
calc_server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "calc",
  version: "1.0.0",
  tools: [Calculator.Add, Calculator.Multiply]
)

# External MCP server
fs_server = %{
  type: :stdio,
  command: "npx",
  args: ["-y", "@modelcontextprotocol/server-filesystem", "/tmp/workspace"]
}

options = %ClaudeAgentSDK.Options{
  mcp_servers: %{
    "calc" => calc_server,
    "filesystem" => fs_server
  },
  allowed_tools: [
    "mcp__calc__add",
    "mcp__calc__multiply",
    "mcp__filesystem__read_file",
    "mcp__filesystem__write_file"
  ]
}

Combining MCP with Hooks and Permissions
MCP tools integrate seamlessly with the SDK's hook and permission systems.
Pre-Tool Hooks for MCP
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

def validate_mcp_tool(input, _tool_use_id, _context) do
  case input do
    %{"tool_name" => "mcp__calc__" <> _op, "tool_input" => params} ->
      # Validate numeric inputs
      if valid_numbers?(params) do
        Output.allow()
      else
        Output.deny("Invalid numeric input")
      end

    _ ->
      Output.allow()
  end
end

hooks = %{
  pre_tool_use: [
    Matcher.new("mcp__calc__.*", [&validate_mcp_tool/3])
  ]
}
Post-Tool Hooks for Auditing
def audit_mcp_usage(input, tool_use_id, _context) do
  Logger.info("MCP Tool Used",
    tool: input["tool_name"],
    tool_use_id: tool_use_id,
    input: input["tool_input"],
    result: input["tool_response"]
  )

  %{}  # Don't modify behavior
end

hooks = %{
  post_tool_use: [
    Matcher.new("mcp__.*", [&audit_mcp_usage/3])
  ]
}
Permission Callbacks
alias ClaudeAgentSDK.Permission.Result

permission_callback = fn context ->
  case context.tool_name do
    "mcp__filesystem__write_file" ->
      # Only allow writes to specific directory
      path = context.tool_input["path"]
      if String.starts_with?(path, "/tmp/workspace/") do
        Result.allow()
      else
        Result.deny("Writes only allowed in /tmp/workspace/")
      end

    "mcp__calc__" <> _ ->
      # Always allow calculator tools
      Result.allow()

    _ ->
      Result.allow()
  end
end

options = %ClaudeAgentSDK.Options{
  mcp_servers: %{"calc" => calc_server, "filesystem" => fs_server},
  can_use_tool: permission_callback,
  permission_mode: :default
}
Complete Integration Example
defmodule MyApp.SecureMCPSetup do
  alias ClaudeAgentSDK.{Options, Permission.Result}
  alias ClaudeAgentSDK.Hooks.{Matcher, Output}

  def build_options do
    calc_server = build_calc_server()
    hooks = build_hooks()
    permission_callback = build_permission_callback()

    %Options{
      mcp_servers: %{"calc" => calc_server},
      allowed_tools: ["mcp__calc__add", "mcp__calc__multiply"],
      hooks: hooks,
      can_use_tool: permission_callback,
      permission_mode: :default
    }
  end

  defp build_calc_server do
    ClaudeAgentSDK.create_sdk_mcp_server(
      name: "calc",
      version: "1.0.0",
      tools: [Calculator.Add, Calculator.Multiply]
    )
  end

  defp build_hooks do
    %{
      pre_tool_use: [
        # Log all MCP tool invocations
        Matcher.new("mcp__.*", [&log_invocation/3]),
        # Validate calculator inputs
        Matcher.new("mcp__calc__.*", [&validate_numbers/3])
      ],
      post_tool_use: [
        # Audit all MCP results
        Matcher.new("mcp__.*", [&audit_result/3])
      ]
    }
  end

  defp build_permission_callback do
    fn context ->
      # Add rate limiting for MCP tools
      if rate_limit_exceeded?(context.tool_name) do
        Result.deny("Rate limit exceeded")
      else
        Result.allow()
      end
    end
  end

  defp log_invocation(input, tool_use_id, _context) do
    IO.puts("[MCP] Invoking #{input["tool_name"]} (#{tool_use_id})")
    %{}
  end

  defp validate_numbers(%{"tool_input" => params}, _id, _ctx) do
    if Enum.all?(Map.values(params), &is_number/1) do
      Output.allow()
    else
      Output.deny("All inputs must be numbers")
    end
  end
  defp validate_numbers(_, _, _), do: Output.allow()

  defp audit_result(input, tool_use_id, _context) do
    IO.puts("[MCP] Completed #{input["tool_name"]} (#{tool_use_id})")
    %{}
  end

  defp rate_limit_exceeded?(_tool_name), do: false
end

Best Practices
Tool Design
	Single Responsibility: Each tool should do one thing well
	Clear Descriptions: Write descriptions that help Claude understand when to use the tool
	Validate Inputs: Use JSON Schema constraints and runtime validation
	Handle Errors Gracefully: Return meaningful error messages

# Good: Clear, focused tool
deftool :get_user_by_id, "Fetch a user record by their unique ID", %{
  type: "object",
  properties: %{
    user_id: %{type: "string", description: "Unique user identifier (UUID format)"}
  },
  required: ["user_id"]
} do
  def execute(%{"user_id" => id}) do
    case Users.get(id) do
      {:ok, user} -> {:ok, %{"content" => [%{"type" => "text", "text" => format_user(user)}]}}
      {:error, :not_found} -> {:error, "User not found: #{id}"}
    end
  end
end

# Bad: Too broad, unclear purpose
deftool :do_stuff, "Does things with data", %{...}
Schema Design
	Use Descriptive Property Names: Self-documenting schemas
	Add Descriptions: Help Claude understand each parameter
	Set Constraints: Use min/max, patterns, enums
	Provide Defaults: For optional parameters

# Good: Well-documented schema
%{
  type: "object",
  properties: %{
    query: %{
      type: "string",
      description: "Search query string",
      minLength: 1,
      maxLength: 500
    },
    limit: %{
      type: "integer",
      description: "Maximum results to return",
      minimum: 1,
      maximum: 100,
      default: 10
    },
    sort_order: %{
      type: "string",
      description: "Result ordering",
      enum: ["asc", "desc"],
      default: "desc"
    }
  },
  required: ["query"]
}
Error Handling
	Pattern Match Inputs: Handle unexpected input gracefully
	Use is_error Flag: For errors Claude should know about
	Provide Context: Help Claude understand what went wrong

def execute(%{"file_path" => path}) do
  case File.read(path) do
    {:ok, content} ->
      {:ok, %{"content" => [%{"type" => "text", "text" => content}]}}

    {:error, :enoent} ->
      {:ok, %{
        "content" => [%{"type" => "text", "text" => "File not found: #{path}. Please check the path and try again."}],
        "is_error" => true
      }}

    {:error, :eacces} ->
      {:ok, %{
        "content" => [%{"type" => "text", "text" => "Permission denied reading: #{path}"}],
        "is_error" => true
      }}

    {:error, reason} ->
      {:error, "Unexpected error reading #{path}: #{inspect(reason)}"}
  end
end

# Always handle unmatched patterns
def execute(input) do
  {:error, "Invalid input format: #{inspect(input)}"}
end
Security
	Validate All Inputs: Never trust user/Claude input
	Use Hooks for Authorization: Integrate with your auth system
	Limit Scope: Only expose necessary functionality
	Audit Usage: Log tool invocations for monitoring

# Security hook example
def security_check(input, _tool_use_id, context) do
  tool = input["tool_name"]
  user = context["user_id"]

  if authorized?(user, tool) do
    Output.allow()
  else
    Logger.warn("Unauthorized tool access", tool: tool, user: user)
    Output.deny("Not authorized to use #{tool}")
  end
end
Performance
	Keep Tools Fast: Aim for < 100ms execution time
	Use Async for Slow Operations: Spawn tasks for long-running work
	Cache When Appropriate: Avoid redundant computations
	Set Timeouts: Prevent hanging operations

def execute(%{"url" => url}) do
  # Use Task with timeout for external calls
  task = Task.async(fn -> HTTPClient.get(url) end)

  case Task.yield(task, 5000) || Task.shutdown(task) do
    {:ok, {:ok, response}} ->
      {:ok, %{"content" => [%{"type" => "text", "text" => response.body}]}}

    {:ok, {:error, reason}} ->
      {:error, "HTTP request failed: #{reason}"}

    nil ->
      {:error, "Request timed out after 5 seconds"}
  end
end
Naming Conventions
	Use snake_case for Tool Names: calculate_total, not calculateTotal
	Use Descriptive Server Names: user-management, not um
	Group Related Tools: Single server with multiple related tools

# Good: Organized tool groupings
defmodule UserTools do
  use ClaudeAgentSDK.Tool

  deftool :get_user, "...", %{...}
  deftool :create_user, "...", %{...}
  deftool :update_user, "...", %{...}
  deftool :delete_user, "...", %{...}
end

server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "user-management",
  version: "1.0.0",
  tools: [UserTools.GetUser, UserTools.CreateUser, UserTools.UpdateUser, UserTools.DeleteUser]
)

Examples
See these example files for working implementations:
	examples/sdk_mcp_tools_live.exs - Basic SDK MCP tools
	examples/advanced_features/sdk_mcp_live_demo.exs - Comprehensive MCP demo
	examples/streaming_tools/sdk_mcp_streaming.exs - Streaming with MCP tools


Quick Reference
Create a Tool
defmodule MyTool do
  use ClaudeAgentSDK.Tool

  deftool :name, "description", %{type: "object", properties: %{...}} do
    def execute(input), do: {:ok, %{"content" => [%{"type" => "text", "text" => "result"}]}}
  end
end
Create a Server
server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "server-name",
  version: "1.0.0",
  tools: [MyTool.Name]
)
Use in Query
options = %ClaudeAgentSDK.Options{
  mcp_servers: %{"server-name" => server},
  allowed_tools: ["mcp__server-name__name"]
}

ClaudeAgentSDK.query("prompt", options)

Documentation
MCP Status API
Query the MCP server status at runtime:
{:ok, status} = ClaudeAgentSDK.Client.get_mcp_status(client)
IO.inspect(status, label: "MCP status")
Async Tool Dispatch
SDK MCP tools/call requests are dispatched asynchronously via TaskSupervisor, so long-running tool execution no longer blocks the Client callback path. Configure the execution timeout via application config:
config :claude_agent_sdk, tool_execution_timeout_ms: 30_000

Documentation
	Hooks Guide: hooks.md
	Configuration Guide: configuration.md
	Permissions Guide: permissions.md


Need Help?
iex> h ClaudeAgentSDK.Tool
iex> h ClaudeAgentSDK.create_sdk_mcp_server
iex> h ClaudeAgentSDK.Options


  

    Permissions Guide

The Claude Agent SDK for Elixir provides a comprehensive permission system for controlling tool execution at runtime. This guide covers permission modes, callbacks, input modification, and best practices for securing your Claude agent integrations.
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Understanding Permission Modes
The SDK supports seven permission modes that control how tool permissions are handled. Set the mode using the permission_mode option:
options = %ClaudeAgentSDK.Options{
  permission_mode: :default  # or :accept_edits, :plan, :bypass_permissions, :auto, :dont_ask, :manual
}
The :manual mode (CLI manual) requires each tool call to be resolved
manually. The can_use_tool context is enriched with decision_reason,
title, display_name, description, and request_id (in addition to
tool_use_id, agent_id, blocked_path, and suggestions) so richer
permission prompts can be rendered.
Note: when can_use_tool is configured alongside a whole-tool allowed_tools
grant (e.g. "Read"), skills: :all, or :bypass_permissions, the callback
is shadowed and never fires — the SDK emits a warning in this case.

:default Mode
The CLI uses its standard permission flow. For built-in tools, this is the recommended mode when using can_use_tool.
options = %ClaudeAgentSDK.Options{
  permission_mode: :default,
  can_use_tool: &my_permission_callback/1
}
:auto Mode
Uses the current Claude CLI auto permission behavior. This mode is available in current Claude CLI builds even though some upstream docs and SDKs still lag it.
options = %ClaudeAgentSDK.Options{
  permission_mode: :auto,
  can_use_tool: &my_permission_callback/1
}
:accept_edits Mode
Edit operations (Write, Edit, MultiEdit) are automatically allowed without invoking the permission callback. Other tools still go through the callback. Useful when you trust file modifications but want to control other operations.
options = %ClaudeAgentSDK.Options{
  permission_mode: :accept_edits,
  can_use_tool: &my_permission_callback/1
}
:plan Mode
Claude creates a plan before execution, shows it to the user, then executes after approval. For built-in tool decisions, prefer :default.
options = %ClaudeAgentSDK.Options{
  permission_mode: :plan,
  can_use_tool: &my_permission_callback/1
}
:bypass_permissions Mode
All tools are allowed without invoking the permission callback. Use only in trusted environments (e.g., development, sandboxed containers).
options = %ClaudeAgentSDK.Options{
  permission_mode: :bypass_permissions
}
:dont_ask Mode
Disables permission prompts so tools proceed without callback involvement. Use with caution in trusted environments.
options = %ClaudeAgentSDK.Options{
  permission_mode: :dont_ask
}
Comparison Table
	Mode	Edit Tools	Other Tools	Use Case
	:default	CLI flow	CLI flow	Built-in tool permissions
	:accept_edits	Auto-allow	Callback	Trusted file operations
	:plan	Plan + approval	Plan + approval	Review-before-execute workflows
	:bypass_permissions	Auto-allow	Auto-allow	Development/sandboxed
	:auto	CLI auto flow	CLI auto flow	Match current CLI auto mode
	:dont_ask	Auto-allow	Auto-allow	No prompt / headless flows


Permission Callback (can_use_tool)
The can_use_tool option accepts a callback function that receives a Permission.Context and returns a Permission.Result.
Important constraints:
	can_use_tool routes query/2 through the control client (string or streaming prompts).
	can_use_tool cannot be combined with permission_prompt_tool; the SDK sets permission_prompt_tool to "stdio" internally.
	For built-in tool permissions, use permission_mode: :default, :plan, or :auto.
	can_use_tool enables include_partial_messages automatically so tool events stream to the SDK.
	Hook-based fallback only applies when the CLI does not emit can_use_tool, and it ignores updated_permissions.
	:delegate is intentionally not supported as a CLI permission mode because current Claude CLI builds reject --permission-mode delegate.

Troubleshooting Missing Callbacks
If your callback never fires, the CLI may not be emitting can_use_tool or hook callbacks for tool use. This is a known behavior on some Claude CLI builds. Run examples/advanced_features/permissions_live.exs to verify your CLI and confirm the control protocol is emitting callbacks.
Callback Signature
@spec callback(Permission.Context.t()) :: Permission.Result.t()
Basic Example
alias ClaudeAgentSDK.Permission.{Context, Result}

callback = fn context ->
  case context.tool_name do
    "Bash" ->
      Result.allow()

    "Write" ->
      Result.allow()

    _ ->
      Result.allow()
  end
end

options = %ClaudeAgentSDK.Options{
  permission_mode: :default,
  can_use_tool: callback
}
Complete Example with Logging
alias ClaudeAgentSDK.Permission.{Context, Result}

# Create ETS table for audit logging
audit_log = :ets.new(:permission_audit, [:public, :bag])

callback = fn context ->
  # Log every permission request
  timestamp = DateTime.utc_now() |> DateTime.to_iso8601()
  :ets.insert(audit_log, {timestamp, context.tool_name, context.tool_input})

  case context.tool_name do
    "Bash" ->
      command = context.tool_input["command"] || ""

      if dangerous_command?(command) do
        Result.deny("Dangerous command pattern detected")
      else
        Result.allow()
      end

    "Write" ->
      file_path = context.tool_input["file_path"] || ""

      if allowed_path?(file_path) do
        Result.allow()
      else
        Result.deny("Write operation outside allowed directories")
      end

    _ ->
      Result.allow()
  end
end

defp dangerous_command?(cmd) do
  patterns = ["rm -rf", "sudo", "chmod 777", "dd if=", "mkfs", "> /dev/"]
  Enum.any?(patterns, &String.contains?(cmd, &1))
end

defp allowed_path?(path) do
  allowed_dirs = ["/tmp/", "/home/user/project/", "./"]
  Enum.any?(allowed_dirs, &String.starts_with?(path, &1))
end

Permission.Context Struct
The Permission.Context struct contains all information about the tool being invoked.
Structure
%ClaudeAgentSDK.Permission.Context{
  tool_name: String.t(),        # Name of the tool (e.g., "Bash", "Write", "Read")
  tool_input: map(),            # Input parameters for the tool
  session_id: String.t(),       # Unique session identifier
  suggestions: [map()],         # Permission suggestions from CLI
  blocked_path: String.t(),     # Path that triggered blocking (if applicable)
  signal: AbortSignal.t()       # Optional abort signal reference
}
Note: MCP tool names are always strings of the form mcp__<server>__<tool>; avoid atom matching for MCP tool names.
Accessing Context Fields
callback = fn context ->
  IO.puts("Tool: #{context.tool_name}")
  IO.puts("Session: #{context.session_id}")
  IO.inspect(context.tool_input, label: "Input")

  # Access tool-specific input fields
  case context.tool_name do
    "Bash" ->
      command = context.tool_input["command"]
      IO.puts("Command: #{command}")

    "Write" ->
      path = context.tool_input["file_path"]
      content = context.tool_input["content"]
      IO.puts("Writing #{byte_size(content)} bytes to #{path}")

    "Read" ->
      path = context.tool_input["file_path"]
      IO.puts("Reading: #{path}")

    _ ->
      :ok
  end

  Result.allow()
end
Creating Context Manually (for testing)
alias ClaudeAgentSDK.Permission.Context

context = Context.new(
  tool_name: "Bash",
  tool_input: %{"command" => "ls -la"},
  session_id: "test-session-123"
)

# Or with suggestions
context = Context.new(
  tool_name: "Write",
  tool_input: %{"file_path" => "/etc/hosts", "content" => "data"},
  session_id: "test-session-123",
  suggestions: [
    %{"type" => "deny", "reason" => "System file modification"}
  ]
)
Using Permission Suggestions
The CLI may provide permission suggestions that hint at appropriate actions:
callback = fn context ->
  # Check if CLI suggests denying
  has_deny_suggestion = Enum.any?(context.suggestions, fn suggestion ->
    suggestion["type"] == "deny"
  end)

  if has_deny_suggestion do
    reason = context.suggestions
      |> Enum.find(&(&1["type"] == "deny"))
      |> Map.get("reason", "CLI suggested denial")

    Result.deny(reason)
  else
    Result.allow()
  end
end

Permission.Result Module
The Permission.Result module provides functions to create permission responses.
Allow Results
alias ClaudeAgentSDK.Permission.Result

# Simple allow
Result.allow()

# Allow with modified input
Result.allow(updated_input: %{"file_path" => "/safe/path.txt"})

# Allow with permission updates
Result.allow(
  updated_permissions: [
    %{"type" => "addRules", "tool_name" => "Bash", "behavior" => "deny"}
  ]
)

# Allow with both
Result.allow(
  updated_input: %{"file_path" => "/safe/path.txt"},
  updated_permissions: [
    %{"type" => "setMode", "mode" => "plan", "destination" => "session"}
  ]
)
Deny Results
alias ClaudeAgentSDK.Permission.Result

# Simple deny with reason
Result.deny("Operation not permitted")

# Deny with interrupt (stops entire agent execution)
Result.deny("Critical security violation", interrupt: true)
Result Validation
alias ClaudeAgentSDK.Permission.Result

# Validate a result
result = Result.allow()
:ok = Result.validate(result)

result = Result.deny("reason")
:ok = Result.validate(result)

# Invalid results
{:error, reason} = Result.validate(%{})
Converting to JSON (for debugging)
alias ClaudeAgentSDK.Permission.Result

result = Result.allow(updated_input: %{"key" => "value"})
json_map = Result.to_json_map(result)
# => %{"behavior" => "allow", "updatedInput" => %{"key" => "value"}}

result = Result.deny("Not allowed", interrupt: true)
json_map = Result.to_json_map(result)
# => %{"behavior" => "deny", "message" => "Not allowed", "interrupt" => true}

Permission.Update Module
The Permission.Update module provides structs for programmatically updating permission rules through the control protocol. This matches the Python SDK's PermissionUpdate type.
Update Types
	Type	Description
	:add_rules	Add new permission rules
	:replace_rules	Replace existing rules
	:remove_rules	Remove specific rules
	:set_mode	Change permission mode
	:add_directories	Add allowed directories
	:remove_directories	Remove allowed directories

Destinations
	Destination	Persistence	Scope
	:session	Temporary	Current session only
	:user_settings	Persistent	User-level
	:project_settings	Persistent	Project-level
	:local_settings	Persistent	Local directory

Creating Updates
alias ClaudeAgentSDK.Permission.{Update, RuleValue}

# Add a rule to allow Bash commands
update = Update.add_rules(
  rules: [RuleValue.new("Bash", "echo *")],
  behavior: :allow,
  destination: :session
)

# Set permission mode for the session
update = Update.set_mode(:accept_edits, destination: :session)

# Add allowed directories
update = Update.add_directories(["/tmp/workspace"], destination: :session)

# Remove rules
update = Update.remove_rules(
  rules: [RuleValue.new("Bash")],
  destination: :session
)
Using Updates in Permission Results
alias ClaudeAgentSDK.Permission.{Result, Update, RuleValue}

callback = fn context ->
  case context.tool_name do
    "Bash" ->
      # Allow this command and add a rule for future similar commands
      Result.allow(
        updated_permissions: [
          Update.add_rules(
            rules: [RuleValue.new("Bash", context.tool_input["command"])],
            behavior: :allow,
            destination: :session
          )
        ]
      )

    _ ->
      Result.allow()
  end
end
RuleValue Struct
The RuleValue struct represents a single permission rule:
alias ClaudeAgentSDK.Permission.RuleValue

# Simple rule for a tool
rule = RuleValue.new("Bash")

# Rule with content pattern
rule = RuleValue.new("Bash", "ls *")
rule = RuleValue.new("Write", "/tmp/**")
Serialization
Updates are automatically serialized when used in permission results:
alias ClaudeAgentSDK.Permission.{Update, RuleValue}

update = Update.add_rules(
  rules: [RuleValue.new("Bash", "echo *")],
  behavior: :allow,
  destination: :session
)

Update.to_map(update)
# => %{
#   "type" => "addRules",
#   "rules" => [%{"toolName" => "Bash", "ruleContent" => "echo *"}],
#   "behavior" => "allow",
#   "destination" => "session"
# }

Input Modification and Redirection
One powerful feature of the permission system is the ability to modify tool inputs before execution.
Redirecting File Writes
alias ClaudeAgentSDK.Permission.Result

# Sandbox directory for all writes
sandbox_dir = "/tmp/claude_sandbox"

callback = fn context ->
  case context.tool_name do
    "Write" ->
      original_path = context.tool_input["file_path"]

      # Redirect all writes to sandbox
      safe_path = Path.join(sandbox_dir, Path.basename(original_path))

      # Modify the input
      updated_input = Map.put(context.tool_input, "file_path", safe_path)

      IO.puts("Redirecting: #{original_path} -> #{safe_path}")
      Result.allow(updated_input: updated_input)

    _ ->
      Result.allow()
  end
end
Sanitizing Commands
callback = fn context ->
  case context.tool_name do
    "Bash" ->
      command = context.tool_input["command"] || ""

      # Remove sudo from commands
      sanitized =
        command
        |> String.split()
        |> Enum.reject(&(&1 == "sudo"))
        |> Enum.join(" ")

      if sanitized != command do
        IO.puts("Removed sudo from command")
        updated_input = Map.put(context.tool_input, "command", sanitized)
        Result.allow(updated_input: updated_input)
      else
        Result.allow()
      end

    _ ->
      Result.allow()
  end
end
Adding Required Flags
callback = fn context ->
  case context.tool_name do
    "Bash" ->
      command = context.tool_input["command"] || ""

      # Add safety flags to rm commands
      modified = if String.contains?(command, "rm ") do
        # Add -i (interactive) flag if not present
        if not String.contains?(command, "-i") do
          String.replace(command, "rm ", "rm -i ")
        else
          command
        end
      else
        command
      end

      if modified != command do
        Result.allow(updated_input: Map.put(context.tool_input, "command", modified))
      else
        Result.allow()
      end

    _ ->
      Result.allow()
  end
end

File Path Sandboxing Example
A complete example of implementing file path sandboxing:
defmodule MyApp.FileSandbox do
  @moduledoc """
  Permission callback that enforces file path sandboxing.
  """

  alias ClaudeAgentSDK.Permission.Result

  @allowed_directories [
    "/tmp/claude_workspace",
    "/home/app/projects"
  ]

  @file_commands [
    "cat",
    "head",
    "tail",
    "less",
    "more",
    "vi",
    "vim",
    "nano",
    "rm",
    "mv",
    "cp"
  ]

  def permission_callback(context) do
    case context.tool_name do
      tool when tool in ["Read", "Write", "Edit"] ->
        check_file_access(context)

      "Bash" ->
        check_bash_file_access(context)

      _ ->
        Result.allow()
    end
  end

  defp check_file_access(context) do
    file_path = context.tool_input["file_path"] || ""

    cond do
      forbidden_path?(file_path) ->
        Result.deny("Access to this file path is not allowed")

      not in_allowed_directory?(file_path) ->
        # Redirect to sandbox
        safe_path = sandbox_path(file_path)
        updated_input = Map.put(context.tool_input, "file_path", safe_path)
        Result.allow(updated_input: updated_input)

      true ->
        Result.allow()
    end
  end

  defp check_bash_file_access(context) do
    command = context.tool_input["command"] || ""

    case command_path(command) do
      path when is_binary(path) ->
        if forbidden_path?(path) do
          Result.deny("Bash command attempts to access forbidden file: #{path}")
        else
          Result.allow()
        end

      nil ->
        Result.allow()
    end
  end

  defp command_path(command) do
    case String.split(command) do
      [command_name, path | _rest] when command_name in @file_commands -> path
      _ -> nil
    end
  end

  defp forbidden_path?(path) do
    expanded = Path.expand(path)
    filename = Path.basename(path)

    String.contains?(path, "../") or
      String.starts_with?(expanded, ["/etc/", "/usr/", "/var/"]) or
      String.ends_with?(filename, [".env", ".pem", ".key"]) or
      String.starts_with?(filename, "secrets.")
  end

  defp in_allowed_directory?(path) do
    Enum.any?(@allowed_directories, &String.starts_with?(path, &1))
  end

  defp sandbox_path(original_path) do
    sandbox_dir = List.first(@allowed_directories)
    filename = Path.basename(original_path)
    Path.join(sandbox_dir, filename)
  end
end

# Usage
options = %ClaudeAgentSDK.Options{
  permission_mode: :default,
  can_use_tool: &MyApp.FileSandbox.permission_callback/1
}

Command Blocking Example
A complete example of blocking dangerous bash commands:
defmodule MyApp.CommandPolicy do
  @moduledoc """
  Permission callback that blocks dangerous commands.
  """

  alias ClaudeAgentSDK.Permission.Result

  @dangerous_commands [
    "rm -rf",
    "rm -fr",
    "sudo",
    "chmod 777",
    "chown",
    "dd if=",
    "mkfs",
    "> /dev/",
    "wget",
    "eval",
    "exec",
    ":(){",         # Fork bomb
    "shutdown",
    "reboot",
    "init 0",
    "init 6"
  ]

  def permission_callback(context) do
    case context.tool_name do
      "Bash" ->
        check_command(context)

      _ ->
        Result.allow()
    end
  end

  defp check_command(context) do
    command = context.tool_input["command"] || ""

    cond do
      dangerous_literal?(command) ->
        Result.deny(
          "Command contains dangerous literal",
          interrupt: false
        )

      dangerous_shape?(command) ->
        Result.deny(
          "Command matches dangerous shape",
          interrupt: false
        )

      multiline_suspicious?(command) ->
        Result.deny(
          "Multi-line command with suspicious content",
          interrupt: false
        )

      true ->
        Result.allow()
    end
  end

  defp dangerous_literal?(command) do
    command_lower = String.downcase(command)
    Enum.any?(@dangerous_commands, &String.contains?(command_lower, &1))
  end

  defp dangerous_shape?(command) do
    command_lower = String.downcase(command)

    rm_root?(command_lower) or
      String.contains?(command_lower, "> /dev/") or
      pipe_to_shell?(command_lower, "curl") or
      pipe_to_shell?(command_lower, "wget") or
      String.contains?(command_lower, "\\x") or
      String.contains?(command_lower, "base64 -d")
  end

  defp rm_root?(command) do
    String.contains?(command, ["rm -rf /", "rm -fr /"]) and
      not String.contains?(command, ["rm -rf /tmp", "rm -fr /tmp"])
  end

  defp pipe_to_shell?(command, downloader) do
    String.contains?(command, downloader) and
      String.contains?(command, "|") and
      String.contains?(command, [" sh", " bash"])
  end

  defp multiline_suspicious?(command) do
    lines = String.split(command, "\n")

    if length(lines) > 10 do
      # Long multiline scripts get extra scrutiny
      has_network = Enum.any?(lines, &String.contains?(&1, ["curl", "wget", "nc"]))
      has_exec = Enum.any?(lines, &String.contains?(&1, ["eval", "exec", "$("]))
      has_network and has_exec
    else
      false
    end
  end
end

# Usage
options = %ClaudeAgentSDK.Options{
  permission_mode: :default,
  can_use_tool: &MyApp.CommandPolicy.permission_callback/1
}

# Run query with protection
messages = ClaudeAgentSDK.query(
  "Delete all files in the root directory",
  options
) |> Enum.to_list()

Combining Permissions with Hooks
The permission system works alongside the hooks system. Use both for comprehensive control.
Architecture Overview
User Query
    |
    v
[user_prompt_submit hook] --> Context injection
    |
    v
Claude Processing
    |
    v
Tool Use Request
    |
    v
[Permission Callback] --> Allow/Deny/Modify
    |
    v (if allowed)
[pre_tool_use hook] --> Logging, additional checks
    |
    v
Tool Execution
    |
    v
[post_tool_use hook] --> Audit logging, monitoring
    |
    v
Response to User
Note: Hook fallback only applies when the CLI does not emit can_use_tool.
That fallback ignores updated_permissions; full permission updates still require
direct control callbacks from the CLI.
Combined Example
alias ClaudeAgentSDK.{Options, Hooks.Matcher, Hooks.Output}
alias ClaudeAgentSDK.Permission.Result

# Permission callback for access control
permission_callback = fn context ->
  case context.tool_name do
    "Bash" ->
      if String.contains?(context.tool_input["command"] || "", "rm -rf") do
        Result.deny("Dangerous command blocked by permission policy")
      else
        Result.allow()
      end

    "Write" ->
      if String.starts_with?(context.tool_input["file_path"] || "", "/etc") do
        Result.deny("System file modification not allowed")
      else
        Result.allow()
      end

    _ ->
      Result.allow()
  end
end

# Hook for logging (pre-tool)
log_hook = fn input, tool_use_id, _context ->
  IO.puts("[AUDIT] Tool: #{input["tool_name"]}, ID: #{tool_use_id}")
  Output.allow()
end

# Hook for post-execution monitoring
monitor_hook = fn input, tool_use_id, _context ->
  is_error = get_in(input, ["tool_response", "is_error"]) || false
  status = if is_error, do: "FAILED", else: "SUCCESS"
  IO.puts("[AUDIT] Tool #{input["tool_name"]} (#{tool_use_id}): #{status}")
  %{}  # Don't modify behavior
end

# Combined options
options = %Options{
  permission_mode: :default,
  can_use_tool: permission_callback,
  hooks: %{
    pre_tool_use: [
      Matcher.new("*", [log_hook])
    ],
    post_tool_use: [
      Matcher.new("*", [monitor_hook])
    ]
  }
}
When to Use Permissions vs Hooks
	Aspect	Permissions	Hooks
	Purpose	Access control	Lifecycle events
	Timing	Before execution	Before/after execution
	Can deny	Yes	Yes (pre-tool only)
	Can modify input	Yes	Yes (pre-tool only)
	Can log	Yes	Yes
	Session events	No	Yes (start/end/stop)
	Context injection	No	Yes (user_prompt_submit)

Recommended Pattern
Use permissions for:
	Security policies (allow/deny)
	Input modification/redirection
	Tool-level access control

Use hooks for:
	Audit logging
	Monitoring
	Context injection
	Session lifecycle events
	Post-execution actions


Best Practices
1. Always Validate Inputs
Never trust tool inputs blindly:
callback = fn context ->
  file_path = context.tool_input["file_path"]

  # Validate path exists and is a string
  if is_binary(file_path) and String.length(file_path) > 0 do
    # Normalize path to catch traversal attempts
    normalized = Path.expand(file_path)

    if safe_path?(normalized) do
      Result.allow()
    else
      Result.deny("Path validation failed")
    end
  else
    Result.deny("Invalid file path")
  end
end
2. Use Deny by Default in Production
For production, start restrictive and allow explicitly:
callback = fn context ->
  case context.tool_name do
    "Read" -> Result.allow()
    "Grep" -> Result.allow()
    "Glob" -> Result.allow()

    "Write" ->
      if in_allowed_directory?(context.tool_input["file_path"]) do
        Result.allow()
      else
        Result.deny("Write outside allowed directories")
      end

    "Bash" ->
      if allowed_command?(context.tool_input["command"]) do
        Result.allow()
      else
        Result.deny("Command not in allowlist")
      end

    # Deny unknown tools
    tool ->
      Result.deny("Tool #{tool} is not permitted")
  end
end
3. Log All Permission Decisions
Maintain an audit trail:
defmodule MyApp.AuditedPermissions do
  require Logger
  alias ClaudeAgentSDK.Permission.Result

  def callback(context) do
    result = do_permission_check(context)

    # Log the decision
    Logger.info("Permission check",
      tool: context.tool_name,
      session: context.session_id,
      decision: result.behavior,
      reason: result.message
    )

    result
  end

  defp do_permission_check(context) do
    # Your permission logic here
    Result.allow()
  end
end
4. Handle Exceptions Gracefully
Permission callbacks should never crash:
callback = fn context ->
  try do
    do_permission_check(context)
  rescue
    e ->
      Logger.error("Permission callback error: #{Exception.message(e)}")
      # Fail closed - deny on error
      Result.deny("Permission check failed due to internal error")
  end
end
5. Use Permission Modes Appropriately
	Environment	Recommended Mode
	Development	:bypass_permissions or :accept_edits
	Testing	:default with test callback
	Staging	:default or :plan
	Production	:default with strict callback

6. Implement Rate Limiting
Prevent abuse with rate limiting:
defmodule MyApp.RateLimitedPermissions do
  use GenServer
  alias ClaudeAgentSDK.Permission.Result

  @max_tools_per_minute 60

  def callback(context) do
    session_id = context.session_id

    case check_rate_limit(session_id) do
      :ok ->
        Result.allow()

      :rate_limited ->
        Result.deny("Rate limit exceeded. Please wait before using more tools.")
    end
  end

  defp check_rate_limit(session_id) do
    # Implementation using ETS or GenServer state
    # Track tool usage per session per minute
    :ok
  end
end
7. Test Permission Callbacks
Write tests for your permission logic:
defmodule MyApp.PermissionTest do
  use ExUnit.Case
  alias ClaudeAgentSDK.Permission.{Context, Result}
  alias MyApp.Permissions

  test "allows safe commands" do
    context = Context.new(
      tool_name: "Bash",
      tool_input: %{"command" => "ls -la"},
      session_id: "test"
    )

    result = Permissions.callback(context)
    assert result.behavior == :allow
  end

  test "denies dangerous commands" do
    context = Context.new(
      tool_name: "Bash",
      tool_input: %{"command" => "rm -rf /"},
      session_id: "test"
    )

    result = Permissions.callback(context)
    assert result.behavior == :deny
    assert result.message =~ "dangerous"
  end

  test "redirects file writes to sandbox" do
    context = Context.new(
      tool_name: "Write",
      tool_input: %{"file_path" => "/etc/passwd", "content" => "test"},
      session_id: "test"
    )

    result = Permissions.callback(context)
    assert result.behavior == :allow
    assert result.updated_input["file_path"] =~ "/tmp/sandbox"
  end
end
8. Document Your Permission Policy
Maintain clear documentation of what's allowed:
defmodule MyApp.Permissions do
  @moduledoc """
  Permission policy for Claude agent.

  ## Allowed Operations

  - Read any file in the project directory
  - Write to /tmp and project directories
  - Run safe bash commands (ls, cat, grep, find, etc.)

  ## Denied Operations

  - System file modifications (/etc, /usr, /var)
  - Destructive commands (rm -rf, mkfs, dd)
  - Network operations (curl, wget) without approval
  - Privilege escalation (sudo, su)

  ## Input Modifications

  - File writes outside allowed dirs are redirected to sandbox
  - Sudo is stripped from commands
  """

  # Implementation...
end

Summary
The Claude Agent SDK permission system provides:
	Permission Modes - Six modes for different security postures
	Permission Callbacks - Full control over tool execution
	Context Information - Complete visibility into tool requests
	Result Types - Allow, deny, or modify tool inputs
	Integration with Hooks - Combine with hooks for comprehensive control

Key takeaways:
	Use :default mode with a permission callback in production
	Always validate and sanitize tool inputs
	Log all permission decisions for auditing
	Handle exceptions gracefully (fail closed)
	Test your permission logic thoroughly
	Combine permissions with hooks for complete control

For more examples, see:
	examples/advanced_features/permissions_live.exs
	examples/hooks/file_policy_enforcement.exs
	examples/hooks/basic_bash_blocking.exs



  

    Configuration Guide

This guide provides comprehensive documentation for configuring the Claude Agent SDK for Elixir. It covers all available options, presets, environment variables, and authentication methods.
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Options Struct Overview
The ClaudeAgentSDK.Options struct is the primary configuration mechanism for SDK requests. All fields are optional and will be omitted from the CLI command if not provided.
%ClaudeAgentSDK.Options{} remains the ergonomic caller-facing surface. The
new schema layer sits underneath it:
	Zoi is the canonical boundary-schema layer for new dynamic option-adjacent
payloads such as initialize envelopes, structured output config, and agent
maps sent over the control lane.
	ClaudeAgentSDK.Schema.Options owns wire-shape validation and normalization
in one place instead of repeating ad hoc Map.get/2 chains across transport
code.
	internal runtime state is not the target of this schema migration; the public
struct and existing option helpers remain the API boundary.

Creating Options
# Using struct syntax
options = %ClaudeAgentSDK.Options{
  max_turns: 5,
  output_format: :stream_json,
  verbose: true
}

# Using new/1 function
options = ClaudeAgentSDK.Options.new(
  max_turns: 5,
  output_format: :stream_json,
  verbose: true
)

# Using OptionBuilder presets
options = ClaudeAgentSDK.OptionBuilder.build_development_options()
Basic Example
options = %ClaudeAgentSDK.Options{
  system_prompt: "You are a helpful coding assistant",
  allowed_tools: ["Read", "Edit", "Bash"],
  permission_mode: :accept_edits,
  cwd: "/path/to/project",
  max_turns: 10
}

ClaudeAgentSDK.query("Refactor this code for better performance", options)
|> Enum.to_list()

Complete Options Reference
Core Options
	Field	Type	Default	Description
	max_turns	integer()	nil	Maximum number of conversation turns
	system_prompt	String.t() | map()	nil	Custom system prompt or preset configuration
	append_system_prompt	String.t()	nil	Additional prompt to append to system prompt
	output_format	atom() | map()	nil	Output format (see Output Formats)
	verbose	boolean()	nil	Enable verbose output
	cwd	String.t()	nil	Working directory for CLI operations
	timeout_ms	integer()	4,500,000	Command timeout in milliseconds (75 minutes)

Model Options
	Field	Type	Default	Description
	model	String.t()	nil	Model selection ("sonnet", "sonnet[1m]", "opus", "opus[1m]", "haiku", or a current full model ID). When omitted, core defaults to "sonnet".
	fallback_model	String.t()	nil	Fallback model when primary is busy
	effort	atom()	nil	Reasoning effort level (:low, :medium, :high, :xhigh, :max). Sonnet supports all except :xhigh; Opus supports all five; Haiku does not emit --effort.
	thinking	map()	nil	Thinking config (%{type: :adaptive}, %{type: :enabled, budget_tokens: N}, %{type: :disabled})
	max_thinking_tokens	pos_integer()	nil	Maximum tokens for model thinking (fallback when thinking is nil)
	provider_backend	atom() | String.t()	nil	Claude backend selector. Use :ollama for Anthropic-compatible Ollama runs.
	external_model_overrides	map()	nil	Canonical Claude-to-external model mapping used by core model resolution.
	anthropic_base_url	String.t()	nil	Anthropic-compatible API base URL override.
	anthropic_auth_token	String.t()	nil	Anthropic-compatible auth token override.

Tool Options
	Field	Type	Default	Description
	tools	list() | map()	nil	Base tools set selection
	allowed_tools	[String.t()]	nil	List of allowed tool names
	disallowed_tools	[String.t()]	nil	List of disallowed tool names

Permission Options
	Field	Type	Default	Description
	permission_mode	atom()	nil	Permission handling mode (see Permission Modes)
	permission_prompt_tool	String.t()	nil	Tool for permission prompts
	can_use_tool	function()	nil	Permission callback function

Note: when can_use_tool is set, the SDK enables include_partial_messages and sets permission_prompt_tool to "stdio" internally.
MCP Options
	Field	Type	Default	Description
	mcp_servers	map() or String.t()	nil	MCP server configurations or JSON/path string (alias for mcp_config)
	mcp_config	String.t()	nil	Path to MCP configuration file
	strict_mcp_config	boolean()	nil	Only use MCP servers from config

Session Options
	Field	Type	Default	Description
	session_id	String.t()	nil	Explicit session ID (UUID)
	continue_conversation	boolean()	nil	Continue most recent conversation
	resume	String.t()	nil	Resume specific session by ID
	fork_session	boolean()	nil	Create new session when resuming
	session_store	module()/pid()	nil	Transcript-mirror store (emits --session-mirror)
	session_store_flush	:batched/:eager	:batched	Mirror flush cadence (:eager persists each frame)
	load_timeout_ms	integer()	60_000	Per-load timeout during store-backed resume
	control_request_timeout_ms	integer()	nil	Per-client timeout for control requests

Streaming / Events Options
	Field	Type	Default	Description
	include_partial_messages	boolean()	nil	Character-level streaming (--include-partial-messages)
	include_hook_events	boolean()	nil	Emit hook lifecycle events as HookEventMessage frames
	files	[map()]	nil	Startup file resources: %{file_id:, path:} → --file file_id:path

Model Override Options
	Field	Type	Default	Description
	allow_unknown_model	boolean()	true	Pass an unregistered model through to --model; set false to require a registered model

SessionStore lifecycle note: persisted session cache is hydrated in a deferred startup step (handle_continue/2).
load_session/1 always falls back to disk, but list/search can be briefly incomplete right after SessionStore boot.
Agent Options
	Field	Type	Default	Description
	agents	map()	nil	Custom agent definitions
	agent	atom()	nil	Active agent name (key from agents map)

Advanced Options
	Field	Type	Default	Description
	hooks	map()	nil	Hook configurations for lifecycle events
	sandbox	map()	nil	Sandbox settings merged into CLI settings
	settings	String.t()	nil	Settings JSON string or file path
	setting_sources	[String.t()]	nil	Setting source locations
	betas	[String.t()]	[]	SDK beta feature flags
	plugins	[map()]	[]	Plugin configurations
	add_dir	[String.t()]	nil	Additional directories for tool access
	add_dirs	[String.t()]	[]	Additional directories (list form)
	max_budget_usd	number()	nil	Maximum budget in USD
	enable_file_checkpointing	boolean()	nil	Enable file checkpointing and rewind

Streaming Options (v0.8.0+)
	Field	Type	Default	Description
	include_partial_messages	boolean()	nil	Enable character-level streaming
	preferred_transport	atom()	nil	Transport selection (:auto, :cli, :control)
	transport_error_mode	atom()	nil	:result (default surface) or :raise for strict transport/decode failures

Internal/Advanced Options
	Field	Type	Default	Description
	executable	String.t()	nil	Custom executable to run (CLI path override)
	executable_args	[String.t()]	nil	Arguments for custom executable
	path_to_claude_code_executable	String.t()	nil	Path to Claude Code CLI (Python cli_path equivalent)
	abort_ref	reference()	nil	Reference for aborting requests
	extra_args	map()	%{}	Additional CLI arguments (boolean true/nil => flag only; false => omit)
	env	map()	%{}	Environment variable overrides
	stderr	function()	nil	Stderr callback function
	user	String.t()	nil	User identifier
	max_buffer_size	pos_integer()	nil	Maximum JSON buffer size (default: 1MB, overflow yields CLIJSONDecodeError)


If you omit max_buffer_size, the SDK enforces a 1MB default across the
core-backed transport lane and sync process parsing to match Python SDK limits.
The stderr callback is invoked for non-JSON stderr lines across query, client, and streaming session flows.
Output Formats
The SDK supports multiple output formats for different use cases.
Standard Formats
	Format	Description	Use Case
	:text	Plain text output	Simple responses, human-readable output
	:json	JSON-formatted output	Structured data, parsing responses
	:stream_json	Streaming JSON	Real-time updates, long-running tasks

Note: SDK query/streaming/client flows always use stream-json for transport parsing. If you set :text or :json, the SDK normalizes the CLI output to stream-json and only forwards --json-schema when provided.
Basic Usage
# Plain text (simplest)
%Options{output_format: :text}

# JSON (structured)
%Options{output_format: :json}

# Streaming JSON (real-time)
%Options{output_format: :stream_json}
JSON Schema (Structured Outputs)
Request validated JSON output by providing a schema:
# Tuple syntax
schema = %{
  "type" => "object",
  "properties" => %{
    "summary" => %{"type" => "string"},
    "score" => %{"type" => "number"}
  },
  "required" => ["summary", "score"]
}

options = %Options{output_format: {:json_schema, schema}}
# Map syntax with explicit type
options = %Options{
  output_format: %{
    type: :json_schema,
    schema: %{
      "type" => "object",
      "properties" => %{
        "title" => %{"type" => "string"},
        "tags" => %{"type" => "array", "items" => %{"type" => "string"}}
      },
      "required" => ["title"]
    },
    output_format: :stream_json  # Optional: base format for streaming
  }
}
Output Format Types
@type output_format :: :text | :json | :stream_json | structured_output_format()

@type structured_output_format ::
  {:json_schema, map()} |
  %{
    type: :json_schema | String.t(),
    schema: map(),
    output_format: :json | :stream_json | String.t()  # optional
  }

Model Selection
The SDK supports all Claude models with convenient shorthand names.
For details on the config-driven model registry, adding custom models at
runtime, and thinking tokens, see the Model Configuration guide.
Available Models
Active model selection is owned by cli_subprocess_core.
For the native Claude backend, use canonical Claude names such as sonnet,
sonnet[1m], opus, opus[1m], and haiku.
For the Claude :ollama backend, either:
	pass a direct external model id such as llama3.2
	or keep canonical Claude names and map them with external_model_overrides

Example:
options =
  ClaudeAgentSDK.Options.new(
    provider_backend: :ollama,
    anthropic_base_url: "http://localhost:11434",
    external_model_overrides: %{"haiku" => "llama3.2"},
    model: "haiku"
  )
When the resolved payload comes from an external backend, the SDK does not emit
Claude-native --effort.
	Shorthand	Model	CLI/API alias	Supported effort
	"sonnet"	Claude Sonnet 5	claude-sonnet-5 (also claude-sonnet-4-6)	:low, :medium, :high, :xhigh, :max
	"sonnet[1m]"	Claude Sonnet 5 with 1M context	claude-sonnet-5[1m]	:low, :medium, :high, :xhigh, :max
	"opus"	Claude Opus 4.8	claude-opus-4-8 (also claude-opus-4-7)	:low, :medium, :high, :xhigh, :max
	"opus[1m]"	Claude Opus 4.8 with 1M context	claude-opus-4-8[1m]	:low, :medium, :high, :xhigh, :max
	"fable"	Claude Fable 5	claude-fable-5	:low, :medium, :high, :xhigh, :max
	"haiku"	Claude Haiku 4.5	claude-haiku-4-5 or claude-haiku-4-5-20251001	none

Model Configuration
# Using shorthand
options = %Options{model: "sonnet"}

# Using full model name (see Model Configuration guide for all valid IDs)
options = %Options{model: "claude-sonnet-4-6"}

# With fallback model
options = %Options{
  model: "opus",
  fallback_model: "sonnet"
}
Using OptionBuilder
# Maximum capability
options = ClaudeAgentSDK.OptionBuilder.with_opus()

# Balanced performance
options = ClaudeAgentSDK.OptionBuilder.with_sonnet()

# Fast responses
options = ClaudeAgentSDK.OptionBuilder.with_haiku()

# Add model to existing options
options = ClaudeAgentSDK.OptionBuilder.build_development_options()
|> ClaudeAgentSDK.OptionBuilder.with_model("opus", "sonnet")
Model Selection Comparison
	Model	Speed	Cost	Capability	Recommended For
	Haiku	Fastest	Lowest	Good	Quick queries, high volume
	Sonnet	Balanced	Medium	Great	Most use cases
	Opus	Slowest	Highest	Best	Complex tasks, detailed analysis


Tool Configuration
Control which tools Claude can use during execution.
Available Built-in Tools
	Tool	Description	Risk Level
	"Read"	Read file contents	Low
	"Write"	Create/overwrite files	Medium
	"Edit"	Modify existing files	Medium
	"Bash"	Execute shell commands	High
	"Grep"	Search file contents	Low
	"Find"	Find files by pattern	Low
	"Glob"	Pattern-based file matching	Low

Allowing Specific Tools
# Only allow read operations
options = %Options{
  allowed_tools: ["Read", "Grep", "Find"]
}

# Allow file modifications
options = %Options{
  allowed_tools: ["Read", "Write", "Edit"]
}

# Full access (development only)
options = %Options{
  allowed_tools: ["Bash", "Read", "Write", "Edit", "Grep", "Find"]
}
Disallowing Specific Tools
# Prevent dangerous operations
options = %Options{
  disallowed_tools: ["Bash", "Write", "Edit"]
}

# Combine allowed and disallowed
options = %Options{
  allowed_tools: ["Read", "Write", "Grep"],
  disallowed_tools: ["Bash"]
}
Tools Preset Configuration
# Use Claude Code default tools
options = %Options{
  tools: %{type: :preset, preset: :claude_code}
}

# Explicit tool list
options = %Options{
  tools: ["Read", "Edit"]
}

# Disable all built-in tools
options = %Options{
  tools: []
}
MCP Tool Configuration
# SDK MCP server (in-process)
server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "calculator",
  version: "1.0.0",
  tools: [MyTools.Add, MyTools.Multiply]
)

options = %Options{
  mcp_servers: %{"calc" => server},
  allowed_tools: ["mcp__calc__add", "mcp__calc__multiply"]
}

# External MCP server (subprocess)
external_server = %{
  type: :stdio,
  command: "npx",
  args: ["-y", "@modelcontextprotocol/server-filesystem", "/path/to/files"]
}

options = %Options{
  mcp_servers: %{"filesystem" => external_server}
}
mcp_servers also accepts a JSON string or file path (alias for mcp_config):
options = %Options{mcp_servers: "/path/to/mcp.json"}

Sandbox Settings
Configure sandboxed execution for safe, isolated operations.
Basic Sandbox Configuration
options = %Options{
  sandbox: %{
    enabled: true,
    allowed_paths: ["/tmp/sandbox", "/home/user/safe"],
    denied_paths: ["/etc", "/root"],
    network_disabled: true
  }
}
Structured Network Configuration
The sandbox map maps the typed snake_case schema (ClaudeAgentSDK.Config.Sandbox)
to the CLI's camelCase settings JSON. A map that already uses camelCase keys is
passed through unchanged (back-compat):
options = %Options{
  sandbox: %{
    enabled: true,
    excluded_commands: ["rm"],
    network: %{
      allowed_domains: ["api.example.com"],
      denied_domains: ["evil.example"],
      allow_managed_domains_only: false,
      allow_unix_sockets: ["/var/run/app.sock"],
      allow_mach_lookup: ["com.apple.*"],
      http_proxy_port: 8080,
      socks_proxy_port: 1080
    },
    ignore_violations: %{file: [], network: []}
  }
}
Using OptionBuilder Sandbox Preset
# Create sandboxed environment
options = ClaudeAgentSDK.OptionBuilder.sandboxed("/tmp/sandbox")

# Sandbox with custom tools
options = ClaudeAgentSDK.OptionBuilder.sandboxed(
  "/tmp/safe",
  ["Read", "Write", "Grep"]
)
Sandbox with Bypass Permissions
# Safe within sandbox, all tools auto-allowed
options = %Options{
  cwd: "/tmp/isolated",
  permission_mode: :bypass_permissions,
  allowed_tools: ["Read", "Write"],
  disallowed_tools: ["Bash"],
  sandbox: %{
    enabled: true,
    root: "/tmp/isolated"
  }
}

OptionBuilder Presets
The ClaudeAgentSDK.OptionBuilder module provides pre-configured option sets for common scenarios.
Environment Presets
Development
Best for local development, debugging, and experimentation.
options = ClaudeAgentSDK.OptionBuilder.build_development_options()
	Setting	Value
	max_turns	10
	verbose	true
	output_format	:stream_json
	allowed_tools	["Bash", "Read", "Write", "Edit", "Grep", "Find"]
	permission_mode	:accept_edits

Staging
Best for CI/CD pipelines, automated testing, and code review.
options = ClaudeAgentSDK.OptionBuilder.build_staging_options()
	Setting	Value
	max_turns	5
	verbose	false
	output_format	:json
	allowed_tools	["Read"]
	disallowed_tools	["Bash", "Write", "Edit"]
	permission_mode	:plan

Production
Best for production monitoring, read-only analysis, and customer-facing features.
options = ClaudeAgentSDK.OptionBuilder.build_production_options()
	Setting	Value
	max_turns	3
	verbose	false
	output_format	:stream_json
	allowed_tools	["Read"]
	disallowed_tools	["Bash", "Write", "Edit", "Grep", "Find"]
	permission_mode	:plan

Auto-Select by Mix Environment
# Automatically selects based on Mix.env()
options = ClaudeAgentSDK.OptionBuilder.for_environment()
# :dev -> development options
# :test -> staging options
# :prod -> production options
Use-Case Presets
Analysis
Best for code reviews, security audits, and quality analysis.
options = ClaudeAgentSDK.OptionBuilder.build_analysis_options()
	Setting	Value
	max_turns	7
	output_format	:stream_json
	allowed_tools	["Read", "Grep", "Find"]
	disallowed_tools	["Write", "Edit", "Bash"]
	permission_mode	:plan

Documentation
Best for API docs, README generation, and code documentation.
options = ClaudeAgentSDK.OptionBuilder.build_documentation_options()
	Setting	Value
	max_turns	8
	output_format	:stream_json
	allowed_tools	["Read", "Write", "Grep"]
	disallowed_tools	["Bash", "Edit"]
	permission_mode	:accept_edits

Testing
Best for unit test creation, test analysis, and quality assurance.
options = ClaudeAgentSDK.OptionBuilder.build_testing_options()
	Setting	Value
	max_turns	6
	output_format	:stream_json
	allowed_tools	["Read", "Write", "Grep"]
	disallowed_tools	["Bash", "Edit"]
	permission_mode	:accept_edits

Chat
Best for help desk, documentation queries, and general assistance.
options = ClaudeAgentSDK.OptionBuilder.build_chat_options()
	Setting	Value
	max_turns	1
	output_format	:text
	allowed_tools	[]
	disallowed_tools	["Bash", "Read", "Write", "Edit", "Grep", "Find"]
	permission_mode	:plan

Quick
Best for simple questions, quick checks, and lightweight operations.
options = ClaudeAgentSDK.OptionBuilder.quick()
	Setting	Value
	max_turns	1
	output_format	:text
	allowed_tools	[]
	permission_mode	:plan

Preset Comparison Table
	Preset	max_turns	Tools	Permission Mode	Use Case
	Development	10	All	accept_edits	Local dev
	Staging	5	Read-only	plan	CI/CD
	Production	3	Read-only	plan	Production
	Analysis	7	Read, Search	plan	Code review
	Documentation	8	Read, Write	accept_edits	Doc generation
	Testing	6	Read, Write	accept_edits	Test generation
	Chat	1	None	plan	Simple Q&A
	Quick	1	None	plan	Fast queries

Builder Utilities
Merging Options
# Merge with preset name
options = ClaudeAgentSDK.OptionBuilder.merge(:development, %{max_turns: 15})

# Merge with existing options
base = ClaudeAgentSDK.OptionBuilder.build_chat_options()
options = ClaudeAgentSDK.OptionBuilder.merge(base, %{max_turns: 3})
Chainable Builders
options = ClaudeAgentSDK.OptionBuilder.build_development_options()
|> ClaudeAgentSDK.OptionBuilder.with_working_directory("/project")
|> ClaudeAgentSDK.OptionBuilder.with_system_prompt("You are an expert")
|> ClaudeAgentSDK.OptionBuilder.with_additional_tools(["Grep"])
|> ClaudeAgentSDK.OptionBuilder.with_turn_limit(15)
Validation
options = ClaudeAgentSDK.OptionBuilder.build_development_options()

case ClaudeAgentSDK.OptionBuilder.validate(options) do
  {:ok, options} ->
    IO.puts("Options valid")

  {:warning, options, warnings} ->
    IO.puts("Warnings: #{inspect(warnings)}")

  {:error, reason} ->
    IO.puts("Invalid: #{reason}")
end
Available Presets
ClaudeAgentSDK.OptionBuilder.available_presets()
# => [:development, :staging, :production, :analysis, :chat, :documentation, :testing]

Environment Variables
Authentication Variables
	Variable	Description	Priority
	ANTHROPIC_API_KEY	Anthropic API key	Primary
	CLAUDE_AGENT_OAUTH_TOKEN	OAuth token from claude login	Primary

Provider Selection
	Variable	Value	Description
	CLAUDE_AGENT_USE_BEDROCK	"1"	Use AWS Bedrock
	CLAUDE_AGENT_USE_VERTEX	"1"	Use Google Vertex AI

AWS Bedrock Credentials
	Variable	Description
	AWS_ACCESS_KEY_ID	AWS access key ID
	AWS_SECRET_ACCESS_KEY	AWS secret access key
	AWS_PROFILE	AWS profile name
	AWS_REGION	AWS region

Google Vertex AI Credentials
	Variable	Description
	GOOGLE_APPLICATION_CREDENTIALS	Path to service account JSON
	GOOGLE_CLOUD_PROJECT	GCP project ID

SDK Internal Variables
	Variable	Description
	CLAUDE_CODE_ENTRYPOINT	Set automatically to "sdk-elixir"
	CLAUDE_AGENT_SDK_VERSION	Current SDK version

Setting Environment Variables in Options
options = %Options{
  env: %{
    "CUSTOM_VAR" => "value",
    "DEBUG" => "true"
  }
}
Options.env, ambient shell variables, and native login discovery are
standalone compatibility mechanisms. Governed launch callers pass
Options.governed_authority; while governed, the SDK rejects caller-provided
env, cwd, executable, provider backend, base URL, auth token, model payload
backend metadata, and default token-store roots, then uses only the authority
materialized launch contract.

Authentication Configuration
Authentication Methods
The SDK supports three authentication methods:
	Anthropic API (default) - Direct API key or OAuth session
	AWS Bedrock - Using AWS credentials
	Google Vertex AI - Using GCP credentials

These authentication methods are standalone direct-use paths. Governed callers
must pass governed_authority; governed diagnostics succeed only from that
authority and fail closed when the authority is missing or invalid.
Quick Authentication Check
# Boolean check
if ClaudeAgentSDK.AuthChecker.authenticated?() do
  ClaudeAgentSDK.query("Hello!")
else
  IO.puts("Please authenticate first")
end

# Ensure ready (raises on failure)
ClaudeAgentSDK.AuthChecker.ensure_ready!()
Full Diagnostic Check
diagnosis = ClaudeAgentSDK.AuthChecker.diagnose()

IO.inspect(diagnosis)
# %{
#   cli_installed: true,
#   cli_version: "2.1.207",
#   authenticated: true,
#   auth_method: "Anthropic API",
#   api_key_source: "env",
#   status: :ready,
#   recommendations: ["Environment is ready for Claude queries"],
#   last_checked: ~U[2025-12-29 12:00:00Z]
# }
AuthManager for Token Management
# Start AuthManager (typically in application supervision tree)
{:ok, _pid} = ClaudeAgentSDK.AuthManager.start_link()

# Ensure authenticated
:ok = ClaudeAgentSDK.AuthManager.ensure_authenticated()

# Setup token (interactive, requires terminal)
{:ok, token} = ClaudeAgentSDK.AuthManager.setup_token()

# Get current token
{:ok, token} = ClaudeAgentSDK.AuthManager.get_token()

# Refresh token
{:ok, token} = ClaudeAgentSDK.AuthManager.refresh_token()

# Check status
status = ClaudeAgentSDK.AuthManager.status()
# %{
#   authenticated: true,
#   provider: :anthropic,
#   token_present: true,
#   expires_at: ~U[2025-11-07 00:00:00Z],
#   time_until_expiry_hours: 720
# }

# Clear authentication
case ClaudeAgentSDK.AuthManager.clear_auth() do
  :ok -> :ok
  {:error, reason} -> IO.puts("Failed to clear auth: #{inspect(reason)}")
end
setup_token/0 and refresh_token/0 run setup work in background tasks internally.
Public calls still return the same result tuples, but the AuthManager process stays responsive while setup is in progress.
Application Configuration
All tunable constants — timeouts, buffer sizes, auth paths, CLI flags — are
centralized in Config.* sub-modules. See the
Configuration Internals guide for the full
reference.
# config/config.exs

# Timeouts
config :claude_agent_sdk, ClaudeAgentSDK.Config.Timeouts,
  query_total_ms: 5_400_000,           # total query timeout (default: 75 min)
  tool_execution_ms: 60_000,           # per-tool timeout (default: 30 s)
  session_git_worktree_ms: 2_000       # session-history git worktree probe

# Buffer sizes
config :claude_agent_sdk, ClaudeAgentSDK.Config.Buffers,
  max_stdout_buffer_bytes: 2_097_152   # stdout buffer (default: 1 MB)

# Auth paths and TTLs
config :claude_agent_sdk, ClaudeAgentSDK.Config.Auth,
  token_store_path: "~/.claude_sdk/token.json",
  session_max_age_days: 60

# Concurrency and retries
config :claude_agent_sdk, ClaudeAgentSDK.Config.Orchestration,
  max_concurrent: 10,
  max_retries: 5

# Legacy flat keys (still supported)
config :claude_agent_sdk,
  auth_storage: :file,
  auto_refresh: true,
  cli_stream_module: ClaudeAgentSDK.Query.CLIStream,
  task_supervisor: ClaudeAgentSDK.TaskSupervisor,
  task_supervisor_strict: false,
  check_inbound_size_invariant: false,
  log_level: :warning
process_module is still read as a fallback for query streaming but is deprecated.
Prefer cli_stream_module.
Path defaults like token_store_path and session_storage_dir are expanded at runtime.
Using ~ stays portable across build/runtime users.
Authentication by Provider
Anthropic API (Default)
# Option 1: Environment variable
export ANTHROPIC_API_KEY=sk-ant-api03-...

# Option 2: CLI login
claude login

# Check Anthropic auth
ClaudeAgentSDK.AuthChecker.auth_method_available?(:anthropic)
AWS Bedrock
# Enable Bedrock
export CLAUDE_AGENT_USE_BEDROCK=1

# AWS credentials (one of these methods)
export AWS_ACCESS_KEY_ID=...
export AWS_SECRET_ACCESS_KEY=...
# OR
export AWS_PROFILE=my-profile
# OR
# Use ~/.aws/credentials file

# Check Bedrock auth
ClaudeAgentSDK.AuthChecker.auth_method_available?(:bedrock)
Google Vertex AI
# Enable Vertex AI
export CLAUDE_AGENT_USE_VERTEX=1

# GCP credentials (one of these methods)
export GOOGLE_APPLICATION_CREDENTIALS=/path/to/credentials.json
# OR
export GOOGLE_CLOUD_PROJECT=my-project
# OR
# Use default application credentials

# Check Vertex auth
ClaudeAgentSDK.AuthChecker.auth_method_available?(:vertex)
Authentication Status Types
@type auth_status ::
  :ready |              # Fully configured and authenticated
  :cli_not_found |      # Claude CLI not installed
  :not_authenticated |  # CLI installed but not authenticated
  :invalid_credentials | # Authentication failed
  :unknown              # Unknown state
Troubleshooting Authentication
diagnosis = ClaudeAgentSDK.AuthChecker.diagnose()

case diagnosis.status do
  :ready ->
    IO.puts("Ready to use Claude")

  :cli_not_found ->
    IO.puts("Install CLI: npm install -g @anthropic-ai/claude-code")

  :not_authenticated ->
    IO.puts("Authenticate: claude login")
    IO.puts("Or set: ANTHROPIC_API_KEY=...")

  :invalid_credentials ->
    IO.puts("Check credentials and try re-authenticating")

  _ ->
    IO.puts("Recommendations:")
    Enum.each(diagnosis.recommendations, &IO.puts("  - #{&1}"))
end

Permission Modes
Control how tool permissions are handled.
	Mode	Description
	:default	CLI default permission flow
	:accept_edits	Edit operations auto-allowed
	:plan	Creates plan, shows to user, executes after approval
	:bypass_permissions	All tools allowed without callback
	:auto	Match the current Claude CLI auto mode
	:dont_ask	No permission prompts; tools proceed

# Default - CLI handles permissions
%Options{permission_mode: :default}

# Accept edits - auto-approve file modifications
%Options{permission_mode: :accept_edits}

# Plan mode - review before execution
%Options{permission_mode: :plan}

# Bypass - no permissions (use with caution)
%Options{permission_mode: :bypass_permissions}

# Auto - let the CLI decide the current prompt behavior
%Options{permission_mode: :auto}

# Dont ask - no permission prompts
%Options{permission_mode: :dont_ask}
Custom Permission Callback
alias ClaudeAgentSDK.Permission.{Context, Result}

callback = fn context ->
  case context.tool_name do
    "Bash" ->
      if String.contains?(context.tool_input["command"], "rm -rf") do
        Result.deny("Dangerous command")
      else
        Result.allow()
      end

    "Write" ->
      if String.starts_with?(context.tool_input["file_path"], "/etc/") do
        Result.deny("Cannot write to /etc")
      else
        Result.allow()
      end

    _ ->
      Result.allow()
  end
end

options = %Options{
  can_use_tool: callback,
  permission_mode: :default
}
Note: can_use_tool enables include_partial_messages and sets permission_prompt_tool to "stdio" internally. Hook fallback only applies when the CLI does not emit can_use_tool, and that fallback ignores updated_permissions. :delegate is not forwarded because current Claude CLI builds reject it.

Transport Configuration (v0.8.0+)
The SDK automatically selects the appropriate transport based on configured features.
Transport Types
	Transport	Description	When Used
	:cli	Simple CLI streaming	No hooks, MCP, or permissions
	:control	Control protocol client	Hooks, MCP servers, or permission callbacks
	:auto	Automatic selection	Default

Override Transport Selection
# Force CLI-only mode (ignores control features)
%Options{preferred_transport: :cli}

# Force control client (even without features)
%Options{preferred_transport: :control}

# Automatic selection (default)
%Options{preferred_transport: :auto}
Transport Startup Mode
Streaming.Session and the shared core transport lane support
startup_mode: :eager | :lazy.
	:eager (default): subprocess startup happens in init/1
	:lazy: subprocess startup is deferred to handle_continue/2

%Options{
  execution_surface: [
    surface_kind: :local,
    transport_options: [startup_mode: :lazy]
  ]
}
In lazy mode, start_link can return {:ok, pid} before subprocess creation.
If startup later fails (for example invalid cwd/command), the process exits with the startup reason.
Enable Character-Level Streaming
options = %Options{
  include_partial_messages: true,
  hooks: %{pre_tool_use: [...]},
  mcp_servers: %{"math" => sdk_server}
}
# Automatically selects control client with streaming enabled

Complete Configuration Examples
Development Setup
options = %ClaudeAgentSDK.Options{
  model: "sonnet",
  max_turns: 10,
  verbose: true,
  output_format: :stream_json,
  cwd: "/path/to/project",
  allowed_tools: ["Bash", "Read", "Write", "Edit", "Grep", "Find"],
  permission_mode: :accept_edits,
  system_prompt: "You are a helpful Elixir development assistant."
}
Production Read-Only Analysis
options = %ClaudeAgentSDK.Options{
  model: "haiku",
  max_turns: 3,
  verbose: false,
  output_format: :stream_json,
  allowed_tools: ["Read"],
  disallowed_tools: ["Bash", "Write", "Edit"],
  permission_mode: :plan,
  max_budget_usd: 0.50,
  system_prompt: "Provide concise, accurate analysis."
}
Sandboxed Execution
options = %ClaudeAgentSDK.Options{
  cwd: "/tmp/sandbox",
  permission_mode: :bypass_permissions,
  allowed_tools: ["Read", "Write"],
  disallowed_tools: ["Bash"],
  max_turns: 5,
  output_format: :stream_json,
  sandbox: %{
    enabled: true,
    root: "/tmp/sandbox"
  }
}
With MCP Tools
# Create SDK MCP server
server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "calculator",
  version: "1.0.0",
  tools: [Calculator.Add, Calculator.Multiply]
)

# Optional: place each SDK MCP registry under your own DynamicSupervisor
{:ok, sup} = DynamicSupervisor.start_link(strategy: :one_for_one)

server = ClaudeAgentSDK.create_sdk_mcp_server(
  name: "calculator",
  version: "1.0.0",
  tools: [Calculator.Add, Calculator.Multiply],
  supervisor: sup
)

options = %ClaudeAgentSDK.Options{
  mcp_servers: %{"calc" => server},
  allowed_tools: ["mcp__calc__add", "mcp__calc__multiply"],
  include_partial_messages: true,
  output_format: :stream_json
}
With Custom Hooks
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

check_bash = fn input, _id, _ctx ->
  cmd = get_in(input, ["tool_input", "command"]) || ""
  if String.contains?(cmd, "rm -rf") do
    Output.deny("Dangerous command blocked")
  else
    Output.allow()
  end
end

options = %ClaudeAgentSDK.Options{
  hooks: %{
    pre_tool_use: [%Matcher{matcher: "Bash", hooks: [check_bash]}]
  },
  allowed_tools: ["Bash", "Read"],
  include_partial_messages: true
}

Further Reading
	Configuration Internals - Complete reference for all tunable constants
	Hooks Guide - Comprehensive guide to lifecycle hooks
	MCP Tools Guide - MCP server design and tool creation



  

    Configuration Internals

This guide documents the SDK's centralized configuration system. Every
tunable constant — timeouts, buffer sizes, environment variable names,
CLI flags — lives in a single Config.* module namespace and can be
overridden at runtime via Application.put_env/3 or at compile time
via config/config.exs.
Architecture
ClaudeAgentSDK.Config              (top-level facade, mock mode, CLI stream module)
  ├── Config.Timeouts              (all timeout values)
  ├── Config.Buffers               (buffer sizes, truncation lengths)
  ├── Config.Auth                  (auth file paths, TTLs, token prefixes)
  ├── Config.CLI                   (CLI versions, flags, executable discovery)
  ├── Config.Env                   (environment variable name registry)
  └── Config.Orchestration         (concurrency limits, retries, backoff)
Each sub-module follows the same pattern:
	A private get/2 helper reads from Application.get_env(:claude_agent_sdk, __MODULE__, [])
	Public zero-arity functions return the value for a named key
	Every function has a built-in default that matches the original hardcoded value

This means no behaviour changes out of the box — the defaults are
identical to the values that were previously scattered as @module_attributes
and inline literals.
Quick Reference
Config.Timeouts
All values in milliseconds unless noted.
	Function	Default	Description
	client_init_ms/0	60,000	Client initialization timeout
	client_hook_ms/0	60,000	Hook callback execution timeout
	client_control_request_ms/0	60,000	Control protocol request timeout
	client_stop_ms/0	5,000	Client graceful stop timeout
	client_exit_wait_ms/0	200	CLI exit status wait
	client_permission_yield_ms/0	60,000	Permission callback yield timeout
	streaming_session_ms/0	300,000	Streaming session default (5 min)
	stream_receive_ms/0	30,000	Stream receive liveness probe (30 s)
	query_total_ms/0	4,500,000	Total query timeout (75 min)
	query_parallel_ms/0	300,000	Parallel query per-task timeout (5 min)
	transport_call_ms/0	5,000	GenServer.call timeout for transport
	transport_force_close_ms/0	500	Force-close transport timeout
	transport_headless_ms/0	5,000	Headless mode timeout
	transport_finalize_ms/0	25	Process finalization delay
	client_close_grace_ms/0	2,000	Client close grace period
	transport_close_grace_ms/0	2,000	Transport close grace period
	auth_ensure_ms/0	30,000	ensure_authenticated call timeout
	auth_setup_token_ms/0	120,000	OAuth setup_token timeout (2 min)
	auth_refresh_token_ms/0	120,000	Token refresh timeout (2 min)
	auth_refresh_retry_ms/0	3,600,000	Retry on refresh failure (1 h)
	auth_refresh_before_expiry_ms/0	86,400,000	Refresh this far before expiry (1 day)
	auth_min_refresh_delay_ms/0	60,000	Minimum delay before scheduling refresh
	auth_cli_test_ms/0	30,000	CLI auth test command timeout
	auth_cli_version_ms/0	10,000	CLI version check timeout
	tool_execution_ms/0	30,000	Tool execution timeout
	hook_min_ms/0	1,000	Minimum hook timeout floor
	session_git_worktree_ms/0	5,000	Git worktree probe timeout for session history
	session_cleanup_interval_ms/0	86,400,000	Session cleanup check interval (24 h)
	orchestrator_backoff_ms/0	1,000	Initial retry backoff
	ms_per_hour/0	3,600,000	Conversion constant
	seconds_per_day/0	86,400	Conversion constant

Config.Buffers
	Function	Default	Description
	max_stdout_buffer_bytes/0	1,048,576	Max stdout buffer (1 MB)
	max_stderr_buffer_bytes/0	262,144	Max stderr buffer (256 KB)
	max_lines_per_batch/0	200	Lines per drain batch
	stream_buffer_limit/0	1,000	Inbound event buffer limit
	error_preview_length/0	100	Error/JSON preview length
	message_trim_length/0	300	Message trim length
	error_truncation_length/0	1,000	Orchestrator error truncation
	summary_max_length/0	100	Default summary max length

Config.Auth
	Function	Default	Description
	token_store_path/0	~/.claude_sdk/token.json	Token storage path
	session_storage_dir/0	~/.claude_sdk/sessions	Session storage directory
	token_ttl_days/0	365	Token validity (days)
	session_max_age_days/0	30	Max session age (days)
	oauth_token_prefix/0	sk-ant-oat01-	OAuth token prefix
	api_key_prefix/0	sk-ant-	API key prefix
	aws_credentials_path/0	~/.aws/credentials	AWS credentials file
	gcp_credentials_path/0	~/.config/gcloud/...	GCP credentials file
	providers/0	[:anthropic, :bedrock, :vertex]	Supported providers

Config.CLI
	Function	Default	Description
	minimum_version/0	"2.1.0"	Minimum supported CLI version
	recommended_version/0	"2.1.207"	Recommended CLI version
	executable_candidates/0	["claude-code", "claude"]	PATH search candidates
	install_command/0	npm install -g @anthropic-ai/claude-code	Install command for errors
	streaming_output_args/0	["--output-format", "stream-json", "--verbose"]	Output-only streaming flags
	streaming_bidirectional_args/0	(adds --input-format)	Full bidirectional flags

Config.Env
Every function returns a string literal — the canonical environment variable name.
	Function	Value
	anthropic_api_key/0	ANTHROPIC_API_KEY
	oauth_token/0	CLAUDE_AGENT_OAUTH_TOKEN
	use_bedrock/0	CLAUDE_AGENT_USE_BEDROCK
	use_vertex/0	CLAUDE_AGENT_USE_VERTEX
	entrypoint/0	CLAUDE_CODE_ENTRYPOINT
	sdk_version/0	CLAUDE_AGENT_SDK_VERSION
	file_checkpointing/0	CLAUDE_CODE_ENABLE_SDK_FILE_CHECKPOINTING
	stream_close_timeout/0	CLAUDE_CODE_STREAM_CLOSE_TIMEOUT
	skip_version_check/0	CLAUDE_AGENT_SDK_SKIP_VERSION_CHECK
	aws_access_key_id/0	AWS_ACCESS_KEY_ID
	aws_profile/0	AWS_PROFILE
	gcp_credentials/0	GOOGLE_APPLICATION_CREDENTIALS
	gcp_project/0	GOOGLE_CLOUD_PROJECT
	ci/0	CI
	live_mode/0	LIVE_MODE
	live_tests/0	LIVE_TESTS
	passthrough_vars/0	["CLAUDE_AGENT_OAUTH_TOKEN", "ANTHROPIC_API_KEY", "ANTHROPIC_AUTH_TOKEN", "ANTHROPIC_BASE_URL", "PATH", "HOME", "TRACEPARENT", "TRACESTATE"]

passthrough_vars/0 is used only by standalone launch. Governed launch ignores
ambient pass-through values and uses the env map carried by
Options.governed_authority.
Config.Orchestration
	Function	Default	Description
	max_concurrent/0	5	Max concurrent parallel queries
	max_retries/0	3	Max retry attempts
	backoff_ms/0	1,000	Initial exponential backoff

Overriding at Runtime
Via config.exs
# config/config.exs
config :claude_agent_sdk, ClaudeAgentSDK.Config.Timeouts,
  client_init_ms: 90_000,
  query_total_ms: 5_400_000,
  session_git_worktree_ms: 2_000

config :claude_agent_sdk, ClaudeAgentSDK.Config.Buffers,
  max_stdout_buffer_bytes: 2_097_152

config :claude_agent_sdk, ClaudeAgentSDK.Config.Auth,
  token_store_path: "~/.my_app/token.json",
  session_max_age_days: 60

config :claude_agent_sdk, ClaudeAgentSDK.Config.CLI,
  minimum_version: "2.1.0",
  recommended_version: "2.1.207"

config :claude_agent_sdk, ClaudeAgentSDK.Config.Orchestration,
  max_concurrent: 10,
  max_retries: 5
Via Application.put_env at Runtime
# Useful for tests or dynamic configuration
Application.put_env(
  :claude_agent_sdk,
  ClaudeAgentSDK.Config.Timeouts,
  query_total_ms: 10_000
)

# In tests, always restore original values:
setup do
  original = Application.get_env(:claude_agent_sdk, Timeouts)
  on_exit(fn ->
    if original, do: Application.put_env(:claude_agent_sdk, Timeouts, original),
    else: Application.delete_env(:claude_agent_sdk, Timeouts)
  end)
end
Per-Environment Overrides
# config/test.exs
config :claude_agent_sdk, ClaudeAgentSDK.Config.Timeouts,
  client_init_ms: 5_000,       # faster for tests
  query_total_ms: 10_000,
  session_git_worktree_ms: 250

# config/prod.exs
config :claude_agent_sdk, ClaudeAgentSDK.Config.Timeouts,
  query_total_ms: 7_200_000    # 2 hours for production
Design Decisions
Why Not a Single Flat Config Module?
Grouping by domain (timeouts, buffers, auth, etc.) provides:
	Discoverability: Config.Timeouts. tab-completion shows all timeouts
	Selective override: configure only the domain you care about
	Documentation: each module's @moduledoc is a focused reference

Why Runtime Functions Instead of Module Attributes?
Module attributes (@timeout 60_000) are evaluated at compile time.
Functions like Timeouts.client_init_ms() are evaluated at runtime,
which means:
	Changes via Application.put_env take effect immediately
	No recompilation needed to adjust values
	Tests can override values per-test without affecting other tests

The performance cost is negligible (~1 µs per Application.get_env
call, which is ETS-backed).
Why Keep Struct Defaults as Literals?
Elixir defstruct requires compile-time default values. Where a struct
field previously used @some_attribute, we replace it with the same
literal value. The struct default is just an initial value — the
init/1 callback (or factory function) overwrites it from Config at
runtime.
Adding New Configuration Values
	Choose the appropriate sub-module (or create a new one under Config/)
	Add a public function with @doc, @spec, and a sensible default
	Add a test in test/claude_agent_sdk/config/
	Use the function in your module instead of a hardcoded value
	Update this guide's quick reference table



  

    Model Configuration

/home/home/p/g/n/claude_agent_sdk does not own active model policy.
That authority lives in:
	/home/home/p/g/n/cli_subprocess_core/lib/cli_subprocess_core/model_registry.ex
	/home/home/p/g/n/cli_subprocess_core/priv/models/claude.json

The Claude SDK consumes the resolved payload from core and only turns that
payload into Claude CLI arguments and env.
Core-Owned Resolution
The authoritative core surface is:
	CliSubprocessCore.ModelRegistry.resolve/3
	CliSubprocessCore.ModelRegistry.validate/2
	CliSubprocessCore.ModelRegistry.default_model/2
	CliSubprocessCore.ModelRegistry.build_arg_payload/3
	CliSubprocessCore.ModelInput.normalize/3

ClaudeAgentSDK.Options.new/1 routes mixed raw input or explicit
model_payload through CliSubprocessCore.ModelInput.normalize/3.
That means:
	explicit model_payload stays authoritative when supplied
	conflicting raw attrs fail immediately
	repo-local env defaults are only consulted when no payload was supplied

Native Claude Backend
The default backend is the normal Claude catalog path.
Canonical Claude model names include:
	sonnet - default/recommended, Claude Sonnet 5
	sonnet[1m] - Claude Sonnet 5 with 1M context
	opus - Claude Opus 4.8
	opus[1m] - Claude Opus 4.8 with 1M context
	fable - Claude Fable 5
	haiku - Claude Haiku 4.5

Prior full IDs (claude-sonnet-4-6, claude-opus-4-7) remain valid as
back-compatible aliases. The registry is owned by cli_subprocess_core.
Using a model that is not in the registry
The Claude CLI accepts arbitrary --model strings, so a model that is newer
than the shared registry can be used directly. An unknown model id passes
through to --model verbatim (with a warning) instead of raising:
# Just pass the id — unknown models pass through with a warning:
ClaudeAgentSDK.query("hi", %{model: "claude-brand-new-2027"})

# Strict callers can opt out of pass-through (unknown ids then raise):
ClaudeAgentSDK.query("hi", %{model: "claude-brand-new-2027", allow_unknown_model: false})

# Runtime switch to an unregistered model:
ClaudeAgentSDK.Client.set_model(client, "claude-brand-new-2027")
fallback_model is always passed through unvalidated. Effort validation is
driven by the shared model catalog: for a registered model, an unsupported
effort is dropped with a warning; for an unregistered model, the requested
effort is forwarded as-is and validated by the CLI/API.
allow_unknown_model defaults across the ecosystem
This SDK is permissive by default: allow_unknown_model unset means
true, so unknown model ids pass through to --model with a warning (a
just-released model works before it reaches the registry).
agent_session_manager uses the same registry machinery but is strict by
default (allow_unknown_model: false — unknown ids are rejected unless a
caller opts in). The asymmetry is intentional — ASM is a governed
multi-provider manager — so do not "align" one to the other.
Registry ownership and hex publish-ordering
The model registry (catalog JSON + resolution logic) ships from
cli_subprocess_core, which this SDK and agent_session_manager consume as
a path dependency in this workspace and as a hex dependency when published.
The full release train publishes the two Ground Plane leaves, Execution Plane,
and then cli_subprocess_core 0.2.0 before this SDK. Publish
claude_agent_sdk before its optional agent_session_manager consumer. A Hex
consumer's model lineup comes from the published core package, not the
workspace sibling. When
switching a workspace checkout between :path and :github/:hex
resolution (see build_support/dependency_sources.config.exs), prune any
previously fetched deps/cli_subprocess_core copy so a stale catalog cannot
shadow the live one.
The current native Claude aliases are:
	SDK name	Claude CLI/API alias
	sonnet	claude-sonnet-5 (also claude-sonnet-4-6, default)
	sonnet[1m]	claude-sonnet-5[1m] (also claude-sonnet-4-6[1m])
	opus	claude-opus-4-8 (also claude-opus-4-7)
	opus[1m]	claude-opus-4-8[1m] (also claude-opus-4-7[1m])
	fable	claude-fable-5
	haiku	claude-haiku-4-5 or claude-haiku-4-5-20251001

ClaudeAgentSDK.Model.short_forms/0, full_ids/0, and list_models/0 expose
only public catalog entries. Core-owned private entries can still be validated
for env or compatibility paths, but they are not advertised by the SDK helpers.
Example:
options =
  ClaudeAgentSDK.Options.new(
    model: "sonnet",
    max_turns: 1
  )
That resolves through cli_subprocess_core before the SDK emits claude ....
Ollama Backend
The SDK now supports an explicit Claude :ollama backend.
This still runs the normal claude binary.
The difference is that the core payload carries:
	the resolved external model id
	ANTHROPIC_AUTH_TOKEN=ollama
	ANTHROPIC_API_KEY=""
	ANTHROPIC_BASE_URL=http://localhost:11434 or your override

Direct external model id
options =
  ClaudeAgentSDK.Options.new(
    provider_backend: :ollama,
    anthropic_base_url: "http://localhost:11434",
    model: "llama3.2"
  )
Canonical Claude name mapped to an Ollama model
options =
  ClaudeAgentSDK.Options.new(
    provider_backend: :ollama,
    anthropic_base_url: "http://localhost:11434",
    external_model_overrides: %{"haiku" => "llama3.2"},
    model: "haiku"
  )
In that case:
	the requested Claude name stays haiku
	the core payload resolves the transport model to llama3.2
	the SDK emits claude --model llama3.2

Environment-Driven Backend Selection
The same Ollama path can be configured from env.
Relevant variables:
	CLAUDE_AGENT_PROVIDER_BACKEND
	CLAUDE_AGENT_EXTERNAL_MODEL_OVERRIDES
	ANTHROPIC_BASE_URL
	ANTHROPIC_AUTH_TOKEN
	ANTHROPIC_API_KEY

Example:
export CLAUDE_AGENT_PROVIDER_BACKEND=ollama
export CLAUDE_AGENT_EXTERNAL_MODEL_OVERRIDES='{"haiku":"llama3.2","sonnet":"llama3.2","opus":"llama3.2"}'
export ANTHROPIC_AUTH_TOKEN=ollama
export ANTHROPIC_API_KEY=""
export ANTHROPIC_BASE_URL=http://localhost:11434

That is the path used by /home/home/p/g/n/claude_agent_sdk/examples/run_all.sh
when you set CLAUDE_EXAMPLES_BACKEND=ollama.
Environment-driven backend selection is standalone direct-use behavior.
Governed launch rejects provider_backend, anthropic_base_url,
anthropic_auth_token, model-payload env overrides, and backend metadata
outside the materialized authority contract.
Effort Gating
Effort is still a Claude-native feature.
For native Claude models:
	Model family	Supported efforts
	sonnet, sonnet[1m]	:low, :medium, :high, :max
	opus, opus[1m]	:low, :medium, :high, :xhigh, :max
	haiku	none; the SDK logs a warning and omits --effort

For external Claude/Ollama runs, the SDK does not emit --effort.
That is deliberate. Once the resolved payload is an external backend model, the
SDK stops pretending the external model supports Claude-native effort semantics.
Settings And Env From The Payload
The SDK now reads these payload fields from core:
	resolved_model
	env_overrides
	settings_patch
	model_source
	provider_backend

That means:
	model policy stays in core
	backend env is merged in one place
	future Claude backend settings can also be attached by the core payload

Examples
Run the live example suite against the native Claude backend:
./examples/run_all.sh

Run the live example suite against Ollama:
CLAUDE_EXAMPLES_BACKEND=ollama \
CLAUDE_EXAMPLES_OLLAMA_MODEL=llama3.2 \
./examples/run_all.sh

The runner maps the common Claude names used by the examples onto the selected
Ollama model. Claude-only effort examples are skipped in that mode because the
external backend does not support Claude-native effort semantics.


  

    Agents Guide

This guide covers how to define and use custom agents (personas) in the Claude Agent SDK for Elixir.
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What are Agents
Agents are custom personas or roles that you can define for Claude. Each agent has its own:
	Description: A human-readable description of what the agent does
	Prompt: A system prompt that defines the agent's behavior and expertise
	Allowed Tools: An optional list of tools the agent can use
	Disallowed Tools: An optional list of tools the agent cannot use
	Model: An optional model specification (e.g., "haiku", "sonnet", "opus")
	Skills: An optional list of skill names the agent has access to
	MCP Servers: An optional list of MCP server names or configurations
	Max Turns: An optional turn limit for the agent

Agents enable you to:
	Create specialized AI assistants for different tasks
	Switch between different Claude behaviors at runtime
	Maintain conversation context across agent switches
	Build multi-agent workflows where different agents handle different parts of a task

Use Cases
	Code Review Agent: Analyzes code for bugs, security issues, and best practices
	Documentation Agent: Writes clear, comprehensive documentation
	Testing Agent: Creates test cases and validates implementations
	Research Agent: Gathers information and provides analysis
	Refactoring Agent: Improves code structure and performance


Agent.new/1 and the Agent Struct
The ClaudeAgentSDK.Agent module provides the Agent struct and functions for creating and managing agents.
The Agent Struct
%ClaudeAgentSDK.Agent{
  name: atom() | nil,                      # Optional identifier
  description: String.t(),                  # Required: What the agent does
  prompt: String.t(),                       # Required: System prompt
  allowed_tools: [String.t()] | nil,        # Optional: List of allowed tool names
  disallowed_tools: [String.t()] | nil,     # Optional: List of disallowed tool names
  model: String.t() | nil,                  # Optional: Model to use
  skills: [String.t()] | nil,               # Optional: Skill names
  mcp_servers: [String.t() | map()] | nil,  # Optional: MCP server names/configs
  max_turns: pos_integer() | nil            # Optional: Turn limit
}
Creating Agents with Agent.new/1
The ClaudeAgentSDK.Agent.new/1 function creates a new agent struct from a keyword list:
alias ClaudeAgentSDK.Agent

# Minimal agent (only required fields)
simple_agent = Agent.new(
  description: "A helpful assistant",
  prompt: "You are a helpful assistant that provides clear, concise answers."
)

# Complete agent with all fields
code_reviewer = Agent.new(
  name: :code_reviewer,
  description: "Expert code reviewer",
  prompt: """
  You are an expert code reviewer. When reviewing code:
  - Check for bugs and logic errors
  - Identify security vulnerabilities
  - Suggest performance improvements
  - Enforce coding standards and best practices
  Provide concise, actionable feedback.
  """,
  allowed_tools: ["Read", "Grep", "Glob"],
  model: "sonnet"
)
Required Fields
	:description - A non-empty string describing the agent's purpose
	:prompt - A non-empty string defining the agent's behavior

Optional Fields
	:name - An atom identifier for the agent (useful for referencing in multi-agent setups)
	:allowed_tools - A list of tool name strings the agent can use
	:disallowed_tools - A list of tool name strings the agent cannot use
	:model - A string specifying which model to use (e.g., "haiku", "sonnet", "opus") -- see Model Configuration
	:skills - A list of skill name strings (e.g., ["code-review", "testing"])
	:mcp_servers - A list of MCP server names or configuration maps
	:max_turns - Maximum number of conversation turns for this agent

Tip: MCP tool names are always strings (mcp__<server>__<tool>). Avoid atom tool names in agent configs to prevent atom leaks.

Agent Configuration
Description
The description should clearly explain what the agent does. It helps users understand the agent's purpose and is used by the CLI for agent discovery.
# Good descriptions
description: "Python coding expert that writes clean, type-hinted code"
description: "Security analyst that identifies vulnerabilities in code"
description: "Technical writer that creates clear API documentation"

# Avoid vague descriptions
description: "A helper"  # Too vague
description: "Agent"     # Not descriptive
Prompt
The prompt is the system instruction that shapes the agent's behavior. Write detailed prompts that:
	Define the agent's expertise and role
	Specify the format and style of responses
	Set boundaries and guidelines
	Include any domain-specific knowledge

# Detailed prompt example
prompt: """
You are a Python expert specializing in data science and machine learning.

## Your Expertise
- NumPy, Pandas, and scikit-learn
- Deep learning with PyTorch and TensorFlow
- Data visualization with Matplotlib and Seaborn

## Response Guidelines
- Write code with type hints
- Include docstrings for functions
- Add comments explaining complex logic
- Keep examples concise but complete

## Constraints
- Prefer standard library solutions when possible
- Avoid deprecated APIs
- Use Python 3.10+ features
"""
Model Selection
Choose the appropriate model based on task complexity:
# Default/recommended for everyday work
model: "sonnet"

# Fast responses for simple tasks
model: "haiku"

# Long-context everyday work
model: "sonnet[1m]"

# Maximum capability for complex tasks
model: "opus"

# Long-context complex work
model: "opus[1m]"
Tool Configuration
Restrict tools to what the agent needs:
# Read-only agent for code analysis
allowed_tools: ["Read", "Grep", "Glob"]

# Documentation writer
allowed_tools: ["Read", "Write", "Edit"]

# Full access agent
allowed_tools: ["Read", "Write", "Edit", "Bash", "Grep", "Glob"]

# No tools (chat only)
allowed_tools: []
You can also block specific tools with disallowed_tools:
# Allow everything except Bash execution
disallowed_tools: ["Bash"]

# Block write operations
disallowed_tools: ["Write", "Edit"]
Extended Fields (v0.15.0)
Agents support additional fields that map to CLI capabilities:
# Agent with skills, MCP servers, and turn limit
Agent.new(
  name: :research_agent,
  description: "Research specialist with MCP tools",
  prompt: "You are a research specialist.",
  allowed_tools: ["Read", "WebSearch"],
  disallowed_tools: ["Bash"],
  model: "sonnet",
  skills: ["code-review", "testing"],
  mcp_servers: ["math-server", "db-server"],
  max_turns: 10
)

How Agents Are Sent to the CLI
As of v0.11.0, agent definitions are sent through the control protocol initialize request instead of the --agents CLI flag. This avoids operating system ARG_MAX limits for large agent configurations and aligns with Python SDK v0.1.19.
The SDK handles this automatically:
	Options.to_args/1 no longer emits --agents
	Options.agents_for_initialize/1 converts your agents map to the format expected by the initialize control request
	Query.continue/2 and Query.resume/3 automatically route through the control client when agents are configured

You do not need to change your agent definitions — just upgrade to v0.11.0 and the new transport mechanism is used transparently.
CLI JSON Field Mapping
ClaudeAgentSDK.Agent.to_cli_map/1 converts struct fields to the camelCase JSON keys expected by the CLI:
	Elixir Field	CLI JSON Key
	description	"description"
	prompt	"prompt"
	allowed_tools	"tools"
	disallowed_tools	"disallowedTools"
	model	"model"
	skills	"skills"
	mcp_servers	"mcpServers"
	max_turns	"maxTurns"

Fields set to nil are omitted from the JSON output.

Using Agents in Options
To use agents, add them to the Options struct and specify which agent is active.
Single Agent
alias ClaudeAgentSDK.{Agent, Options}

reviewer = Agent.new(
  name: :reviewer,
  description: "Code reviewer",
  prompt: "You are an expert code reviewer. Analyze code for quality and correctness.",
  allowed_tools: ["Read", "Grep"],
  model: "sonnet"
)

options = Options.new(
  agents: %{reviewer: reviewer},
  agent: :reviewer,
  max_turns: 5
)

# Run query with the agent
ClaudeAgentSDK.query("Review the authentication module", options)
|> Enum.to_list()
Multiple Agents
alias ClaudeAgentSDK.{Agent, Options}

# Define multiple specialized agents
coder = Agent.new(
  name: :coder,
  description: "Python coding expert",
  prompt: "You are a Python expert. Write clean, well-documented code with type hints.",
  allowed_tools: ["Read", "Write", "Edit"],
  model: "sonnet"
)

tester = Agent.new(
  name: :tester,
  description: "Test specialist",
  prompt: "You are a testing expert. Write comprehensive pytest tests with good coverage.",
  allowed_tools: ["Read", "Write"],
  model: "sonnet"
)

reviewer = Agent.new(
  name: :reviewer,
  description: "Code reviewer",
  prompt: "You analyze code for bugs, security issues, and best practices.",
  allowed_tools: ["Read", "Grep"],
  model: "haiku"
)

# Configure options with all agents
options = Options.new(
  agents: %{
    coder: coder,
    tester: tester,
    reviewer: reviewer
  },
  agent: :coder,  # Start with coder
  max_turns: 5
)

Switching Agents at Runtime
You can switch agents while maintaining conversation context by using ClaudeAgentSDK.resume/3 with updated options.
Basic Agent Switching
alias ClaudeAgentSDK.{Agent, Options, Session}

# Define agents
coder = Agent.new(
  name: :coder,
  description: "Python coder",
  prompt: "You write Python code.",
  model: "haiku"
)

analyst = Agent.new(
  name: :analyst,
  description: "Code analyst",
  prompt: "You analyze code quality.",
  model: "haiku"
)

# Initial options with coder agent
options = Options.new(
  agents: %{coder: coder, analyst: analyst},
  agent: :coder,
  max_turns: 3
)

# First query with coder
messages1 = ClaudeAgentSDK.query(
  "Write a function to calculate fibonacci numbers",
  options
) |> Enum.to_list()

# Extract session ID for continuation
session_id = Session.extract_session_id(messages1)

# Switch to analyst agent
options_analyst = %{options | agent: :analyst}

# Resume conversation with analyst
messages2 = ClaudeAgentSDK.resume(
  session_id,
  "Analyze the function I just wrote for performance issues",
  options_analyst
) |> Enum.to_list()
Extracting Session ID
The session ID can be found in either the result message or the system init message:
# Method 1: Using Session helper
session_id = ClaudeAgentSDK.Session.extract_session_id(messages)

# Method 2: Manual extraction
session_id = Enum.find_value(messages, fn
  %{type: :result, data: %{session_id: sid}} when is_binary(sid) -> sid
  %{type: :system, subtype: :init, data: %{session_id: sid}} when is_binary(sid) -> sid
  _ -> nil
end)

Multi-Agent Workflows
Multi-agent workflows let you orchestrate multiple specialized agents to complete complex tasks.
Sequential Workflow
Each agent handles a specific phase of the task:
alias ClaudeAgentSDK.{Agent, Options, Session, ContentExtractor}

# Phase 1: Design agent creates architecture
designer = Agent.new(
  name: :designer,
  description: "Software architect",
  prompt: "Design software architecture. Create clear, modular designs.",
  model: "sonnet"
)

# Phase 2: Coder implements the design
coder = Agent.new(
  name: :coder,
  description: "Implementation specialist",
  prompt: "Implement code based on designs. Write clean, tested code.",
  allowed_tools: ["Write", "Edit"],
  model: "sonnet"
)

# Phase 3: Reviewer validates the implementation
reviewer = Agent.new(
  name: :reviewer,
  description: "Code reviewer",
  prompt: "Review code for bugs, security, and best practices.",
  allowed_tools: ["Read", "Grep"],
  model: "haiku"
)

options = Options.new(
  agents: %{designer: designer, coder: coder, reviewer: reviewer},
  agent: :designer,
  max_turns: 3
)

# Phase 1: Design
IO.puts("Phase 1: Design")
msgs1 = ClaudeAgentSDK.query(
  "Design a user authentication system with JWT tokens",
  options
) |> Enum.to_list()
session_id = Session.extract_session_id(msgs1)

# Phase 2: Implement
IO.puts("Phase 2: Implementation")
msgs2 = ClaudeAgentSDK.resume(
  session_id,
  "Implement the authentication system based on the design",
  %{options | agent: :coder}
) |> Enum.to_list()

# Phase 3: Review
IO.puts("Phase 3: Review")
msgs3 = ClaudeAgentSDK.resume(
  session_id,
  "Review the implementation for security issues",
  %{options | agent: :reviewer}
) |> Enum.to_list()

# Extract final review
review = msgs3
  |> Enum.filter(&(&1.type == :assistant))
  |> Enum.map(&ContentExtractor.extract_text/1)
  |> Enum.reject(&(&1 in [nil, ""]))
  |> Enum.join("\n")

IO.puts("Review Results:\n#{review}")
Iterative Workflow
Agents work back and forth until a task is complete:
defmodule MultiAgentWorkflow do
  alias ClaudeAgentSDK.{Agent, Options, Session, ContentExtractor}

  def run_iterative_workflow(task_description, max_iterations \\ 3) do
    # Define agents
    coder = Agent.new(
      name: :coder,
      description: "Code writer",
      prompt: "Write code to complete tasks. Accept feedback and improve.",
      model: "haiku"
    )

    reviewer = Agent.new(
      name: :reviewer,
      description: "Code reviewer",
      prompt: """
      Review code and provide specific feedback.
      If the code is acceptable, respond with "APPROVED".
      Otherwise, list specific improvements needed.
      """,
      model: "haiku"
    )

    options = Options.new(
      agents: %{coder: coder, reviewer: reviewer},
      agent: :coder,
      max_turns: 2
    )

    # Initial implementation
    msgs = ClaudeAgentSDK.query(task_description, options) |> Enum.to_list()
    session_id = Session.extract_session_id(msgs)

    iterate(session_id, options, max_iterations, 1)
  end

  defp iterate(_session_id, _options, max_iter, current) when current > max_iter do
    IO.puts("Max iterations reached")
    :max_iterations
  end

  defp iterate(session_id, options, max_iter, current) do
    IO.puts("Iteration #{current}: Review phase")

    # Review phase
    review_msgs = ClaudeAgentSDK.resume(
      session_id,
      "Review the current implementation",
      %{options | agent: :reviewer}
    ) |> Enum.to_list()

    review_text = extract_assistant_text(review_msgs)

    if String.contains?(review_text, "APPROVED") do
      IO.puts("Code approved!")
      :approved
    else
      IO.puts("Iteration #{current}: Revision phase")

      # Revision phase
      ClaudeAgentSDK.resume(
        session_id,
        "Address the reviewer's feedback",
        %{options | agent: :coder}
      ) |> Enum.to_list()

      iterate(session_id, options, max_iter, current + 1)
    end
  end

  defp extract_assistant_text(messages) do
    messages
    |> Enum.filter(&(&1.type == :assistant))
    |> Enum.map(&ContentExtractor.extract_text/1)
    |> Enum.reject(&(&1 in [nil, ""]))
    |> Enum.join("\n")
  end
end

# Run the workflow
MultiAgentWorkflow.run_iterative_workflow("Write a function to validate email addresses")

Filesystem Agents
The Claude CLI supports loading agent definitions from markdown files in the .claude/agents/ directory of your project.
Agent File Format
Create markdown files with YAML frontmatter in .claude/agents/:
---
name: my-agent
description: Description of what this agent does
tools: Read, Grep, Glob
---

# Agent Name

System prompt content goes here. This becomes the agent's prompt.

You can include:
- Detailed instructions
- Examples
- Constraints and guidelines
Directory Structure
your-project/
  .claude/
    agents/
      code-reviewer.md
      documentation-writer.md
      test-generator.md
  src/
  ...
Example Agent File
Create .claude/agents/security-auditor.md:
---
name: security-auditor
description: Security specialist that audits code for vulnerabilities
tools: Read, Grep, Glob
---

# Security Auditor

You are a security expert specializing in code audits. Your role is to identify:

## Vulnerabilities to Check
- SQL injection
- Cross-site scripting (XSS)
- Authentication bypass
- Insecure data handling
- Hardcoded credentials

## Response Format
For each issue found:
1. File and line number
2. Vulnerability type
3. Severity (Critical/High/Medium/Low)
4. Recommended fix

Be thorough but avoid false positives.
Loading Filesystem Agents
Use setting_sources: ["project"] to load agents from the filesystem:
alias ClaudeAgentSDK.{Client, Options}

# Set cwd to your project directory
options = %Options{
  cwd: "/path/to/your/project",
  setting_sources: ["project"],  # Load from .claude/agents/
  max_turns: 5,
  model: "haiku"
}

{:ok, client} = Client.start_link(options)

# Query - filesystem agents are now available
:ok = Client.query(client, "Run a security audit on the auth module")
{:ok, messages} = Client.receive_response(client)
# Or stream until result:
# Client.receive_response_stream(client) |> Enum.to_list()

# Check which agents were loaded (in init message)
init = Enum.find(messages, &(&1.type == :system and &1.subtype == :init))
IO.inspect(init.raw["agents"], label: "Loaded agents")

Client.stop(client)
Combining Filesystem and Programmatic Agents
You can use both filesystem agents and programmatic agents together:
alias ClaudeAgentSDK.{Agent, Options}

# Define a programmatic agent
custom_agent = Agent.new(
  name: :custom,
  description: "Custom programmatic agent",
  prompt: "You are a custom agent defined in code.",
  model: "haiku"
)

options = Options.new(
  cwd: "/path/to/project",
  setting_sources: ["project"],  # Also load filesystem agents
  agents: %{custom: custom_agent},
  agent: :custom,
  max_turns: 3
)

Agent Validation
The SDK provides validation functions to ensure agent configurations are correct.
Validating Individual Agents
Use the validate/1 function from ClaudeAgentSDK.Agent to validate a single agent:
alias ClaudeAgentSDK.Agent

# Valid agent
agent = Agent.new(
  description: "Valid agent",
  prompt: "You are helpful"
)
Agent.validate(agent)
#=> :ok

# Invalid: empty description
invalid1 = Agent.new(
  description: "",
  prompt: "Prompt"
)
Agent.validate(invalid1)
#=> {:error, :description_required}

# Invalid: empty prompt
invalid2 = Agent.new(
  description: "Description",
  prompt: ""
)
Agent.validate(invalid2)
#=> {:error, :prompt_required}

# Invalid: wrong type for allowed_tools
invalid3 = %Agent{
  description: "Description",
  prompt: "Prompt",
  allowed_tools: "Read"  # Should be a list
}
Agent.validate(invalid3)
#=> {:error, :allowed_tools_must_be_list}
Validation Error Types
	Error	Cause
	:description_required	Description is nil or empty
	:description_must_be_string	Description is not a string
	:prompt_required	Prompt is nil or empty
	:prompt_must_be_string	Prompt is not a string
	:allowed_tools_must_be_list	Tools is not a list
	:allowed_tools_must_be_strings	Tools list contains non-strings
	:model_must_be_string	Model is not a string

Validating Options with Agents
Use Options.validate_agents/1 to validate the agents configuration in options:
alias ClaudeAgentSDK.{Agent, Options}

# Valid configuration
options = Options.new(
  agents: %{
    coder: Agent.new(description: "Coder", prompt: "You code"),
    reviewer: Agent.new(description: "Reviewer", prompt: "You review")
  },
  agent: :coder
)
Options.validate_agents(options)
#=> :ok

# Invalid: active agent not in agents map
invalid = Options.new(
  agents: %{coder: Agent.new(description: "Coder", prompt: "You code")},
  agent: :reviewer  # Does not exist
)
Options.validate_agents(invalid)
#=> {:error, {:agent_not_found, :reviewer}}

# Invalid: agent specified but no agents defined
invalid2 = Options.new(
  agents: nil,
  agent: :coder
)
Options.validate_agents(invalid2)
#=> {:error, :no_agents_configured}

# Invalid: invalid agent in map
invalid3 = Options.new(
  agents: %{bad: Agent.new(description: "", prompt: "Prompt")},
  agent: :bad
)
Options.validate_agents(invalid3)
#=> {:error, {:invalid_agent, :bad, :description_required}}
Validation Options Errors
	Error	Cause
	:no_agents_configured	Active agent set but agents map is nil
	:agents_must_be_map	Agents is not a map
	{:agent_not_found, name}	Active agent not in agents map
	{:invalid_agent, name, reason}	Agent failed validation
	:agent_must_be_atom	Active agent is not an atom


Best Practices
1. Write Focused Agent Prompts
Create agents with clear, specific purposes:
# Good: Focused agent
Agent.new(
  description: "Python type annotation specialist",
  prompt: """
  You specialize in adding type annotations to Python code.
  - Use Python 3.10+ syntax (union with |, etc.)
  - Add annotations to function signatures
  - Use TypedDict for complex dictionaries
  - Add docstrings with type information
  """
)

# Avoid: Overly broad agent
Agent.new(
  description: "General helper",
  prompt: "You help with everything"
)
2. Match Model to Task Complexity
# Simple tasks: Use haiku for speed
simple_agent = Agent.new(
  description: "Quick responder",
  prompt: "Provide brief, direct answers",
  model: "haiku"
)

# Complex tasks: Use Opus when capability matters most
complex_agent = Agent.new(
  description: "Architecture designer",
  prompt: "Design complex software systems",
  model: "opus"
)
3. Restrict Tools Appropriately
# Read-only analysis agent
analyzer = Agent.new(
  description: "Code analyzer",
  prompt: "Analyze code without modifications",
  allowed_tools: ["Read", "Grep", "Glob"]  # No write access
)

# Trusted implementation agent
implementer = Agent.new(
  description: "Trusted implementer",
  prompt: "Implement requested features",
  allowed_tools: ["Read", "Write", "Edit", "Bash"]
)
4. Validate Before Use
Always validate agents before using them in production:
def create_agent(attrs) do
  agent = Agent.new(attrs)

  case Agent.validate(agent) do
    :ok -> {:ok, agent}
    {:error, reason} -> {:error, "Invalid agent: #{inspect(reason)}"}
  end
end
5. Use Meaningful Names
# Good: Descriptive names
agents: %{
  code_reviewer: reviewer_agent,
  security_auditor: security_agent,
  documentation_writer: docs_agent
}

# Avoid: Generic names
agents: %{
  agent1: agent1,
  agent2: agent2
}
6. Document Agent Capabilities
# Include capability documentation in the description
Agent.new(
  name: :database_expert,
  description: "PostgreSQL expert - query optimization, schema design, migrations",
  prompt: "..."
)
7. Handle Agent Switches Gracefully
def switch_agent(session_id, new_agent, options, prompt \\ nil) do
  updated_options = %{options | agent: new_agent}

  case Options.validate_agents(updated_options) do
    :ok ->
      if prompt do
        ClaudeAgentSDK.resume(session_id, prompt, updated_options)
      else
        ClaudeAgentSDK.resume(session_id, nil, updated_options)
      end

    {:error, reason} ->
      {:error, "Cannot switch to agent #{new_agent}: #{inspect(reason)}"}
  end
end
8. Use Filesystem Agents for Team Sharing
Store commonly used agents in .claude/agents/ so the entire team can use them:
.claude/
  agents/
    code-reviewer.md      # Shared code review standards
    security-auditor.md   # Company security guidelines
    style-enforcer.md     # Team coding style
9. Combine Agents for Complex Workflows
Design agent teams that complement each other:
# Complementary agent team
agents = %{
  # Creative phase
  designer: Agent.new(
    description: "Creates designs and architectures",
    prompt: "Focus on creative solutions and designs",
    model: "opus"
  ),

  # Implementation phase
  implementer: Agent.new(
    description: "Implements designs",
    prompt: "Write clean, efficient implementations",
    allowed_tools: ["Write", "Edit"],
    model: "sonnet"
  ),

  # Validation phase
  validator: Agent.new(
    description: "Validates implementations",
    prompt: "Verify correctness and quality",
    allowed_tools: ["Read", "Bash"],
    model: "haiku"
  )
}
10. Test Agent Configurations
defmodule AgentTest do
  use ExUnit.Case
  alias ClaudeAgentSDK.{Agent, Options}

  describe "agent validation" do
    test "code_reviewer agent is valid" do
      agent = create_code_reviewer()
      assert Agent.validate(agent) == :ok
    end

    test "options with agents are valid" do
      options = create_multi_agent_options()
      assert Options.validate_agents(options) == :ok
    end
  end
end

Summary
Agents in the Claude Agent SDK enable you to:
	Create specialized AI personas with custom prompts and tool access
	Switch between agents while maintaining conversation context
	Build multi-agent workflows for complex tasks
	Load agents from filesystem for team sharing
	Validate configurations before use

Key modules:
	ClaudeAgentSDK.Agent - Agent struct and validation
	ClaudeAgentSDK.Options - Configuration with agents (including agents_for_initialize/1)
	ClaudeAgentSDK.Session - Session ID extraction for agent switching

For more examples, see:
	examples/advanced_features/agents_live.exs - Multi-agent workflow demo
	examples/advanced_features/subagent_spawning_live.exs - Agent tool for parallel subagent spawning
	examples/filesystem_agents_live.exs - Filesystem agents demo


Subagent Spawning with Agent Tool
The Agent tool enables a lead agent to spawn subagents that work in parallel on different aspects of a problem. This pattern is similar to the research-agent demo in the official SDK demos.
How It Works
When Claude has access to the Agent tool, it can spawn specialized subagents:
	Lead Agent: Orchestrates the overall task and spawns subagents
	Subagents: Work on specific subtasks independently
	Results: Flow back to the lead agent for synthesis

Basic Usage
alias ClaudeAgentSDK.Options

options = Options.new(
  model: "sonnet",
  max_turns: 10,
  allowed_tools: ["Agent", "Read", "Write"],  # Agent enables subagent spawning
  permission_mode: :bypass_permissions
)

prompt = """
Research the current state of Elixir web frameworks. Spawn two subagents:
1. One to research Phoenix features
2. One to research LiveView capabilities
Then synthesize their findings.
"""

ClaudeAgentSDK.query(prompt, options)
|> Enum.to_list()
Tracking Subagent Activity
Use hooks to monitor subagent spawning:
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

# Track Agent tool usage (subagent spawning)
track_subagents = fn input, _tool_use_id, _context ->
  case input do
    %{"tool_name" => "Agent", "tool_input" => tool_input} ->
      description = tool_input["description"] || "unknown"
      subagent_type = tool_input["subagent_type"] || "general-purpose"
      IO.puts("Spawning subagent: #{description} (#{subagent_type})")
    _ -> :ok
  end
  Output.allow()
end

options = Options.new(
  allowed_tools: ["Agent", "Read", "Glob", "Grep"],
  hooks: %{
    pre_tool_use: [Matcher.new("Agent", [track_subagents])]
  }
)
Streaming Subagent Output
When using the Streaming API, events include a parent_tool_use_id field to identify which subagent produced each event:
Streaming.send_message(session, "Research Elixir frameworks using subagents")
|> Enum.each(fn event ->
  case event.parent_tool_use_id do
    nil ->
      # Main agent output
      IO.write("[MAIN] #{event[:text]}")

    tool_id ->
      # Subagent output - route to appropriate UI panel
      IO.write("[SUB:#{String.slice(tool_id, 0, 8)}] #{event[:text]}")
  end
end)
See the Streaming Guide and examples/streaming_tools/subagent_streaming.exs for details.
Subagent Types
The Agent tool supports different subagent types:
	Type	Description
	general-purpose	Default agent for multi-step tasks
	Explore	Fast codebase exploration
	Plan	Software architecture planning

Use Cases
	Research Workflows: Spawn multiple researchers for parallel information gathering
	Code Analysis: Parallel scanning of different parts of a codebase
	Complex Tasks: Decompose large tasks into parallelizable subtasks

See examples/advanced_features/subagent_spawning_live.exs for a complete demonstration.


  

    Runtime Control Features

This guide covers the runtime control features that remain SDK-local after the
CLI runtime cutover.
What The Client Owns
ClaudeAgentSDK.Client now sits above CliSubprocessCore.ProtocolSession and
keeps only Claude-specific control behavior:
	initialize handshake shaping
	runtime model switching
	hook callback execution
	permission callback execution
	SDK MCP routing
	Claude message and stream_event projection

The client no longer accepts custom transport injection and it no longer owns
subprocess lifecycle directly.
Runtime Model Switching
{:ok, client} =
  ClaudeAgentSDK.Client.start_link(%ClaudeAgentSDK.Options{
    model: "claude-sonnet-4"
  })

:ok = ClaudeAgentSDK.Client.set_model(client, "opus")
Background Tasks & MCP Server Control
The client exposes control-protocol operations for managing in-flight work and
MCP servers at runtime:
# Stop a background task by id. A task that is already gone (not_found /
# not_running) is reported as success by the CLI so stale task chips prune cleanly.
:ok = ClaudeAgentSDK.Client.stop_task(client, task_id)

# Reconnect an MCP server by name.
:ok = ClaudeAgentSDK.Client.reconnect_mcp_server(client, "github")

# Enable or disable an MCP server at runtime.
:ok = ClaudeAgentSDK.Client.toggle_mcp_server(client, "github", false)
Background task lifecycle is surfaced as system messages: task_started,
task_progress, task_notification, and the typed task_updated. Use
ClaudeAgentSDK.Message.terminal_task_status?/1 to detect a terminal status
(completed / failed / stopped / killed) from either the notification or
the task_updated frame when tracking active tasks.
On CLI 2.1.203+ the CLI also emits the level-based
system/background_tasks_changed frame: the full live task set on every
membership change (an empty tasks list means the set drained), so consumers
can track background activity as state instead of stitching the edge frames.
ClaudeAgentSDK.Message.live_background_tasks/1 returns the non-terminal
tasks from such a frame.
Interrupts & Receipts
ClaudeAgentSDK.Client.interrupt/1 returns a typed receipt
(CLI 2.1.205+, upstream interrupt_receipt_v1):
{:ok, %ClaudeAgentSDK.InterruptReceipt{still_queued: still_queued}} =
  ClaudeAgentSDK.Client.interrupt(client)

# still_queued lists uuids of queued async messages that survive the
# interrupt — they WILL run unless cancelled first.
On CLIs that predate the receipt, the interrupt is still acknowledged and
still_queued is empty. Feature-detect from the system/init frame:
ClaudeAgentSDK.Message.capability?(init_message, "interrupt_receipt_v1")
Breaking change vs 0.17.x: interrupt/1 previously returned a bare :ok.

Command Lifecycle
On CLI 2.1.206+, every uuid-stamped inbound message emits top-level
command_lifecycle frames carrying its state (queued / started /
completed / cancelled / discarded), keyed by command_uuid (the
client-supplied message uuid; the frame's own uuid is the universal frame
id). Messages sent without a uuid — like the one-shot -p prompt path —
emit no lifecycle frames.
%ClaudeAgentSDK.Message{type: :command_lifecycle, data: data} = msg
data.command_uuid  # which inbound message this is about
data.state         # "queued" | "started" | "completed" | "cancelled" | "discarded"
ClaudeAgentSDK.Message.command_terminal?(msg)  # true for the last three
A dead turn (see Message.dead_turn?/1 in the error-handling guide) reports
its command lifecycle as cancelled, not completed.
Execution Surface Routing
Choose local vs SSH execution with Options.execution_surface:
opts = %ClaudeAgentSDK.Options{
  execution_surface: [
    surface_kind: :ssh_exec,
    transport_options: [
      destination: "claude.example",
      user: "sdk",
      port: 22
    ]
  ]
}

{:ok, client} = ClaudeAgentSDK.Client.start_link(opts)
Error Notes
	Local validation failures are returned before the client starts.
	Control requests preserve typed SDK errors such as :timeout and
{:protocol_session_down, reason}.
	CLI-declared control errors still come back as provider strings from the
control protocol.



  

    Testing Guide for Claude Agent SDK

This guide provides comprehensive documentation for testing applications built with the Claude Agent SDK for Elixir. It covers the package-local mock fixture system, test fixtures, hooks testing, permission callbacks, integration testing patterns, and best practices.
The mock system is quarantined to this package's :test environment. It is not
a service-mode simulation engine and must not be used as a StackLab,
orchestration, ASM, or production runtime selector. Cross-stack simulation goes
through agent_session_manager and cli_subprocess_core.
Runnable files under examples/ are live-only. They must use public SDK APIs
and may not invoke the Claude CLI directly or enable package test fixtures.
Keep deterministic provider doubles in test/ or test-support modules.
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Mock System Overview
The Claude Agent SDK includes a package-local mocking system that enables SDK tests without making actual API calls to the Claude service. The mock system consists of three main components:
Components
	Mock Server (ClaudeAgentSDK.Mock): A GenServer that stores and retrieves mock responses based on prompt patterns.

	Mock Process (ClaudeAgentSDK.Mock.Process): Intercepts CLI calls only in the package-local test fixture scope and returns stored responses.

	Mock Transport (ClaudeAgentSDK.TestSupport.MockTransport): A test transport that records outbound messages, allows pushing inbound frames, and reports subscription metadata as {pid, :legacy | reference()} so tests can exercise both legacy and tagged subscriber paths.


Benefits
	Fast Tests: No network calls, instant responses
	Predictable: Deterministic responses for consistent test results
	No API Costs: Zero usage charges during testing
	CI/CD Friendly: No authentication required
	Fixture Scope: Parser and wrapper tests can run without provider access


Enabling Mock Mode
Mock mode is only honored in this package's :test environment.
Configuration-Based (Recommended for Tests)
Configure mock mode in your config/test.exs:
# config/test.exs
config :claude_agent_sdk,
  use_mock: true
Runtime Toggle For Tests
Enable or disable mocking at runtime inside package tests:
# Enable mocking
Application.put_env(:claude_agent_sdk, :use_mock, true)

# Start the mock server (required)
{:ok, _pid} = ClaudeAgentSDK.Mock.start_link()

# Disable mocking
Application.put_env(:claude_agent_sdk, :use_mock, false)
Test Helper Setup
The SDK's test_helper.exs automatically configures mock mode:
# test/test_helper.exs
live_tests? = System.get_env("LIVE_TESTS") == "true"

# Enable mocking for tests unless running in live mode
Application.put_env(:claude_agent_sdk, :use_mock, !live_tests?)

# Start the mock server only when mock mode is enabled
unless live_tests? do
  {:ok, _} = ClaudeAgentSDK.Mock.start_link()
end

ExUnit.start(exclude: [:integration, :live], capture_log: true)
Verifying Mock Mode
# Check if mock mode is enabled
Application.get_env(:claude_agent_sdk, :use_mock)
# => true or false

# Verify mock server is running
Process.whereis(ClaudeAgentSDK.Mock)
# => PID or nil

Setting Mock Responses
Basic Pattern Matching
Set responses that match prompts containing a specific pattern:
alias ClaudeAgentSDK.Mock

# Set a response for prompts containing "hello"
Mock.set_response("hello", [
  %{
    "type" => "assistant",
    "message" => %{"content" => "Hello from mock!"},
    "session_id" => "mock-123"
  }
])

# Any query containing "hello" returns this response
ClaudeAgentSDK.query("say hello") |> Enum.to_list()
Setting Default Responses
Configure a fallback response for unmatched prompts:
Mock.set_default_response([
  %{
    "type" => "assistant",
    "message" => %{"content" => "Custom default response"}
  }
])
Clearing Responses
Reset all mock responses between tests:
Mock.clear_responses()
Getting Responses Programmatically
Retrieve the response that would be returned for a prompt:
response = Mock.get_response("test prompt")

Mock Response Format
Mock responses should match the Claude CLI JSON format. A minimum successful response typically includes three core message types, but live CLI runs may also include user, stream_event, or rate_limit_event frames.
Complete Response Structure
[
  # 1. System initialization message
  %{
    "type" => "system",
    "subtype" => "init",
    "session_id" => "mock-session-123",
    "model" => "opus",
    "tools" => ["bash", "editor"],
    "cwd" => "/current/dir",
    "permissionMode" => "default",
    "apiKeySource" => "mock"
  },

  # 2. Assistant response
  %{
    "type" => "assistant",
    "message" => %{
      "role" => "assistant",
      "content" => "Your response here"
    },
    "session_id" => "mock-session-123"
  },

  # 3. Result message
  %{
    "type" => "result",
    "subtype" => "success",
    "session_id" => "mock-session-123",
    "total_cost_usd" => 0.001,
    "duration_ms" => 100,
    "duration_api_ms" => 50,
    "num_turns" => 1,
    "is_error" => false
  }
]
Message Types Reference
	Type	Description	Key Fields
	system	Session initialization	session_id, model, cwd, tools
	user	User input	message, session_id
	assistant	Claude response	message, session_id
	stream_event	Raw streaming event	event, uuid, session_id
	rate_limit_event	Rate limit state change	rate_limit_info, uuid, session_id
	result	Final result	total_cost_usd, duration_ms, num_turns

Note: rate_limit_event is included here because this SDK tracks the CLI wire format directly. The current Python SDK filters unknown message types instead of surfacing them.
Result Subtypes
	success - Successful completion
	error_max_turns - Max turns limit reached
	error_during_execution - Error during execution

Tool Use in Responses
Mock responses can include tool use:
%{
  "type" => "assistant",
  "message" => %{
    "role" => "assistant",
    "content" => [
      %{
        "type" => "tool_use",
        "id" => "tool_123",
        "name" => "Bash",
        "input" => %{"command" => "ls -la"}
      }
    ]
  }
}

Testing Hooks
The hooks system provides lifecycle event interception for testing security policies, logging, and custom behavior.
Hook Events
All 12 hook events from the Python SDK are supported:
	Event	When Triggered	Use Case
	pre_tool_use	Before tool executes	Security validation, logging
	post_tool_use	After tool executes	Audit trails, monitoring
	post_tool_use_failure	After tool execution fails	Error tracking
	user_prompt_submit	When user submits prompt	Context injection
	stop	When agent finishes	Final logging
	subagent_start	When subagent is spawned	Subagent tracking
	subagent_stop	When subagent finishes	Subagent result handling
	pre_compact	Before context compaction	Preserve context
	notification	CLI notification received	Alert routing
	permission_request	Permission dialog triggered	Programmatic responses
	session_start	Session begins	Initialization
	session_end	Session ends	Cleanup

Creating Test Hooks
alias ClaudeAgentSDK.Hooks.{Matcher, Output}

# Hook that allows all tools
allow_all_hook = fn _input, _tool_use_id, _context ->
  Output.allow()
end

# Hook that denies specific tools
deny_dangerous = fn input, _tool_use_id, _context ->
  case input do
    %{"tool_name" => "Bash", "tool_input" => %{"command" => cmd}} ->
      if String.contains?(cmd, "rm -rf") do
        Output.deny("Dangerous command blocked")
      else
        Output.allow()
      end
    _ -> Output.allow()
  end
end

# Hook that records invocations for testing
test_pid = self()
recording_hook = fn input, tool_use_id, context ->
  send(test_pid, {:hook_called, input["tool_name"], input, tool_use_id})
  Output.allow()
end
Configuring Hooks in Options
alias ClaudeAgentSDK.{Options, Hooks.Matcher}

options = %Options{
  hooks: %{
    pre_tool_use: [
      Matcher.new("*", [&audit_log/3]),           # Match all tools
      Matcher.new("Bash", [&security_check/3])    # Match specific tool
    ],
    post_tool_use: [
      Matcher.new("*", [&record_result/3])
    ]
  }
}
Testing Hook Behavior
defmodule MyApp.HooksTest do
  use ClaudeAgentSDK.SupertesterCase

  alias ClaudeAgentSDK.{Mock, Options}
  alias ClaudeAgentSDK.Hooks.{Matcher, Output}

  setup do
    Mock.clear_responses()
    :ok
  end

  test "pre_tool_use hook can deny dangerous commands" do
    test_pid = self()

    deny_dangerous = fn input, _tool_use_id, _context ->
      send(test_pid, {:hook_check, input})

      case input do
        %{"tool_name" => "Bash", "tool_input" => %{"command" => cmd}} ->
          if String.contains?(cmd, "rm -rf") do
            Output.deny("Dangerous command blocked")
          else
            Output.allow()
          end
        _ -> Output.allow()
      end
    end

    options = %Options{
      hooks: %{
        pre_tool_use: [Matcher.new("Bash", [deny_dangerous])]
      }
    }

    # Set up mock response with tool use
    Mock.set_response("delete files", [
      %{
        "type" => "assistant",
        "message" => %{
          "content" => [
            %{
              "type" => "tool_use",
              "name" => "Bash",
              "input" => %{"command" => "rm -rf /"}
            }
          ]
        }
      }
    ])

    _messages = ClaudeAgentSDK.query("delete files", options) |> Enum.to_list()

    # Verify hook was called
    assert_receive {:hook_check, %{"tool_name" => "Bash"}}
  end

  test "recording hook tracks all tool invocations" do
    test_pid = self()
    invocations = :ets.new(:invocations, [:set, :public])

    recording_hook = fn input, tool_use_id, _context ->
      :ets.insert(invocations, {tool_use_id, input["tool_name"]})
      send(test_pid, {:tool_used, input["tool_name"]})
      Output.allow()
    end

    options = %Options{
      hooks: %{
        pre_tool_use: [Matcher.new("*", [recording_hook])]
      }
    }

    # Execute query and verify recording
    _messages = ClaudeAgentSDK.query("list files", options) |> Enum.to_list()

    # Check recorded tools
    recorded = :ets.tab2list(invocations)
    assert length(recorded) > 0
  end
end
Hook Output Types
alias ClaudeAgentSDK.Hooks.Output

# Allow execution
Output.allow()
Output.allow("Approved")

# Allow with input modification
Output.allow(updated_input: %{...})

# Deny execution
Output.deny("Reason")
Output.deny("Reason", interrupt: true)  # Stop entire session

# Add context to prompt
Output.add_context("UserPromptSubmit", "Additional context here")

# Add system message
output = Output.allow() |> Output.with_system_message("Logged")

Testing Permission Callbacks
Permission callbacks provide fine-grained control over tool execution.
Permission Context
alias ClaudeAgentSDK.Permission.Context

# Context struct contains:
%Context{
  tool_name: "Write",
  tool_input: %{"file_path" => "/etc/hosts", "content" => "..."},
  session_id: "session-123",
  cwd: "/project"
}
Permission Results
alias ClaudeAgentSDK.Permission.Result

# Allow
Result.allow()

# Allow with modified input
Result.allow(updated_input: %{"file_path" => "/safe/path"})

# Deny
Result.deny("Reason")

# Deny with interrupt (stops session)
Result.deny("Critical error", interrupt: true)

# Allow with permission updates
Result.allow(updated_permissions: [
  %{"type" => "setMode", "mode" => "plan", "destination" => "session"}
])
Creating Test Permission Callbacks
alias ClaudeAgentSDK.Permission.Result

# Allow all
allow_all = fn _context -> Result.allow() end

# Deny all
deny_all = fn _context -> Result.deny("All denied") end

# Recording callback for testing
test_pid = self()
recording_callback = fn context ->
  send(test_pid, {:permission_check, context})
  Result.allow()
end

# Path restriction callback
path_restriction = fn context ->
  allowed_dirs = ["/tmp", "/home/user/project"]

  if context.tool_name in ["Read", "Write"] do
    file_path = context.tool_input["file_path"] || ""

    if Enum.any?(allowed_dirs, &String.starts_with?(file_path, &1)) do
      Result.allow()
    else
      Result.deny("File path outside allowed directories")
    end
  else
    Result.allow()
  end
end
Testing Permission Callbacks
defmodule MyApp.PermissionsTest do
  use ClaudeAgentSDK.SupertesterCase

  alias ClaudeAgentSDK.{Mock, Options}
  alias ClaudeAgentSDK.Permission.{Context, Result}

  setup do
    Mock.clear_responses()
    :ok
  end

  test "permission callback can redirect file writes" do
    redirect_callback = fn context ->
      if context.tool_name == "Write" do
        file_path = context.tool_input["file_path"]

        if String.starts_with?(file_path, "/etc/") do
          safe_path = "/tmp/safe/" <> Path.basename(file_path)
          Result.allow(
            updated_input: Map.put(context.tool_input, "file_path", safe_path)
          )
        else
          Result.allow()
        end
      else
        Result.allow()
      end
    end

    options = %Options{
      can_use_tool: redirect_callback,
      permission_mode: :default
    }

    # Test that writes to /etc/ are redirected
    # ...
  end

  test "permission callback receives correct context" do
    test_pid = self()

    recording_callback = fn context ->
      send(test_pid, {:context_received, context})
      Result.allow()
    end

    options = %Options{
      can_use_tool: recording_callback,
      permission_mode: :default
    }

    # can_use_tool with query uses the control client (string or streaming prompts)
    prompts = [
      %{"type" => "user", "message" => %{"role" => "user", "content" => "write a file"}}
    ]

    _messages = ClaudeAgentSDK.query(prompts, options) |> Enum.to_list()

    assert_receive {:context_received, context}
    assert is_binary(context.tool_name)
    assert is_map(context.tool_input)
  end
end
Permission Modes
%Options{
  permission_mode: :default          # CLI default permission flow
}

%Options{
  permission_mode: :auto             # CLI auto permission flow
}

%Options{
  permission_mode: :accept_edits     # Edit operations auto-allowed
}

%Options{
  permission_mode: :plan             # Show plan, execute after approval
}

%Options{
  permission_mode: :bypass_permissions  # All tools allowed (use with caution)
}

%Options{
  permission_mode: :dont_ask         # No permission prompts
}

Testing with SupertesterCase
The SDK provides SupertesterCase for advanced OTP testing with deterministic behavior.
Basic Usage
defmodule MyApp.SDKTest do
  use ClaudeAgentSDK.SupertesterCase

  # Imports available:
  # - Supertester.OTPHelpers
  # - Supertester.GenServerHelpers
  # - Supertester.Assertions
  # - Supertester.SupervisorHelpers
  # - Supertester.PerformanceHelpers
  # - Supertester.ChaosHelpers

  test "basic SDK operation" do
    # Your test code
  end
end
Eventually Helper
For async assertions that require polling:
test "eventually receives expected message" do
  # Start some async operation
  spawn(fn ->
    Process.sleep(50)
    send(self(), {:completed, :value})
  end)

  # Wait for the result
  result = SupertesterCase.eventually(fn ->
    receive do
      {:completed, value} -> value
    after
      0 -> nil
    end
  end, timeout: 1_000, interval: 25)

  assert result == :value
end
Using The Fake CLI Harness
For testing the control protocol client on the finished Stage 3 boundary:
alias ClaudeAgentSDK.Client
alias ClaudeAgentSDK.TestSupport.FakeCLI

test "client handles messages correctly" do
  fake_cli = FakeCLI.new!()
  on_exit(fn -> FakeCLI.cleanup(fake_cli) end)

  {:ok, client} = Client.start_link(FakeCLI.options(fake_cli, %Options{}))
  on_exit(fn -> Client.stop(client) end)

  assert :ok = FakeCLI.wait_until_started(fake_cli, 1_000)
  _request_id = FakeCLI.respond_initialize_success!(fake_cli)
  assert :ok = Client.await_initialized(client, 1_000)

  FakeCLI.push_message(fake_cli, %{
    "type" => "assistant",
    "message" => %{"content" => "Hello"}
  })

  assert {:ok, [%ClaudeAgentSDK.Message{type: :assistant} | _]} =
           Client.receive_response(client)
end

Integration Testing Patterns
Live Smoke Test Pattern
For end-to-end testing with real API:
defmodule MyApp.LiveSmokeTest do
  use ClaudeAgentSDK.SupertesterCase

  @moduletag :live  # Tag for live tests

  test "basic query works end-to-end" do
    messages = ClaudeAgentSDK.query(
      "Say exactly: live smoke ok",
      %Options{max_turns: 1, output_format: :stream_json}
    ) |> Enum.to_list()

    assert Enum.any?(messages, &(&1.type == :assistant))
    assert Enum.any?(messages, &match?(%{type: :result, subtype: :success}, &1))
  end
end
Running Integration Tests
# Run all tests (mocks enabled)
mix test

# Run only live tests against real API
LIVE_TESTS=true mix test --only live

# Run integration tests
mix test --only integration

# Run with verbose output
mix test --trace

Testing SDK MCP Tools
defmodule MyApp.MCPToolsTest do
  use ClaudeAgentSDK.SupertesterCase

  alias ClaudeAgentSDK.{Mock, Options}
  alias ClaudeAgentSDK.Tool.Registry

  setup do
    Mock.clear_responses()
    :ok
  end

  test "SDK MCP server executes tools correctly" do
    # Create server with test tools
    server = ClaudeAgentSDK.create_sdk_mcp_server(
      name: "calc",
      version: "1.0.0",
      tools: [
        ClaudeAgentSDK.TestSupport.CalculatorTools.Add,
        ClaudeAgentSDK.TestSupport.CalculatorTools.GreetUser
      ]
    )

    assert server.type == :sdk
    assert server.name == "calc"
    assert is_pid(server.registry_pid)

    # Execute tool directly
    {:ok, result} = Registry.execute_tool(
      server.registry_pid,
      "add",
      %{"a" => 5, "b" => 3}
    )

    assert result["content"] |> hd() |> Map.get("text") =~ "8"
  end

  test "SDK MCP tools work in query" do
    server = ClaudeAgentSDK.create_sdk_mcp_server(
      name: "math",
      version: "1.0.0",
      tools: [ClaudeAgentSDK.TestSupport.CalculatorTools.Add]
    )

    options = %Options{
      mcp_servers: %{"math" => server},
      allowed_tools: ["mcp__math__add"]
    }

    # Set mock to trigger tool use
    Mock.set_response("calculate", [
      %{
        "type" => "assistant",
        "message" => %{
          "content" => [
            %{
              "type" => "tool_use",
              "name" => "mcp__math__add",
              "input" => %{"a" => 10, "b" => 20}
            }
          ]
        }
      },
      %{
        "type" => "result",
        "subtype" => "success"
      }
    ])

    messages = ClaudeAgentSDK.query("calculate 10 + 20", options) |> Enum.to_list()
    assert Enum.any?(messages, &(&1.type == :result))
  end
end
Testing Async MCP Dispatch
Long-running SDK MCP tool calls should not block the Client process mailbox.
Keep a regression test that proves other requests are still handled while a slow tool runs.
test "slow tools/call does not block client responsiveness" do
  # 1) Trigger a slow tools/call request
  # 2) While it is running, send a fast control request (or ping)
  # 3) Assert the fast request returns before the slow tool finishes
end
Testing Strict TaskSupervisor Mode
When strict mode is enabled, unavailable supervisors should fail fast with a stable error tuple:
test "strict mode returns explicit unavailable supervisor error" do
  Application.put_env(:claude_agent_sdk, :task_supervisor, Missing.Supervisor)
  Application.put_env(:claude_agent_sdk, :task_supervisor_strict, true)

  assert {:error, {:task_supervisor_unavailable, Missing.Supervisor}} =
           ClaudeAgentSDK.TaskSupervisor.start_child(fn -> :ok end)
end
Testing Streaming
defmodule MyApp.StreamingTest do
  use ClaudeAgentSDK.SupertesterCase

  alias ClaudeAgentSDK.{Options, Streaming}

  @moduletag :live

  test "streaming session works" do
    options = %Options{model: "haiku", max_turns: 1, allowed_tools: []}

    {:ok, session} = Streaming.start_session(options)

    try do
      result = Streaming.send_message(session, "Say hello in five words.")
      |> Enum.reduce_while(%{chunks: 0, stopped?: false}, fn
        %{type: :text_delta, text: _chunk}, acc ->
          {:cont, %{acc | chunks: acc.chunks + 1}}

        %{type: :message_stop}, acc ->
          {:halt, %{acc | stopped?: true}}

        %{type: :error, error: reason}, _acc ->
          {:halt, %{error: reason}}

        _event, acc -> {:cont, acc}
      end)

      assert result.stopped? == true
      assert result.chunks > 0
    after
      Streaming.close_session(session)
    end
  end
end

Environment Configuration for Tests
Test Configuration (config/test.exs)
import Config

config :claude_agent_sdk,
  use_mock: true,
  cli_command: "claude",
  # Keep tool timeout short in tests that exercise Tool.Registry timeouts
  tool_execution_timeout_ms: 5_000

# Optional: Customize timeouts for tests
config :claude_agent_sdk,
  timeout_ms: 30_000
When testing SessionStore startup behavior, remember cache hydration is deferred.
Use bounded retries/assertions for list/search immediately after start, or assert via load_session/1 (disk fallback path).
For transport failures, assert normalized reasons (:not_connected, :cli_not_found)
instead of transport-specific internals (for example {:command_not_found, "claude"}).
For transport/session startup lifecycle tests, startup_mode: :lazy still lets
you assert post-init launch failures deterministically. Streaming.Session.start_link/2
keeps normal linked-GenServer semantics, so trap exits before you assert
deterministic config failures such as missing cwd/command directly from
start_link.
Hermetic Git Fixtures
If a test creates temporary git repositories, do not let developer-local git
configuration leak into the fixture. Global hooks, signing settings, pagers, or
prompts can turn a simple git commit into a slow or hanging test on one
machine while it passes on another.
Prefer an isolated git environment for fixtures:
global_config_path = Path.join(tmp_dir, ".git-test-global-config")
File.write!(global_config_path, "")

env = [
  {"GIT_CONFIG_NOSYSTEM", "1"},
  {"GIT_CONFIG_GLOBAL", global_config_path},
  {"GIT_TERMINAL_PROMPT", "0"}
]

System.cmd("git", ["-c", "commit.gpgsign=false", "commit", "-m", "initial"],
  cd: repo_path,
  env: env,
  stderr_to_stdout: true
)
Use the same pattern for git worktree integration tests. If you need to stub
git itself by prepending a fake binary to PATH, restore PATH after the
test with a bounded helper such as ClaudeAgentSDK.TestEnvHelpers.with_system_env/2
or with_system_and_app_env/4.
Development Configuration (config/dev.exs)
import Config

config :claude_agent_sdk,
  use_mock: false,
  cli_command: "claude"
Production Configuration (config/prod.exs)
import Config

config :claude_agent_sdk,
  use_mock: false,
  cli_command: "claude"
Environment Variables
	Variable	Description	Default
	LIVE_TESTS	Enable live API tests	false
	ANTHROPIC_API_KEY	API key for live tests	-
	CLAUDE_AGENT_OAUTH_TOKEN	OAuth token (alternative auth)	-


Best Practices
1. Always Clear Mocks in Setup
setup do
  ClaudeAgentSDK.Mock.clear_responses()
  :ok
end
2. Use Specific Patterns for Mock Responses
# Good: Specific pattern
Mock.set_response("analyze security", security_analysis_response)

# Avoid: Too generic
Mock.set_response("a", generic_response)
3. Test Both Mock and Live Paths
# Unit tests with mocks (fast, predictable)
describe "with mocks" do
  test "handles response correctly" do
    Mock.set_response("test", expected_response)
    # ...
  end
end

# Integration tests with live API (periodic validation)
@tag :live
describe "live integration" do
  test "works with real API" do
    # ...
  end
end
4. Keep Mock Responses Realistic
# Good: Complete, realistic response
Mock.set_response("hello", [
  %{"type" => "system", "subtype" => "init", "session_id" => "mock-123"},
  %{"type" => "assistant", "message" => %{"content" => "Hello!"}},
  %{"type" => "result", "subtype" => "success", "total_cost_usd" => 0.001}
])

# Avoid: Minimal response that may not test all code paths
Mock.set_response("hello", [%{"type" => "assistant"}])
5. Use Test Fixtures for Common Patterns
alias ClaudeAgentSDK.TestSupport.TestFixtures

test "with standard fixtures" do
  hook = TestFixtures.allow_all_hook()
  options = TestFixtures.options_with_hooks(hook)
  # ...
end
6. Test Error Handling
test "handles API errors gracefully" do
  Mock.set_response("error case", [
    %{
      "type" => "assistant",
      "message" => %{"content" => "Error"},
      "error" => %{"code" => "rate_limit"}
    },
    %{
      "type" => "result",
      "subtype" => "error_during_execution",
      "is_error" => true
    }
  ])

  messages = ClaudeAgentSDK.query("error case") |> Enum.to_list()
  assert Enum.any?(messages, &(&1.type == :result and &1.subtype == :error_during_execution))
end
7. Use Eventually for Async Operations
test "async operation completes" do
  start_async_operation()

  result = SupertesterCase.eventually(fn ->
    check_completion_status()
  end, timeout: 5_000)

  assert result == :completed
end
8. Document Test Purposes
@moduledoc """
Tests for the permission callback system.

These tests verify that:
- Permission callbacks receive correct context
- Allow/deny decisions are respected
- Input modifications are applied
- Interrupt flags stop execution
"""

@doc """
Verifies that dangerous bash commands are blocked
by the permission callback.
"""
test "blocks rm -rf commands" do
  # ...
end
9. Isolate Test State
setup do
  # Clear global state
  Mock.clear_responses()

  # Create isolated resources
  {:ok, registry} = Tool.Registry.start_link([])

  on_exit(fn ->
    GenServer.stop(registry)
  end)

  {:ok, registry: registry}
end
10. Run Live Tests Periodically
# In CI, run live tests on a schedule (e.g., nightly)
LIVE_TESTS=true mix test --only live

# Locally, verify before major releases
LIVE_TESTS=true mix test --only live --trace


Test Support Files Reference
	File	Purpose
	test/test_helper.exs	Test initialization, mock setup
	test/support/supertester_case.ex	OTP testing foundation
	test/support/mock_transport.ex	Transport mock for client tests
	test/support/test_tools.ex	Reusable tool definitions
	test/support/test_fixtures.ex	Common test fixtures


Troubleshooting
Mock Not Working
# Verify mock is enabled
IO.inspect(Application.get_env(:claude_agent_sdk, :use_mock))
# Should be: true

# Verify mock server is running
IO.inspect(Process.whereis(ClaudeAgentSDK.Mock))
# Should be: a PID
Wrong Response Returned
# Check if pattern matches
# Mock uses String.contains? for matching
Mock.get_response("your actual prompt")
# Compare with expected response
Tests Timing Out
# Increase timeout for slow operations
options = %Options{timeout_ms: 60_000}

# Or use eventually with longer timeout
SupertesterCase.eventually(fn -> ... end, timeout: 10_000)
Live Tests Failing
# Verify authentication
claude --version
claude auth status

# Check environment variables
echo $ANTHROPIC_API_KEY

# Run with verbose output
LIVE_TESTS=true mix test --only live --trace



  

    Error Handling Guide

This guide covers error handling in the Claude Agent SDK for Elixir, including error types, handling patterns, and best practices.
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Error Types Overview
The Claude Agent SDK defines several structured error types in the ClaudeAgentSDK.Errors module. These errors follow Elixir conventions, implementing the Exception behaviour for use with raise/rescue while also supporting the {:error, reason} tuple pattern.
Error Hierarchy
	Error Type	Module	Description
	Base SDK Error	ClaudeSDKError	Base exception for all SDK errors (Python parity)
	CLI Connection Error	CLIConnectionError	Failed to connect to Claude CLI subprocess
	CLI Not Found Error	CLINotFoundError	Claude CLI executable not found
	Process Error	ProcessError	CLI process exited with error
	JSON Decode Error	CLIJSONDecodeError	Failed to parse JSON from CLI output
	Message Parse Error	MessageParseError	Failed to parse message structure

ClaudeSDKError (Base Exception)
The ClaudeSDKError provides a base exception type for catch-all error handling, matching the Python SDK pattern:
%ClaudeAgentSDK.Errors.ClaudeSDKError{
  message: String.t(),       # Human-readable error message
  cause: term() | nil        # Optional underlying cause
}
Usage for wrapping errors:
alias ClaudeAgentSDK.Errors.ClaudeSDKError

# Wrap an underlying error
error = %ClaudeSDKError{
  message: "Operation failed",
  cause: %RuntimeError{message: "Connection timeout"}
}

# Raise with just a message
raise ClaudeSDKError, message: "Something went wrong"

# Get message
Exception.message(error)  # => "Operation failed"
Assistant-Level Errors
In addition to the exception types above, the SDK defines assistant-level error codes in ClaudeAgentSDK.AssistantError:
	Error Code	Description
	:authentication_failed	API authentication failed
	:billing_error	Billing or quota issues
	:rate_limit	Rate limit exceeded
	:invalid_request	Malformed request
	:server_error	Anthropic server error
	:unknown	Unrecognized error


CLI Errors
CLIConnectionError
Raised when the SDK cannot establish a connection to the Claude CLI subprocess.
%ClaudeAgentSDK.Errors.CLIConnectionError{
  message: String.t(),      # Human-readable error message
  cwd: String.t() | nil,    # Working directory where connection was attempted
  reason: term()            # Underlying error reason
}
Common causes:
	Working directory does not exist
	Insufficient permissions to spawn subprocess
	System resource limits exceeded

Example handling:
alias ClaudeAgentSDK.Errors.CLIConnectionError

try do
  ClaudeAgentSDK.query("Hello", %Options{cwd: "/nonexistent/path"})
  |> Enum.to_list()
rescue
  %CLIConnectionError{message: msg, cwd: cwd, reason: reason} ->
    Logger.error("CLI connection failed in #{cwd}: #{msg}")
    Logger.debug("Underlying reason: #{inspect(reason)}")
    {:error, :connection_failed}
end
CLINotFoundError
Raised when the Claude CLI executable cannot be located.
%ClaudeAgentSDK.Errors.CLINotFoundError{
  message: String.t(),        # Human-readable error message
  cli_path: String.t() | nil  # Path that was searched
}
Common causes:
	Claude CLI not installed
	Claude CLI not in system PATH
	Incorrect custom CLI path specified

Example handling:
alias ClaudeAgentSDK.Errors.CLINotFoundError

case ClaudeAgentSDK.CLI.find_executable() do
  {:ok, path} ->
    Logger.info("Found Claude CLI at: #{path}")

  {:error, %CLINotFoundError{message: msg}} ->
    Logger.error("Claude CLI not found: #{msg}")
    Logger.info("Install Claude CLI: npm install -g @anthropic-ai/claude-code")
    {:error, :cli_not_installed}
end
Proactive validation:
# Check CLI availability at application startup
def ensure_cli_available! do
  case ClaudeAgentSDK.CLI.find_executable() do
    {:ok, path} ->
      {:ok, version} = ClaudeAgentSDK.CLI.version()
      Logger.info("Claude CLI v#{version} ready at #{path}")
      :ok

    {:error, error} ->
      raise error
  end
end

Process Errors
ProcessError
Raised when the Claude CLI subprocess exits with a non-zero status code.
%ClaudeAgentSDK.Errors.ProcessError{
  message: String.t(),        # Human-readable error message
  exit_code: integer() | nil, # Process exit code
  stderr: String.t() | nil    # Captured stderr output
}
Common causes:
	CLI internal error
	Timeout exceeded
	Authentication issues at CLI level
	Invalid arguments passed to CLI

Example handling:
alias ClaudeAgentSDK.Errors.ProcessError

try do
  ClaudeAgentSDK.query("Hello")
  |> Enum.to_list()
rescue
  %ProcessError{exit_code: code, stderr: stderr} ->
    Logger.error("CLI process failed with exit code #{code}")
    if stderr, do: Logger.error("stderr: #{stderr}")

    case code do
      1 -> {:error, :general_error}
      2 -> {:error, :invalid_arguments}
      _ -> {:error, :unknown_process_error}
    end
end
Capturing stderr for debugging:
# Configure stderr callback for detailed debugging
stderr_handler = fn line ->
  Logger.debug("[Claude CLI stderr] #{line}")
end

options = %Options{
  stderr: stderr_handler,
  verbose: true
}

ClaudeAgentSDK.query("Debug this issue", options)
|> Enum.to_list()

JSON Decode Errors
CLIJSONDecodeError
Raised when the SDK fails to parse JSON output from the CLI.
%ClaudeAgentSDK.Errors.CLIJSONDecodeError{
  message: String.t(),       # Human-readable error message
  line: String.t(),          # The raw line that failed to parse
  original_error: term()     # The underlying JSON decode error
}
Common causes:
	Corrupted CLI output


Transport Error Contract
Transport callback failures are normalized to a typed tuple:
{:error, {:transport, reason}}
Common reasons:
	:not_connected
	:timeout
	:transport_stopped
	{:send_failed, detail}
	{:call_exit, detail}

This contract applies to transport APIs such as send/2, end_input/1, subscribe/3, and force_close/1.
	Partial message received due to process termination
	Non-JSON output mixed with JSON (debug output, warnings)
	JSON frames exceeding max_buffer_size (default: 1MB)

When a frame exceeds the buffer limit, the error message is JSON message exceeded maximum buffer size of <N> bytes and the stream terminates.
Example handling:
alias ClaudeAgentSDK.Errors.CLIJSONDecodeError

try do
  ClaudeAgentSDK.query("Hello")
  |> Enum.to_list()
rescue
  %CLIJSONDecodeError{line: line, original_error: error} ->
    Logger.error("Failed to parse CLI output")
    Logger.debug("Raw line: #{inspect(line)}")
    Logger.debug("Parse error: #{inspect(error)}")
    {:error, :json_decode_failed}
end
Defensive stream processing:
# Process stream with error recovery
def safe_query(prompt, options \\ nil) do
  ClaudeAgentSDK.query(prompt, options)
  |> Stream.transform([], fn
    msg, acc when is_struct(msg, ClaudeAgentSDK.Message) ->
      {[msg], [msg | acc]}
    _, acc ->
      # Skip malformed entries
      {[], acc}
  end)
  |> Enum.to_list()
rescue
  %CLIJSONDecodeError{} = error ->
    Logger.warning("JSON decode error, returning partial results: #{error.message}")
    []
end

Message Parse Errors
MessageParseError
Raised when JSON was successfully decoded but the message structure is invalid.
%ClaudeAgentSDK.Errors.MessageParseError{
  message: String.t(),    # Human-readable error message
  data: map() | nil       # The parsed JSON data that was invalid
}
Common causes:
	Unexpected message format from CLI
	CLI version mismatch
	Missing required fields in message

Example handling:
alias ClaudeAgentSDK.Errors.MessageParseError

try do
  ClaudeAgentSDK.query("Hello")
  |> Enum.to_list()
rescue
  %MessageParseError{message: msg, data: data} ->
    Logger.error("Message parse error: #{msg}")
    Logger.debug("Raw data: #{inspect(data)}")

    # Check for version mismatch
    case ClaudeAgentSDK.CLI.version() do
      {:ok, version} ->
        Logger.info("CLI version: #{version}")
        ClaudeAgentSDK.CLI.warn_if_outdated()
      _ ->
        Logger.warning("Could not determine CLI version")
    end

    {:error, :message_parse_failed}
end

Assistant Errors
Assistant errors are API-level errors returned within message data, not as exceptions. They indicate problems with the request or the Anthropic service.
Error Codes
# Available error codes
ClaudeAgentSDK.AssistantError.values()
# => [:authentication_failed, :billing_error, :rate_limit,
#     :invalid_request, :server_error, :unknown]
Checking for Assistant Errors
alias ClaudeAgentSDK.{Message, AssistantError}

ClaudeAgentSDK.query("Hello")
|> Enum.each(fn msg ->
  case msg do
    %Message{type: :assistant, data: %{error: error}} when not is_nil(error) ->
      handle_assistant_error(AssistantError.cast(error))

    %Message{type: :result, subtype: :error_during_execution, data: data} ->
      Logger.error("Execution error: #{inspect(data)}")

    _ ->
      :ok
  end
end)

defp handle_assistant_error(:rate_limit) do
  Logger.warning("Rate limited - will retry with backoff")
  {:retry, :rate_limit}
end

defp handle_assistant_error(:authentication_failed) do
  Logger.error("Authentication failed - check API key")
  {:error, :auth_failed}
end

defp handle_assistant_error(:billing_error) do
  Logger.error("Billing error - check account status")
  {:error, :billing}
end

defp handle_assistant_error(:server_error) do
  Logger.warning("Server error - retrying")
  {:retry, :server_error}
end

defp handle_assistant_error(:invalid_request) do
  Logger.error("Invalid request - check parameters")
  {:error, :invalid_request}
end

defp handle_assistant_error(:unknown) do
  Logger.warning("Unknown error")
  {:error, :unknown}
end
Rate Limit Handling
defmodule MyApp.ClaudeClient do
  @max_retries 3
  @base_delay_ms 1000

  def query_with_rate_limit_handling(prompt, options \\ nil, retry_count \\ 0) do
    messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

    # Check for assistant-level or CLI-level rate limit signals
    assistant_rate_limited? = Enum.any?(messages, fn
      %Message{type: :assistant, data: %{error: "rate_limit"}} -> true
      %Message{type: :assistant, data: %{error: :rate_limit}} -> true
      _ -> false
    end)

    cli_rate_limited? = Enum.any?(messages, fn
      %Message{type: :rate_limit_event, data: %{rate_limit_info: %{status: "rejected"}}} -> true
      _ -> false
    end)

    if (assistant_rate_limited? or cli_rate_limited?) and retry_count < @max_retries do
      delay = @base_delay_ms * :math.pow(2, retry_count) |> round()
      Logger.info("Rate limited, retrying in #{delay}ms (attempt #{retry_count + 1})")
      Process.sleep(delay)
      query_with_rate_limit_handling(prompt, options, retry_count + 1)
    else
      {:ok, messages}
    end
  end
end
Authentication Error Handling
alias ClaudeAgentSDK.{AuthChecker, AuthManager}

def ensure_authenticated_query(prompt, options) do
  # Pre-check authentication
  case AuthChecker.diagnose() do
    %{authenticated: false, recommendations: recs} ->
      Logger.error("Not authenticated")
      Enum.each(recs, &Logger.info("Recommendation: #{&1}"))
      {:error, :not_authenticated}

    %{authenticated: true} ->
      do_query(prompt, options)
  end
end

defp do_query(prompt, options) do
  messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

  # Check for auth errors in response
  auth_error? = Enum.any?(messages, fn
    %Message{} = message when Message.error?(message) ->
      (message.data[:error] || "") =~ "login" or
        (message.data[:error] || "") =~ "access"

    %Message{type: :assistant, data: %{error: :authentication_failed}} ->
      true

    _ -> false
  end)

  if auth_error? do
    Logger.warning("Authentication failed during query, attempting refresh")

    case AuthManager.refresh_token() do
      {:ok, _token} ->
        # Retry once after refresh
        messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()
        {:ok, messages}

      {:error, reason} ->
        Logger.error("Token refresh failed: #{inspect(reason)}")
        {:error, :authentication_failed}
    end
  else
    {:ok, messages}
  end
end
Transport failures and provider-native result failures are normalized
differently:
	SSH/process startup failures become Message.error_result/2 frames.
	Claude CLI result frames with is_error: true are normalized as
:error_during_execution, so Message.error?/1 returns true.

AuthManager now surfaces token storage failures as {:error, reason} (instead of crashing).
That applies to save paths during setup/refresh and to clear_auth/0:
case ClaudeAgentSDK.AuthManager.clear_auth() do
  :ok ->
    :ok

  {:error, reason} ->
    Logger.error("Failed to clear auth storage: #{inspect(reason)}")
end

Handling Errors in Streams
Since queries return lazy streams, errors may occur during enumeration. Here are patterns for handling errors in streams.
Basic Stream Error Handling
def safe_query(prompt, options \\ nil) do
  try do
    messages =
      ClaudeAgentSDK.query(prompt, options)
      |> Enum.to_list()
    {:ok, messages}
  rescue
    %CLIConnectionError{message: msg} ->
      {:error, {:connection_failed, msg}}

    %ProcessError{exit_code: code, stderr: stderr} ->
      {:error, {:process_failed, code, stderr}}

    %CLIJSONDecodeError{line: line} ->
      {:error, {:json_decode_failed, line}}

    %MessageParseError{message: msg} ->
      {:error, {:message_parse_failed, msg}}
  end
end
Stream Processing with Error Recovery
def query_with_partial_results(prompt, options \\ nil) do
  messages = []

  try do
    messages =
      ClaudeAgentSDK.query(prompt, options)
      |> Enum.reduce([], fn msg, acc ->
        case msg do
          %Message{type: :assistant, data: %{error: error}} when not is_nil(error) ->
            Logger.warning("Assistant error in stream: #{inspect(error)}")
            [{:error, error} | acc]

          %Message{} = msg ->
            [msg | acc]
        end
      end)
      |> Enum.reverse()

    {:ok, messages}
  rescue
    error ->
      Logger.error("Stream error: #{inspect(error)}")
      {:partial, Enum.reverse(messages), error}
  end
end
Streaming Session Error Handling
alias ClaudeAgentSDK.Streaming

def safe_streaming_session(handler_fn) do
  case Streaming.start_session() do
    {:ok, session} ->
      try do
        handler_fn.(session)
      after
        Streaming.close_session(session)
      end

    {:error, reason} ->
      Logger.error("Failed to start streaming session: #{inspect(reason)}")
      {:error, :session_start_failed}
  end
end

# Usage
safe_streaming_session(fn session ->
  Streaming.send_message(session, "Hello")
  |> Stream.each(fn
    %{type: :error, error: error} ->
      Logger.error("Stream error: #{inspect(error)}")

    %{type: :text_delta, text: text} ->
      IO.write(text)

    %{type: :message_stop} ->
      IO.puts("")

    _ ->
      :ok
  end)
  |> Stream.run()
end)

Result Subtypes
The final result message in a query stream includes a subtype indicating how the conversation ended.
Success
%Message{
  type: :result,
  subtype: :success,
  data: %{
    total_cost_usd: 0.025,
    duration_ms: 1500,
    num_turns: 3,
    session_id: "abc123"
  }
}
The conversation completed successfully.
Error Max Turns
%Message{
  type: :result,
  subtype: :error_max_turns,
  data: %{
    total_cost_usd: 0.050,
    duration_ms: 3000,
    num_turns: 5,
    session_id: "abc123"
  }
}
The conversation was terminated because the max_turns limit was reached.
Error During Execution
%Message{
  type: :result,
  subtype: :error_during_execution,
  data: %{
    error: "...",
    total_cost_usd: 0.010,
    duration_ms: 500,
    session_id: "abc123"
  }
}
An error occurred during conversation execution.
Terminal Reason & Dead Turns
On CLI 2.1.204+ result frames carry a terminal_reason string explaining why
the query loop ended — "completed" on a clean finish, "aborted_streaming"
/ "aborted_tools" on interrupts, and failure reasons like
"budget_exhausted" or "api_error". The field is absent when the loop was
bypassed (a local slash command). Unknown future values pass through as
strings.
Message.dead_turn?/1 classifies a result (or a bare reason string) as a
dead turn — one that failed or was cancelled under the hood rather than
completing. The dead set matches the CLI's own classifier: blocking_limit,
rapid_refill_breaker, prompt_too_long, image_error, model_error,
api_error, malformed_tool_use_exhausted, budget_exhausted,
structured_output_retry_exhausted, tool_deferred_unavailable, and
turn_setup_failed. Aborts, max_turns, completed, unknown, and absent
reasons are not dead turns.
result = Enum.find(messages, &(&1.type == :result))

if ClaudeAgentSDK.Message.dead_turn?(result) do
  Logger.warning("turn died: #{result.data.terminal_reason}")
end
A dead turn's command_lifecycle reports cancelled rather than completed
(see the Runtime Control guide).
Comprehensive Result Handling
alias ClaudeAgentSDK.Message

def handle_query_result(prompt, options \\ nil) do
  messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

  # Find the result message
  result = Enum.find(messages, &(&1.type == :result))

  case result do
    %Message{subtype: :success, data: data} ->
      Logger.info("Query completed successfully")
      Logger.info("Cost: $#{data.total_cost_usd}, Duration: #{data.duration_ms}ms")
      {:ok, messages, data}

    %Message{subtype: :error_max_turns, data: data} ->
      Logger.warning("Max turns (#{data.num_turns}) reached")
      # Consider continuing the conversation
      {:max_turns, messages, data}

    %Message{subtype: :error_during_execution, data: data} ->
      Logger.error("Execution error: #{inspect(data.error)}")
      {:error, messages, data}

    nil ->
      Logger.error("No result message received")
      {:error, messages, nil}
  end
end

# Handle max turns by continuing
def query_until_complete(prompt, options \\ nil, max_continuations \\ 3) do
  do_query_until_complete(prompt, options, max_continuations, [])
end

defp do_query_until_complete(_prompt, _options, 0, acc) do
  Logger.warning("Max continuations reached")
  {:incomplete, Enum.reverse(acc)}
end

defp do_query_until_complete(prompt, options, remaining, acc) do
  messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()
  result = Enum.find(messages, &(&1.type == :result))

  case result do
    %Message{subtype: :success} ->
      {:ok, Enum.reverse(messages ++ acc)}

    %Message{subtype: :error_max_turns, data: %{session_id: session_id}} ->
      Logger.info("Continuing conversation #{session_id}")
      new_options = %{(options || %Options{}) | session_id: session_id}
      do_query_until_complete(nil, new_options, remaining - 1, messages ++ acc)

    %Message{subtype: :error_during_execution} ->
      {:error, Enum.reverse(messages ++ acc)}

    nil ->
      {:error, Enum.reverse(messages ++ acc)}
  end
end
When using startup_mode: :lazy on transport/session start options,
deterministic startup validation failures still return from start_link
immediately. The streaming session start API is still a linked GenServer
boundary, so direct callers should trap exits or run it under supervision.
Once preflight passes, subprocess launch failures can still arrive after
start_link succeeds. Handle those exits as part of normal supervision:
Process.flag(:trap_exit, true)
{:ok, session} = ClaudeAgentSDK.Streaming.Session.start_link(%Options{}, startup_mode: :lazy)
# If subprocess launch fails after preflight, the session exits with {:subprocess_failed, reason}
Transport Reason Normalization
Query/control streaming boundaries normalize equivalent low-level transport errors:
	{:command_not_found, "claude"} becomes :cli_not_found
	By default, query/2 and control-backed query streams surface transport/decode
failures as synthetic :error_during_execution result messages.
	Set %Options{transport_error_mode: :raise} to raise first-class
ClaudeAgentSDK.Errors.* exceptions instead.

Use the normalized reason atoms in retry/fallback logic:
case reason do
  :not_connected -> reconnect()
  :cli_not_found -> install_or_configure_cli()
  other -> {:error, other}
end
Strict TaskSupervisor Errors
If config :claude_agent_sdk, task_supervisor_strict: true is enabled and the configured
task supervisor is unavailable, task scheduling returns:
{:error, {:task_supervisor_unavailable, supervisor}}
Handle this as an explicit infrastructure/configuration error in application boot/tests.

Retry Strategies
Exponential Backoff
defmodule MyApp.RetryStrategy do
  require Logger

  @default_max_retries 3
  @default_base_delay_ms 1000
  @default_max_delay_ms 30_000

  @retriable_errors [:rate_limit, :server_error]

  def with_retry(fun, opts \\ []) do
    max_retries = Keyword.get(opts, :max_retries, @default_max_retries)
    base_delay = Keyword.get(opts, :base_delay_ms, @default_base_delay_ms)
    max_delay = Keyword.get(opts, :max_delay_ms, @default_max_delay_ms)

    do_retry(fun, 0, max_retries, base_delay, max_delay)
  end

  defp do_retry(fun, attempt, max_retries, base_delay, max_delay) do
    case fun.() do
      {:ok, result} ->
        {:ok, result}

      {:error, error} when error in @retriable_errors and attempt < max_retries ->
        delay = calculate_delay(attempt, base_delay, max_delay)
        Logger.info("Retriable error #{inspect(error)}, retrying in #{delay}ms (#{attempt + 1}/#{max_retries})")
        Process.sleep(delay)
        do_retry(fun, attempt + 1, max_retries, base_delay, max_delay)

      {:error, error} ->
        Logger.error("Non-retriable error or max retries exceeded: #{inspect(error)}")
        {:error, error}
    end
  end

  defp calculate_delay(attempt, base_delay, max_delay) do
    # Exponential backoff with jitter
    delay = base_delay * :math.pow(2, attempt) |> round()
    jitter = :rand.uniform(div(delay, 4))
    min(delay + jitter, max_delay)
  end
end

# Usage
MyApp.RetryStrategy.with_retry(fn ->
  messages = ClaudeAgentSDK.query("Hello") |> Enum.to_list()

  # Check for retriable errors
  error = find_assistant_error(messages)

  if error in [:rate_limit, :server_error] do
    {:error, error}
  else
    {:ok, messages}
  end
end, max_retries: 5, base_delay_ms: 2000)
Circuit Breaker Pattern
defmodule MyApp.CircuitBreaker do
  use GenServer
  require Logger

  @failure_threshold 5
  @reset_timeout_ms 60_000

  defstruct [:state, :failure_count, :last_failure_time]

  def start_link(opts \\ []) do
    GenServer.start_link(__MODULE__, opts, name: __MODULE__)
  end

  def call(fun) do
    GenServer.call(__MODULE__, {:call, fun})
  end

  @impl true
  def init(_opts) do
    {:ok, %__MODULE__{state: :closed, failure_count: 0, last_failure_time: nil}}
  end

  @impl true
  def handle_call({:call, fun}, _from, %{state: :open, last_failure_time: time} = state) do
    if System.monotonic_time(:millisecond) - time > @reset_timeout_ms do
      # Try half-open
      execute_with_state(fun, %{state | state: :half_open})
    else
      {:reply, {:error, :circuit_open}, state}
    end
  end

  def handle_call({:call, fun}, _from, state) do
    execute_with_state(fun, state)
  end

  defp execute_with_state(fun, state) do
    case fun.() do
      {:ok, result} ->
        {:reply, {:ok, result}, %{state | state: :closed, failure_count: 0}}

      {:error, _} = error ->
        new_count = state.failure_count + 1

        if new_count >= @failure_threshold do
          Logger.warning("Circuit breaker opened after #{new_count} failures")
          {:reply, error, %{state |
            state: :open,
            failure_count: new_count,
            last_failure_time: System.monotonic_time(:millisecond)
          }}
        else
          {:reply, error, %{state | failure_count: new_count}}
        end
    end
  end
end

# Usage
MyApp.CircuitBreaker.start_link()

MyApp.CircuitBreaker.call(fn ->
  case safe_query("Hello") do
    {:ok, messages} -> {:ok, messages}
    {:error, _} = error -> error
  end
end)

Best Practices
1. Always Handle All Error Types
def comprehensive_error_handling(prompt, options \\ nil) do
  try do
    messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()

    # Check for assistant-level errors
    case find_assistant_error(messages) do
      nil -> {:ok, messages}
      error -> {:error, {:assistant_error, error}}
    end
  rescue
    %CLIConnectionError{} = e ->
      Logger.error("Connection error: #{e.message}")
      {:error, :connection_failed}

    %CLINotFoundError{} = e ->
      Logger.error("CLI not found: #{e.message}")
      {:error, :cli_not_found}

    %ProcessError{} = e ->
      Logger.error("Process error: #{e.message}")
      {:error, {:process_error, e.exit_code}}

    %CLIJSONDecodeError{} = e ->
      Logger.error("JSON decode error: #{e.message}")
      {:error, :json_decode_error}

    %MessageParseError{} = e ->
      Logger.error("Message parse error: #{e.message}")
      {:error, :message_parse_error}
  end
end
2. Validate Before Querying
def validated_query(prompt, options \\ nil) do
  with :ok <- validate_cli_available(),
       :ok <- validate_authenticated(),
       :ok <- validate_options(options) do
    ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()
  end
end

defp validate_cli_available do
  case ClaudeAgentSDK.CLI.find_executable() do
    {:ok, _} -> :ok
    {:error, _} -> {:error, :cli_not_available}
  end
end

defp validate_authenticated do
  if ClaudeAgentSDK.AuthChecker.authenticated?() do
    :ok
  else
    {:error, :not_authenticated}
  end
end

defp validate_options(nil), do: :ok
defp validate_options(options) do
  case ClaudeAgentSDK.OptionBuilder.validate(options) do
    {:ok, _} -> :ok
    {:warning, _, warnings} ->
      Logger.warning("Option warnings: #{inspect(warnings)}")
      :ok
    {:error, reason} -> {:error, {:invalid_options, reason}}
  end
end
3. Log Contextual Information
def query_with_logging(prompt, options \\ nil) do
  request_id = generate_request_id()

  Logger.metadata(request_id: request_id)
  Logger.info("Starting query", prompt_length: String.length(prompt))

  start_time = System.monotonic_time(:millisecond)

  try do
    messages = ClaudeAgentSDK.query(prompt, options) |> Enum.to_list()
    duration = System.monotonic_time(:millisecond) - start_time

    result = Enum.find(messages, &(&1.type == :result))

    Logger.info("Query completed",
      duration_ms: duration,
      cost_usd: result && result.data[:total_cost_usd],
      num_turns: result && result.data[:num_turns]
    )

    {:ok, messages}
  rescue
    error ->
      duration = System.monotonic_time(:millisecond) - start_time
      Logger.error("Query failed",
        duration_ms: duration,
        error: inspect(error)
      )
      {:error, error}
  end
end
4. Implement Graceful Degradation
def query_with_fallback(prompt, options \\ nil) do
  # Try primary model
  case try_query(prompt, options) do
    {:ok, messages} ->
      {:ok, messages}

    {:error, :rate_limit} ->
      # Fall back to different model
      Logger.info("Rate limited on primary model, trying fallback")
      fallback_options = %{(options || %Options{}) |
        model: "haiku",
        fallback_model: nil
      }
      try_query(prompt, fallback_options)

    {:error, _} = error ->
      error
  end
end
5. Clean Up Resources
def with_session(options \\ nil, fun) do
  {:ok, session} = ClaudeAgentSDK.Streaming.start_session(options)

  try do
    fun.(session)
  after
    ClaudeAgentSDK.Streaming.close_session(session)
  end
end

# Usage
with_session(%Options{max_turns: 5}, fn session ->
  ClaudeAgentSDK.Streaming.send_message(session, "Hello")
  |> Enum.to_list()
end)
6. Monitor and Alert
defmodule MyApp.ClaudeMonitor do
  use GenServer
  require Logger

  @error_threshold 10
  @window_ms 60_000

  def record_error(error_type) do
    GenServer.cast(__MODULE__, {:error, error_type})
  end

  def record_success do
    GenServer.cast(__MODULE__, :success)
  end

  # ... GenServer implementation that tracks errors
  # and sends alerts when threshold exceeded
end

def monitored_query(prompt, options \\ nil) do
  case comprehensive_error_handling(prompt, options) do
    {:ok, messages} ->
      MyApp.ClaudeMonitor.record_success()
      {:ok, messages}

    {:error, error} = result ->
      MyApp.ClaudeMonitor.record_error(error)
      result
  end
end
7. Test Error Scenarios
# In your test suite
defmodule MyApp.ClaudeClientTest do
  use ExUnit.Case

  describe "error handling" do
    test "handles CLI not found gracefully" do
      # Mock CLI not found scenario
      assert {:error, :cli_not_found} = MyApp.ClaudeClient.query("test")
    end

    test "handles rate limit with retry" do
      # Mock rate limit response
      assert {:ok, _messages} = MyApp.ClaudeClient.query_with_retry("test")
    end

    test "handles authentication failure" do
      # Mock auth failure
      assert {:error, :auth_failed} = MyApp.ClaudeClient.query("test")
    end
  end
end

Summary
Effective error handling in the Claude Agent SDK involves:
	Understanding error types: Know the difference between CLI errors, process errors, JSON errors, and assistant errors
	Using appropriate patterns: Match errors with rescue blocks or pattern match on result tuples
	Implementing retries: Use exponential backoff for transient errors like rate limits
	Validating early: Check CLI availability and authentication before querying
	Handling result subtypes: React appropriately to success, max_turns, and execution errors
	Cleaning up resources: Always close sessions and handles in after blocks
	Logging and monitoring: Track errors for debugging and alerting

By following these patterns, you can build robust applications that gracefully handle the various error conditions that may arise when working with the Claude Agent SDK.


  

    Atom Safety

Rule: never create an atom from external or unbounded input at runtime.
The BEAM atom table is capped (about 1,048,576 entries by default) and atoms
are never garbage-collected. Turning attacker-, CLI-, JSON-, env-, or
model-registry-derived strings into atoms is a memory-exhaustion / node-crash
vector: one crafted stream of distinct strings can take the node down.
Banned on untrusted input
	String.to_atom/1, List.to_atom/1
	:erlang.binary_to_atom/1,2, :erlang.list_to_atom/1
	interpolated sigil atoms — :"#{var}"
	Jason.decode!(json, keys: :atoms) (and the Poison equivalent)

Safe patterns
	Static lookup with string fallback — an explicit map (or case) from
known strings to literal atoms, where unknown input stays a string.
The canonical example in this SDK is ClaudeAgentSDK.Message subtype
handling: a @system_subtypes module-attribute map consulted via
Map.get(@system_subtypes, subtype, subtype). New wire frames must follow
this pattern — the static map is the whole point.
	String.to_existing_atom/1 — only when the atom is provably
pre-defined (for example a whitelist the module itself declares). See
the private
<code>ClaudeAgentSDK.Auth.TokenStore.parse_provider/1</code> helper for a
whitelist variant with an explicit default.
	Default string keys — Jason.decode/1 without keys:; or
keys: :atoms! if atom keys are truly required (existing atoms only).
	Keep it a string — MCP tool names, model IDs, and message subtypes do
not need to be atoms at all.

Guardrails in this workspace
Two independent guards run in mix ci across claude_agent_sdk,
cli_subprocess_core, and agent_session_manager:
	Credo.Check.Warning.UnsafeToAtom, enabled in each repo's .credo.exs
(scoped to lib/).
	scripts/atom_guard.sh — an rg backstop that fails CI if a dynamic-atom
pattern appears in lib/ without a same-line # atom-safe: review
annotation.

Reviewed compile-time sites (for example the Module.concat/2 calls in
the <code>ClaudeAgentSDK.Tool.deftool</code> macro expansion, which are bounded
by the number of deftool declarations in source) carry both a
# atom-safe: annotation and a credo:disable-for-next-line marker.
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